
 
  Original Research Article 
  Peer Reviewed Conference Proceeding 

ESCAPE 36 - European Symposium on Computer Aided Process Engineering 
Sheffield, UK. 21-24 June 2026 

https://doi.org/10.69997/sct.168675  Syst Control Trans 5:2425-2432 (2026) 2425 

Towards Safety-Intelligent Cyber-Physical Systems: A 
Real-time Monitoring and Control Framework 
Zhane Ann Tizonabc, Yuanxing Liuabc, Sahithi Srijana Akundiabc, Austin Braniffd, Beatriz Dantasd, Yuhe 
Tiand, Faisal I. Khanbc, Efstratios N. Pistikopoulosab* 
a Texas A&M Energy Institute, Texas A&M University, College Station, TX, USA 
b Artie McFerrin Department of Chemical Engineering, Texas A&M University, College Station, TX, USA 
c Mary Kay O’Connor Process Safety Center (MKOPSC), Texas A&M University, College Station, TX, USA 
d Department of Chemical and Biomedical Engineering, West Virginia University, Morgantown, WV, USA 
* Corresponding Author: stratos@tamu.edu. 

ABSTRACT 
A safety-intelligent framework is presented for developing a multiple-input multiple-output (MIMO) 
risk-based explicit model predictive control (R-eMPC) for metal hydride storage systems (MHSS). 
These systems are susceptible to thermal runaway during the charging process as a result of the 
exothermic adsorption reaction within the metal alloy. To address this issue, deterministic and 
stochastic safety-intelligent control algorithms are designed and implemented by explicitly em-
bedding a dynamic risk index (RI) or risk tolerance (α) into the control law and decision-making. In 
closed-loop analysis, the deterministic R-eMPC regulates both core temperature and hydrogen 
storage capacity by forecasting fault occurrence, triggering alarms, and reducing the risk index by 
adjusting the optimal control actions, supply pressure and water flowrate. Meanwhile, the sto-
chastic R-eMPC accounts for uncertainties in core temperature variation by incorporating risk tol-
erance through chance-constraints. When the temperature exceeds the strict operational limit, 
stochastic R-eMPC enables continued operation beyond conservative safety boundaries via dy-
namic updated probabilistic limits. Closed-loop responses demonstrate that the safety-intelligent 
controllers effectively minimize evolving thermal risks while maximizing storage capacity during 
charging operation of the MHSS. Overall, the risk-based controllers improve both safety and 
charging performance, demonstrating the potential of the proposed framework for real-time, 
safety-intelligent operation of metal hydride systems. 

Keywords: hydrogen, metal hydrides, model predictive control, process safety, multi-parametric program-
ming, cyber-physical system 

INTRODUCTION 
Chemical and energy processes undergo different 

types of reactions, such as exothermic and endothermic 
reactions, during operation. When these reactions be-
come uncontrollable, they can cause runaway incidents, 
leading to catastrophic damages such as fires or explo-
sions, resulting in serious process safety issues [1]. 
Therefore, it is critical that reactive processes are 
properly monitored and controlled. However, most exist-
ing process control systems do not explicitly incorporate 
holistic safety metrics, instead treating safety through 
separate supervisory layers.  

Hydrogen energy systems, encompassing 

production, storage, and utilization are inherently sus-
ceptible to hazardous events. Hydrogen storage repre-
sents a major safety bottleneck due to high energy den-
sity and reactive nature of hydrogen. Solid-state hydro-
gen storage using metal hydrides has attracted signifi-
cant attention for fuel cell electric vehicles (FCEVs) be-
cause it can store hydrogen at relatively low pressures 
[2]. However, charging or adsorption process of metal 
hydride storage system (MHSS) is exothermic, where 
significant amount of heat is released, leading to rapid 
temperature rise. The reaction can be expressed in Eq. 
(1).  

𝑀𝑀 + �

2
𝐻𝐻2 ↔ 𝑀𝑀𝐻𝐻x + ∆𝐻𝐻    (1) 

https://doi.org/10.69997/sct.168675
mailto:stratos@tamu.edu


 

Tizon et al. / LAPSE:2026.0506 Syst Control Trans 5:2425-2432 (2026) 2426  

where M is metal alloy, H2 is hydrogen gas, MHx is 
metal hydride formation, and ∆H is heat of enthalpy.  

In transportation application, the US Department of 
Energy (US DOE) specifies that the operating tempera-
ture of hydrogen storage should remain within between 
233 K to 358 K [3]. Exceeding this temperature window 
may degrade system performance or compromise safety. 
Consequently, effective thermal management and con-
trol strategies are essential for MHSS. 

Ali et al. [4] introduced a deterministic risk-based 
explicit MPC (R-eMPC) in which dynamic risk modeling as 
a function of a safety-critical variable was embedded in 
the control optimization. The R-eMPC was able to trigger 
the alarm system ahead of time to ensure enough time 
for the operators to shut down the system before any 
safety events occur. Akundi et al. [5] extended the 
safety-control theory by explicitly accounting for uncer-
tainties by using Bayesian inference techniques and 
chance-constraints programming. In this study, the con-
troller is allowed to be able to operate by exceeding the 
safety limit, thereby providing more flexibility in the pres-
ence of uncertainties. More recently, Liu et al. [6, 7] 
demonstrated the applicability of both online risk-based 
MPC and offline R-eMPC in a cyber-physical system of 
proton exchange membrane water electrolysis (PEMWE). 
The dynamic risk index was shown to effectively quantify 
evolving thermal risk and support real-time safety-aware 
operation.  

Despite these advances, risk-based explicit MPCs 
have not yet been developed or validated for metal hy-
dride hydrogen system (MHSS), where strongly exother-
mic reactions and strict thermal limits pose significant 
runaway risks. Hence, this study aims to develop a 
safety-intelligent control framework using deterministic 
and stochastic risk-based R-eMPC for MHSS, with par-
ticular emphasis on charging operation, while maintaining 
applicability to discharging operation and addressing the 
trade-offs between safety and performance. 

METAL HYDRIDE STORAGE SYSTEM 
This study focuses on metal hydride storage system 

(MHSS) to store hydrogen gas. Figure 1 demonstrates the 
schematic diagram of the charging process in MHSS with 
the metal hydride reactor, water tank, and process in-
strumentations. This analysis follows the schematic for 
modeling and simulation of the charging (adsorption) 
process, in which hydrogen gas is supplied from an ex-
ternal source, e.g. water electrolysis or refueling station. 
Since the reaction is exothermic and releases significant 
amount of heat, thermal management is incorporated 
through water supply is embedded in this system. Fur-
ther, accurate modeling and real-time control implemen-
tation are crucial to ensure both safety and performance 
of the MHSS. 

 
Figure 1. Schematic diagram of charging operation of 
metal hydride storage system. 

 
Figure 2. Experimental setup of metal hydride storage 
system. 

High-Fidelity Model 
The metal hydride storage model is developed using 

first-principles based on thermodynamics, reaction ki-
netics, and heat transfer mechanisms [8, 9, 10]. The gov-
erning equations are presented in Eqs. (2)-(10). These 
equations capture the coupled behavior of hydrogen up-
take, reaction heat generation, and heat exchange be-
tween the metal hydride bed, reactor wall, and cooling 
medium. 
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Cyber-Physical System 
The experimental setup of the metal hydride storage 

system (MHSS) is illustrated in Figure 2. It consists of 
several integrated units, including a hydrogen supply 
(canister tank), metal hydride reactor, water bath, and 
associated process instrumentation. The system also in-
corporates a computer, data acquisition hardware, and a 
microcontroller to enable real-time data exchange and 
signal processing between the physical and cyber layers. 

The cyber component primarily comprises the soft-
ware and control algorithms used for monitoring, deci-
sion-making, and supervisory control. In this work, Lab-
VIEW is employed for real-time data acquisition, signal 
conditioning, visualization, system identification, control 
implementation, and alarm monitoring. Measured pro-
cess variables are continuously communicated to the 
control layer, where safety-intelligent control actions are 
computed and transmitted back to the physical system 
for real-time operation. 

SAFETY-INTELLIGENT CYBER-PHYSICAL 
CONTROL ARCHITECTURE 

For designing the safety-intelligent control strate-
gies, this work adapts the PAROC framework [11] for both 
modeling and simulation and experimention. Figure 3 
presents the framework on implementation of control 
strategies in cyber-physical system.  

First, the system is modeled to capture its dynamic 
behavior under open-loop simulations. These simulations 
enable the a priori identification of potential safety 
events, such as thermal runaway, overpressurization, or 
fuel starvation, before conducting any physical experi-
ments. The high-fidelity model is developed in Siemens 
Process Academics (Research). Subsequently, a cyber-
physical system is developed by integrating both the ex-
perimental and cyber setups. The experimental compo-
nent is designed based on a process and instrumentation 
diagram (P&ID) or a process flow diagram (PFD). The 
cyber component consists of a human–machine interface 
implemented using a customized LabVIEW platform, data 
acquisition for communication and data exchange, and a 
microcontroller for real-time control and operation. 

Using the outputs and inputs of the open-loop data, 
a linear or surrogate model is derived using techniques 
such as system identification, model reduction, machine 
learning, or Jacobian-based linearization [12, 13, 14]. This 
linearized model then serves as the basis for designing 

safety-intelligent explicit model predictive control (MPC) 
strategies.  

The formulations of deterministic and stochastic 
risk-based explicit MPC (R-eMPC) are presented in Eqs. 
(11)-(18) and Eqs. (19)-(26), respectively. The objective 
function aims to minimize the deviations in system out-
puts (y) from their corresponding setpoints, while simul-
taneously penalizing control efforts of the inputs (u). Eqs. 
(11) and (19) defines the weights for outputs and inputs 
matrices, QR and R, and output horizon (OH) and control 
horizon (CH), where k denotes the discrete timestep in 
seconds. The state-spaced models are given in Eqs. (12)-
(13) and (20)-(21), where x represents state vector and 
A, B, C, and D are the system matrices. For the charging 
operation of the metal hydride, the outputs (y) corre-
spond to the core temperature and hydrogen adsorbed 
capacity while inputs (u) are supply pressure and water 
flowrate.  

Within the deterministic R-eMPC, dynamic risk as-
sessment is conducted to compute a risk index, RI, which 
is defined as the product of event probability and severity 
as shown in Eq. (15). The resulting RI can be expressed 
as a function of safety-critical variable, enabling the con-
troller to evaluate the safety level of the system during 
operation. Based on this assessment, R-eMPC mitigates 
risk propagation speed and severity, or raise the alarm 
when runaway reactions cannot be prevented during the 
operation. 

 
Figure 3. Safety-intelligent framework for cyber-physical 
systems. 
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𝑠𝑠. 𝑡𝑡. 𝑥𝑥�+1 = 𝐴𝐴�� + 𝐵𝐵��     (12) 

𝑦𝑦� = 𝐶𝐶�� + 𝐷𝐷��    (13) 

𝑦𝑦��� ≤ 𝑦𝑦 ≤ 𝑦𝑦���     (14) 

𝑅𝑅𝑅𝑅 = 𝑃𝑃(𝑦𝑦0,�) × S(𝑦𝑦0,�)     (15) 
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∆𝑢𝑢��� ≤ ∆𝑢𝑢 ≤ ∆𝑢𝑢���     (17) 

𝑥𝑥��� ≤ 𝑥𝑥 ≤ 𝑥𝑥���     (18) 

𝑅𝑅𝐼𝐼��� ≤ 𝑅𝑅𝑅𝑅(𝑘𝑘) ≤ 𝑅𝑅𝐼𝐼���    (19) 

To account for the uncertainties during the opera-
tion of a system, stochastic R-eMPC (sR-eMPC) extends 
the deterministic R-eMPC through incorporation of risk 
tolerance (α) and chance-constraints within the optimi-
zation and decision-making framework. The design of 
sR-eMPC is based on Eqs. (20)-(27). The risk tolerance 
(α) can be calculated based on Bayesian inference in Eq. 
(22) to capture uncertainties of core temperature varia-
tions in metal hydride. As incorporated in Eq. (24), the 
chance-constraint update dynamic probabilistic limits to 
allow the system to operate beyond strict limits, thereby 
preventing unnecessary interventions or shutdown of the 
system. Further details on designing control optimization 
of the risk-based controllers can be found in Ali et al. and 
Akundi et al. [4, 5]. 
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𝑦𝑦� = 𝐶𝐶�� + 𝐷𝐷��     (21) 
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𝑦𝑦��� ≤ 𝑦𝑦� ≤ 𝑦𝑦���    (23) 

𝑦𝑦0,� − 𝑦𝑦0,�ℎ���ℎ��� ≤  𝐹𝐹−1(𝛼𝛼�)    (24) 

𝑢𝑢��� ≤ 𝑢𝑢� ≤ 𝑢𝑢���     (25) 

∆𝑢𝑢��� ≤ ∆𝑢𝑢� ≤ ∆𝑢𝑢���   (26) 

𝑥𝑥��� ≤ 𝑥𝑥� ≤ 𝑥𝑥���     (27) 

The final step in this framework is to solve the risk-
based control optimization via multi-parametric program-
ming using POP Toolbox in MATLAB® [15]. This is an 
emerging technique to solve MPC explicitly, which means 
the optimization problem is solved once instead of iterat-
ing it every sampling time [16, 17]. Finally, during closed-
loop implementation, the control actions is evaluated by 
computing the parameter vector, which includes hidden 
states, inputs, outputs, the risk index or risk tolerance, 
and setpoints. This parameter vector is then used to 
identify the feasible critical region, from which the appro-
priate control action is directly applied to the model or 
system. With the explicit R-eMPC solutions in place, the 
closed-loop performance of the system can be analyzed 
to demonstrate the effectiveness of both deterministic 
and stochastic risk-based control strategies. 

RESULTS AND DISCUSSION 

Open-loop Analysis  
The dynamic behavior of the metal hydride storage 

system (MHSS) during charging is analyzed under open-
loop conditions, without any control feedback. The 
charging or adsorption process involves supplying hy-
drogen gas to the metal hydride reactor, where H2 is ad-
sorbed within the lattices of the metal alloy, resulting in 
an exothermic reaction. A comparison between simulated 
and dynamically optimized responses of the core tem-
perature and hydrogen adsorption capacity is presented.  

For the open-loop simulation, the input variables, 
supply pressure and water flowrate, are set to prescribed 
values. In contrast, dynamic optimization aims to maxim-
ize the hydrogen adsorbed capacity while satisfying the 
operational constraints specified by the US DOE [3] 
within 300 seconds charging window.  

 
Figure 4. Core temperature trajectory during charging of 
metal hydride storage system during simulation and 
dynamic optimization. 

Figure 4 compares the open-loop responses of core 
temperature obtained from simulation and optimization. 
In the simulated case, the supply pressure and water 
flowrate are set to 14 bar and 5 g/s, respectively. Under 
these conditions, the core temperature increases and 
reaches a peak of 378 K within 20 s, exceeding the rec-
ommended operating temperature limit of 358 K [3]. By 
comparison, the optimized response of core temperature 
peaks at 354 K, below the safety threshold, and achieves 
rapid cool down of the metal hydride. The optimal input 
profile determined by the optimization problem corre-
sponds to a supply pressure of 14 bar and 12.46 g/s of 
water flowrate. 

The corresponding hydrogen adsorbed capacity 
during open-loop simulation and dynamic optimization is 
shown in Figure 5. At a supply pressure of 14 bar and a 
water flow rate of 5 g/s, the simulated hydrogen storage 
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capacity reaches only 0.9 wt.% within 300 s, indicating 
that the metal hydride does not reach saturation. In this 
case, the core temperature exceeds the thermal limit 
while the maximum storage capacity remains unattained. 
In contrast, the open-loop optimized response achieves 
a higher hydrogen storage capacity of 1.34 wt.% within 
the same time horizon. Therefore, these behaviors high-
light a critical trade-off between faster charging rate and 
thermal safety, emphasizing the need for effective ther-
mal management. 

 
Figure 5. Hydrogen stored capacity trajectory during 
charging of metal hydride storage system during 
simulation and dynamic optimization.  

The open-loop results demonstrate that while sup-
ply pressure improves charging efficiency and storage 
capacity, it also exacerbates thermal risks. These obser-
vations motivate the development of risk-based explicit 
model predictive control strategies to balance perfor-
mance objectives with safety constraints under dynamic 
operating conditions. 

Design of Risk-based Control Optimization  
Deterministic and stochastic risk-based explicit 

control strategies were formulated based on the safety-
intelligent control and optimization framework. The de-
terministic risk-based explicit MPC (R-eMPC) is designed 
according to Eqs. (11)-(18), where the core temperature 
is identified as the safety-critical variable due to the risk 
of thermal runaway during the charging process of the 
metal hydride storage system (MHSS). Figure 6 illus-
trates the dynamic risk analysis assuming a normal dis-
tribution of the core temperature, with a calculated mean 
(μ) of 290 K, a standard deviation (σ) of 11.35 K, and an 
upper control limit (μ + 3σ) of 324.05 K. Based on the 
analysis, the risk index limit is RI = 7.36, corresponding to 
the temperature limit = 358 K. Since the dynamic risk in-
dex is a temperature-dependent function that grows ex-
ponentially, a piecewise linear approximation is employed 

to obtain linear expressions suitable for embedding 
within the decision-making optimization problem. 

Meanwhile, the stochastic R-eMPC (sR-eMPC), for-
mulated in Eqs. (19)-(27), extends the deterministic 
framework by explicitly accounting for uncertainty 
through risk tolerance (α) based on Bayesian inference. 
In MHSS, the variation of core temperature is considered 
to analyze the risk tolerance during dynamic operation. In 
this formulation, α = 1 represents a fully safe operating 
condition, while α = 0 indicates a high-risk state. Com-
pared to deterministic R-eMPC, the stochastic formula-
tion provides additional operational flexibility by allowing 
controlled and temporary exceedance of temperature 
limits through chance-constraints. The chance-con-
straints incorporate the dynamically updated risk toler-
ance and are computed using inverse cumulative distri-
bution function, as shown in Eq. (24), with a threshold 
temperature limit (y0, threshold) of 358 K. Therefore, this al-
lows the controller to satisfy the safety limits probabilis-
tically, ensuring that constraints are met with a specified 
confidence level rather than deterministically.  

Overall, the objective function of both safety-intelli-
gent control strategies is to minimize excessive temper-
ature peaks while maximizing hydrogen storage capacity 
within a finite time horizon during MHSS operation. Once 
the risk-based explicit MPC problem is solved using 
multi-parametric programming, explicit solutions to the 
optimization problem are obtained [15, 17]. These solu-
tions are then implemented for closed-loop analysis of 
the metal hydride storage system. 

 
Figure 6. Dynamic risk analysis of core temperature 
during charging of metal hydride storage system. 

Closed-loop Analysis 
The resulting closed-loop responses are validated 

through simulation (in-silico) first using gO:MATLAB as 
the communication protocol between the system model 
in gPROMS and R-eMPC in MATLAB. The following sub-
section presents the analysis of both deterministic and 
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stochastic R-eMPC strategies during charging operation 
of the metal hydride storage system.  

Figure 7 presents the closed-loop responses of the 
metal hydride system under deterministic risk-based ex-
plicit MPC (R-eMPC) in in-silico simulations. The core 
temperature increases gradually and reaches a peak 
value of 372 K, exceeding the setpoint limit of 358 K. Sim-
ultaneously, the hydrogen storage capacity attains the 
maximum of 1.3 wt.% within 300 s. The risk index exhibits 
a trend similar to that of the core temperature and ex-
ceeds the specified risk limit when the temperature 
peaks. Although thermal runaway is not completely pre-
vented, the controller effectively attenuates both the risk 
propagation rate and consequence severity.  

Figure 7. In-silico application of deterministic risk-based 
explicit MPC for closed-loop analysis of core 
temperature, hydrogen stored capacity, risk index and 
control actions. 

At t = 2 s, the R-eMPC forecasts the risk index will 
exceed the limit in the next 10 seconds, which enable to 
trigger the alarm system ahead of fault occurrence time. 
While the risk index reaches a high value of RI = 14.5 at t 
= 5 s, the controller continues to act and successfully re-
duces both the risk and fault severity within 15 seconds. 
Here, the control actions are adjusted accordingly to 
manage the trade-offs between safety and performance. 
As a result, the R-eMPC effectively mitigates thermal risk 

while maximizing hydrogen storage capacity. 
Figure 8 shows the in-silico performance of sto-

chastic risk-based explicit MPC (sR-eMPC) during charg-
ing of metal hydride. The core temperature reaches a 
peak value of 367 K. Although this value exceeds the 
nominal temperature limit of 358 K, it remains below the 
maximum probabilistic limit of 371 K, demonstrating the 
increased operational flexibility of the stochastic control-
ler and avoiding the need for a system shutdown.  

 
Figure 8. In-silico application of stochastic risk-based 
explicit MPC for closed-loop analysis of core 
temperature, hydrogen stored capacity, risk tolerance 
and control actions. 

Unlike the risk index, the risk tolerance (α) evolves 
differently from the temperature profile. When it peaked 
at maximum, α = 0.1 indicating system is at state of risk. 
As adsorption process completes, the temperature grad-
ually cools down and risk tolerance stabilizes to α =1. 
When the system operates in safe mode, the controller 
switches to predefined minimum control actions, corre-
sponding to a supply pressure of 14 bar and a water flow 
rate of 5 g/s. At t = 170 s, the control system engages 
these predefined actions once the system is classified as 
safe according to the updated dynamic risk tolerance.  

Moreover, the optimal control actions during 
closed-loop operation are provided by the controller to 
manage safety and performance. To achieve maximum 
storage capacity, the supply pressure maintains to be 14 
bar. Meanwhile, as the temperature rises, the water 
flowrate increases to dissipate heat and maintain safe 
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operation. As a result, sR-eMPC is able to allow the sys-
tem to exceed the temperature limit and achieving full 
saturation within 300 s while satisfying the dynamic 
probabilistic limits. 

CONCLUSION AND FUTURE WORK 
This work presented dynamic modeling, experi-

mental setup, control and operations of hydrogen stor-
age using metal hydride in real-time. The safety-intelli-
gent controllers, deterministic and stochastic R-eMPC, 
utilize risk indicators such as risk index and tolerance to 
assess safety level of the system and account for uncer-
tainties, respectively. These were implemented to mini-
mize the evolving thermal risks while maximizing the hy-
drogen capacity of metal hydride tank. Future work will 
include implementation of the stochastic risk-based ex-
plicit MPC into the cyber-physical setup of metal hydride 
storage for closed-loop analysis and validation.  
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