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ABSTRACT

The increasing adoption of modular plant concepts in process engineering requires new strategies
for design and safety evaluation. Conventional hazard analysis methods, such as HAZOP are
time-consuming and must be repeated whenever a configuration changes, which contradicts the
flexibility that modularization aims to achieve. This work combines concepts from the modular
HAZOP method and the preHAZOP method to enable an automated, early-stage safety assess-
ment for modular plants based on P&IDs. A workflow is developed that generates a combined P&ID
for a modular plant from individual module (PEA) P&IDs provided in DEXPI format and performs an
adapted preHAZOP analysis on the resulting plant representation.A key motivation is that P&IDs
are always created during plant or module design and already contain relevant piping information,
which can be reused for automated module interconnection and plausibility checks. In the pro-
posed workflow, standardized interfaces enable automatic connection generation and validation.
The safety assessment is performed by rule-based deviation propagation on a DEXPI-based P&ID
graph and can operate with, without, or alongside process data. The workflow outputs structured
scenario tables and selected design consistency checks and is implemented as a Streamlit web
application, validated on a modular example system.
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INTRODUCTION

Globalized markets and increasingly dynamic prod-
uct demands require the process industry to react faster
and design plants more flexibly. Modular plants address
this need by enabling reuse of standardized units and
faster (re-)configuration of production systems [1]. How-
ever, the benefits of modularization are constrained by
the effort required for safety studies and approvals. Con-
ventional HAZOP is systematic but resource-intensive;
repeating a full HAZOP after each configuration change
undermines modularity’s speed advantage. This work
therefore targets an automated workflow that supports
early safety assessments and helps accelerate approval
processes for modular plants.

In industrial practice, each module plant or plant
section is documented in a P&ID diagram during its de-
sign phase. The P&ID is a core component in the design
phase during detail engineering. Manufacturers com-
monly annotate piping with information such as
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identifiers and nominal diameters, and sometimes even
material information [2, 3]. In the workflow of this contri-
bution, such data are explicitly attached to module inter-
faces and exported with the P&ID, enabling automatic
connection generation and interface checks when as-
sembling modules into a plant.

To achieve the goals, this contribution combines
two ideas: a modular safety approach (splitting safety
knowledge into reusable module/equipment-related
parts) and automated, data-driven scenario detection
from machine-readable P&IDs (preHAZOP). A software
tool is developed that merges multiple P&IDs of modules
into one plant-level DEXPI P&ID and then runs an adapted
preHAZOP analysis on the combined P&ID of the modular
plant.

BACKGROUND

Modular plants
Modular plants decompose a process into process

1891


https://doi.org/10.69997/sct.189897
mailto:mathias.schmitz@tu-dortmund.de

equipment assemblies (PEAs), each delivering a defined
process function and equipped with own automation.
This automation is done by the Module Type Package
(MTP) which is comparable to a driver of peripheral de-
vices for a computer. It encapsulates the automation in-
terface of a PEA and supports orchestration by the Pro-
cess Orchestration Layer (POL). MTP ensures the manu-
facturer independent compatibility between each PEA as
well as to the POL. Each PEA is able to execute certain
services to perform dedicated unit operations. Rear-
rangement of the PEAs allows to perform different pro-
cesses without building a completely new plant for one
new product.

While the modular concept and MTP are defined by
the VDI/VDE/NAMUR 2658 [4] and 2776 [5] guidelines
and different vendors are offering POLs or support to
create MTP-files, there is no example of a safety assess-
ment for the approval of a modular plant.

DEXPI P&ID

P&IDs are central documents throughout planning,
construction, operation, and modification of process
plants. They represent equipment, piping, valves, and in-
strumentation and control functions in a standardized
way (e.g., via ISO/IEC-related standards), allowing con-
sistent communication across disciplines. DEXPI e.V. is
an initiative comprising various representatives from in-
dustry and academia who are working on common data
exchange formats. The first implementations were car-
ried out with the DEXPI Process Specification [6] and the
DEXPI P&ID Specification [7]. In October 2025 were the
DEXPI 2.0 Specification released which combines the
Process Specification and P&ID Specification [8]. DEXPI
is a standardized exchange format for P&IDs grounded in
ISO 15926 concepts, typically realized as an XML-based
schema that represents plant topology and attributes in
a machine-readable form. While the DEXPI P&ID Specifi-
cation relied on a Proteus-XML schema, DEXPI 2.0 uses
a common XML format. The DEXPI format aligns with dif-
ferent international standards such as ISO 15926 [9]. The
P&ID files in this work were created by using the software
PlantEngineer from X-Visual Technologies GmbH.

Modular HAZOP

A HAZOP (Hazard and Operability) analysis identi-
fies hazards and operability problems by systematically
generating deviations from design intent using guide-
words and parameters, then analyzing causes and con-
sequences in an interdisciplinary team. The considered
process is divided into functional units and their intended
operation is described as a target function. While effec-
tive, the method is labor-intensive. Modular HAZOP ex-
tends HAZOP thinking to modular plants by structuring
safety knowledge into module-oriented pieces and de-
fining interfaces so results can be recombined for
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different plant configurations. For a modular plant the
PEAs can be chosen as the functional units.

The ISSA (International Social Security Association)
suggests seven guidewords in combination with param-
eters to form a deviation [10]. These guidewords are: no,
more, less, as well as, partially, inversion, differently than.
Three of them are considered in this work which are ,no’,
,more’ and ,less’. The considered parameters in this work
are temperature, flow and pressure. The combination of
the other guidewords with the parameters is in certain
cases not reasonable or brings up an open interpretation
of the deviation case and should be discussed by a
HAZQOP team.

Klose [11] suggested in his doctoral thesis an ap-
proach to execute a HAZOP analysis for modular plants.
He considered equipment-specific safety (mHAZOP) and
process safety (pHAZOP) separately in the first place.
This is because each PEA is built in a more generalized
way and not tailored with a certain process in mind. The
operator of the modular plant knows about the planned
processes and can execute the p-HAZOP. Afterwards the
m- and p-HAZOP are combined to check if the selected
configuration of the PEAs is suitable for the process.
Klose defined a PEA as a so-called HAZOP-ode which
features one or more HAZOP-Interfaces to connect to
other HAZOP-Nodes (PEASs) or the plants infrastructure.
The different cases of deviations are applied to the
HAZOP-Nodes. The HAZOP-Interfaces are relevant to
transfer deviations from one HAZOP-Node to another
one. [11-13]

preHAZOP

preHAZOP is a tool approach developed by Oeing et
al. [14] that reads a DEXPI-P&ID and simulation results to
build a graph model of the plant, enrich it with equipment,
streams, and safeguards, and then detect typical HAZOP
scenarios based on a machine-readable scenario data-
base.

DEXPI P&IDs provide structured information about
plant topology, equipment and connections. This topol-
ogy is transformed into a directed graph (stored in
CraphML) that becomes the basis for algorithmic
searches of hazardous constellations. In addition, oper-
ating conditions are incorporated by mapping data from
a process simulation onto the same graph.

Based on this combined model, preHAZOP detects
potential scenarios using a scenario database that for-
malizes common HAZOP elements (guideword, parame-
ter, cause and consequence) together with machine-
checkable requirements expressed as graph patterns
and attribute constraints. The tool is able to recognize
functional and instrumentation-related structures by
classifying valves and pipes, identifying measurement lo-
cations and control loops, and detecting the presence
and assignment of protective devices such as relief
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paths, while also accounting for disabling configurations
like isolating valves. The output is a structured list of sce-
nario instances linked to specific equipment or sections
of the plant, complemented by fields that indicate where
automated assessment is insufficient and manual verifi-
cation is needed (e.g., confirming design limits).

This contribution adopts the graph-centric idea but
adapts the method to better fit modular plants, extend
scenario generation, and support use cases without sim-
ulation data. The general workflow of the preHAZOP is
presented in Fig. 1, where the added and adopted steps

are outlined in blue.
2
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Figure 1. Suggested preHAZOP workflow. Blue marked
steps are added or adapted from the original workflow.
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METHODOLOGY

Laboratory set-up

The suggested workflow uses a modular reactor
setup from the laboratory as an example for the P&ID
flowsheets. The laboratory setup consists of four PEAs,
which are shown in Fig. 2. These comprise a reactor PEA,
two identical dosing units and a temperature PEA. The
dosing units feed the two reactants via the temperature
PEA into the reactor, where the reaction takes place be-
fore the product is discharged into another tank. The
temperature PEA provides the required flow temperature
for the reactants and also enables the temperature of the
reactor to be controlled.

The Reactor-PEA is a continuous stirred tank reactor
(CSTR) consisting of a vessel with a heating jacket, a stir-
rer with motor, three sensors to measure the level, the
temperature and the conductivity of the substance filled
in. The reactor has two inlets to feed educts inside of it
and one outlet for the product with a controllable sole-
noid valve as well as an in- and outlet at the heating
jacket.

The Dosing-PEA consists of a pump, a mass flow-
meter and a storage tank. The Temperature-PEA is
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realized by a thermostat and is depicted here as a com-
bination of a pump and a heater.

P&ID merge

In the workflow of Oeing [14] it was not necessary
to consider multiple P&IDs. Since each PEA provides an
own P&ID it is necessary to combine them to form the
P&ID of the complete modular plant. To provide a user-
friendly tool, the here presented workflow can executed
by using a Streamlit application. Calling the python-file
opens up a new tab in the user default browser, running
the HML. In the first step, the user is able to upload a
DEXPI P&ID file or can select from already uploaded files.

For P&IDs of PEAs, correct and consistent interface
definition is crucial. The PEA interfaces are defined as in-
or outlets and are preceded by flanges. The flange ob-
jects store interface-related engineering constraints
such as nominal diameter, design pressure, and temper-
ature range.

Interface IDs follow a structured naming convention
and are stored in attributes depending on whether an in-
terface is an inlet, outlet, or bidirectional port. This con-
vention allows the merging tool to automatically identify
connection candidates, directions, and required adjust-
ments.

Information about the PEA interfaces is extracted
and listed to select how the different PEAs are connected
with each other. When combining multiple DEXPI files, ID
collisions must be avoided. The tool therefore prefixes
each element ID with a PEA-specific shorthand and up-
dates all references consistently across equipment, pip-
ing networks, and instrumentation functions. Simultane-
ously, it extracts geometric information (coordinates and
extents) for PEA layout computation and stores interface
coordinate data for later routing of inter-module connec-
tions. The individual P&IDs of the PEAs from the labora-
tory setup are shown in Fig. 2 as well as the combination
of them to the complete modular setup.

To create a readable combined P&ID, PEAs must be
arranged without overlaps and ideally with short connec-
tion lines. By using constraint programming in form of the
CP-SAT-solver from the OR-Tools library and modeling
each PEA as rectangle on the drawing sheet, enables to
enforce certain rules. The first rule is that PEAs does not
overlap and must keep a minimum distance. Secondly
PEAs must remain within the sheet boundary and avoid
the title block area. Lastly, an objective function mini-
mizes the sum of Manhattan distances between con-
nected interface points, discouraging small misalign-
ments that would create unnecessary bends. This trans-
forms a reasonable positioning into a reproducible opti-
mization problem. The solver output is translated into
shifts applied to all elements of each PEA P&ID so that
the PEA internal structure remains intact while the plant-
level arrangement changes. Fig. 3 shows the steps of the
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Figure 2. P&IDs of individual PEAs and combination to complete P&ID of the modular setup.

[ PEA DEXPI P&IDs ]

Read in DEXPI-files

4

[ PEA ElementTrees J

Renaming the nodes

!

|
PEA ElementTrees | Generate the
) PEA layout

Join the PEAs in one ElementTree

[

Grouping the connections [

Final ElementTree

| Collection the Connection points

J l

Grouped
connections L

[ Connection points ]
L

[ Create connections between connection points J

Figure 3. Procedure of reading out multiple PEA P&IDs and creating connections between their interfaces to create

a combined P&ID.

programmed workflow to connect multiple P&IDs at their
distinct interfaces.

After placement, the tool creates inter-module pip-
ing segments between flange coordinates. This is done
by collecting all interfaces and grouping them accord-
ingly to their function as inlet or outlet. Before the
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connections are created, they are grouped together.
Connections with identical start and end points are com-
bined. This can result in a 1:1 connection between two
points (single start to single end) as well as 1:n or n:1 links
(multiple starts or ends). For the later one T-pieces are
inserted and positioned between PEAs to avoid placing
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junctions inside PEA drawings. Additionally, a direction
alignment is performed since individual interfaces can be
defined as bidirectional. In Fig. 4 the procedure to create
connections and inserting T-pieces if necessary is
shown.

Before creating a connection, the tool compares
flange attributes and records inconsistencies—for exam-
ple mismatches in nominal diameter or minimum and
maximum design pressure and temperature. This pro-
vides immediate feedback on interface compatibility and
supports safer PEA coupling decisions early in engineer-

Ing.
‘ Grouped

| connections |
Distinguish between

connection types

1:1 Iin/n:l
i 4
Read the coordinatesand IDs Read the coordinatesand IDs
|} ¥
Check flanges and direction of Check flanges and direction of
pipes pipes

Determine number and location
of the pipe tees
Insert pipe tees and connections
to TolD (1:n) / FromID (n:1)

Create connection pipe

Create the connections between
Start- / End-point and pipe tees

Assign attributesto
corresponding pipes

i +

Remove redundant connections

Save the |

final P&ID

Assign attributes

Remove redundant connections

Figure 4. Procedure to check if its necessary to insert T-
pieces between PEAs and how to connect them.

Adapted preHAZOP for modular plants

The original preHAZOP concept depends strongly
on simulation data and a scenario database. For modular
plants, simulation data may not exist when assessing a
single PEA, or the final plant process may not yet be fixed.
This work therefore adapts the preHAZOP so that sce-
nario recognition remains possible without a simulation,
while still benefiting from simulation or manually entered
process data if available.

Instead of a purely pattern-based scenario search in
a spreadsheet, this workflow implements a rule database
organized by individual equipment classes in separated
YAML-files. Within this rule base, different rule types are
distinguished: rules that define local deviations as events
originating at specific equipment, including frequency es-
timations and associated safeguards; rules that map
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these deviations to local consequences such as damage
or leakage based on guideword-parameter combina-
tions; rules that specify how deviations propagate for-
ward or backward through the system depending on the
type of piping; and rules that describe how equipment re-
sponds to deviations arriving from upstream or down-
stream, optionally depending on specifications such as
the presence of a heating jacket, inertization, an agitator,
or a control loop. This organization enables richer and
more explicit logic than a flat table and aligns well with
modular HAZOP thinking, because deviations can be
generated locally within a PEA and then combined across
PEA boundaries through propagation via the defined in-
terfaces.

Graph Rules data
* local_d
ocal_deviations
Node } Sl

1
l Apply rules l

Local o
Deviations = = — = -
Consequences |
|
. 1
Pass on to neighbors I
\ 2
Neighboring  |input_rules |
node I
1
Apply rules :
: |
Consequences Deviations 1
|

Figure 5. Workflow of applying the safety rules on the ex-
tracted graph.

The detection procedure follows two consecutive
steps. First, the algorithm generates initial deviations at
each node of the extracted graph based on the local de-
viation rules and records the corresponding local conse-
quences immediately as scenario candidates. Second,
these deviations are propagated through the graph using
a queue-based mechanism. Whenever a deviation
reaches another node, the engine checks the applicable
input rules for that equipment, records any resulting con-
sequences, and continues propagation if the defined
propagation rules permit it. To keep the output manage-
able and to prevent an uncontrolled growth of near-iden-
tical scenarios, repeated events are filtered, for example
when similar causes originate from the same equipment
class at a node, and the propagation depth can be re-
stricted, with a default limit of up to six nodes. The result-
ing scenarios are then stored in a structured, Excel-like
table format consistent with modular HAZOP documen-
tation, including deviation, cause, consequences with se-
verity and frequency considerations, and safeguards that
are either already present or recommended. Fig. 5
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illustrates at which points the rules are applied in the pro-
cedure and how deviations are propagated to its neigh-
bor nodes.

To support different stages of engineering maturity,
the tool can handle process data in several ways. If sim-
ulation results are available, they can be imported in the
same manner as in the original preHAZOP workflow. If no
simulation file exists and operating conditions are deter-
mined manually, users can enter minimum and maximum
operating pressure and temperature as well as relevant
media, either as global default values or as equipment-
specific overrides. If no process data are available at all,
the scenario detection still runs, although parameter-
based checks and media-material evaluation may be
more limited. In addition to producing scenario lists, the
adapted workflow performs two engineering checks that
add practical value. Operating pressures and tempera-
tures, whether derived from simulation or manual input,
are compared against the design limits stored in the P&ID,
so that exceedances and critical mismatches between
neighboring equipment design limits can be documented
as potential weak points during upset conditions. Fur-
thermore, a media—material compatibility check is carried
out using a dedicated database that flags problematic
combinations with an A-D rating and can identify mech-
anisms such as catalytic decomposition, for example the
incompatibility risk of hydrogen peroxide in contact with
stainless steel. Any problematic combinations identified
in this way are exported to support targeted follow-up in
the subsequent engineering review.

Web Application Implementation

To make the workflow usable for engineers, the
toolchain is implemented as a Streamlit web app with two
separate tabs. In the first tab the user uploads PEA P&IDs,
selects the PEAs, defines their interface connections via
dropdowns populated from detected ports, specify at-
tributes for connecting pipes, and export the configura-
tion for reuse. The merged DEXPI P&ID and an interface
mismatch report are returned.

In the second tab, the user runs the preHAZOP with
the previously generated P&ID or is able to upload an
older P&ID. Process data can be optionally entered either
manually or in form of a simulation file. After running the
analysis, the results can be downloaded as a table.

Validation

The workflow involving the simulation was tested by
using a DWSIM simulation representing the lab set-up
with a saponification reaction. In this reaction sodium hy-
droxide reacts with ethyl acetate to form sodium acetate
and ethanol.

As a case for manual data input the oxidation of so-
dium thiosulfate with hydrogen peroxide is considered
which serves as an example for a highly exothermic
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reaction [15, 16]. For 1 M sodium thiosulfate and 2.2 M
hydrogen peroxide at 40 °C results in a temperature in-
crease of 70 °C to 110 °C inside of the reactor. As a result,
the HAZOP table shows that the process temperature ex-
ceeds the maximum operating temperature of the reac-
tor. Additionally, the media and material compatibility
check gives a message that hydrogen peroxide should
not get contact with stainless steel.

The merging tool successfully combined multiple
PEAs into a single P&ID without overlap and with short
connection paths. The adapted preHAZOP detected
meaningful scenarios both on the individual PEA level and
on the combined plant level; when simulation data were
available, the design-vs-operation checks identified a
simulated design pressure exceedance (not necessarily
representing the real lab setup, but validating the check
mechanism). Media—-material checks did not reveal issues
for the lab media and materials considered.

The workflow demonstrates manual derivation and
entry of operating parameters, including estimating the
maximum adiabatic temperature rise for a strongly exo-
thermic reaction. The merging workflow handled a larger
number of PEAs, bidirectional interfaces, and multi-
branch connections, including correct direction adjust-
ments and T-piece insertion.

The adapted preHAZOP produced both intra-mod-
ule and inter-module scenarios. Importantly, the addi-
tional checks detected a design-vs-operation tempera-
ture violation for a downstream pump (operating temper-
ature exceeding the pump’s max design temperature)
and flagged a problematic media-material combination
involving hydrogen peroxide and stainless steel (rated
poor due to catalytic decomposition). These findings il-
lustrate how the tool can surface concrete engineering
issues early, even without detailed dynamic simulation.

SUMMARY AND CONCLUSION

This contribution builds up an the preHAZOP tool
developed by Oeing et al. and adapts it for modular plants
by incorporating modular safety concepts of Klose. The
preHAZOP workflow is complemented with the option to
combine multiple P&IDs into a complete P&ID of a plant
and gives the opportunity to enter process parameters
manually instead of relying on simulation files. It demon-
strates that DEXPI P&IDs can serve as a practical, ma-
chine-readable backbone for two high-impact automa-
tion steps in modular plant engineering. Firstly, showing
early safety assessment via graph-based, rule-driven
scenario generation. Secondly, it provides a tool for rapid
planning of different kinds of possible plant configura-
tions by merging PEA P&IDs.

One of the main focuses in this work lies on the in-
terfaces of the PEAs to connect the P&IDs with each
other as well as compatibility checks between the PEAs.
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Standardized connection points combined with manufac-
turer-provided piping attributes allow plausibility checks
that are directly relevant for modular approval discus-
sions (compatibility of design limits, nominal diameter,
etc.). This helps in early phases of setting up a new plant
configuration, to check if PEAs are allowed to be com-
bined.

At the same time, limitations remain typical of
knowledge-based safety automation: scenario quality
depends on the completeness and correctness of rule
databases, equipment classification, and available pro-
cess data. The work therefore positions the tool as an
accelerator for early-stage studies and as structured in-
put for expert HAZOP teams—not as a full replacement
for interdisciplinary review.

Several extensions for the preHAZOP can be pro-
posed to improve the workflow further. The layout can be
optimized by reducing line crossings, improving T-piece
placement strategies and removing the current drawing-
size limitation. Additionally, the rule database should be
expanded to more equipment classes, guidewords, and
better equipment sub-classification (e.g., distinguishing
heaters vs. coolers). The media—material database could
be enriched with concentration and temperature de-
pendence. Towards an improved compatibility check, an
implementation of ex-zone detection or check whether
certain components are explosion-proof or not would be
helpful.

Beneficial for the further automation of this work-
flow is the implementation of a connection to a chemical
database to fetch safety relevant information of the used
substances. Borgelt et al. has shown the implementation
of such databases like the ChEBI, KEGG and PubChem
[17].

Because DEXPI was updated during this work, the
workflow should be adapted to the newer schema and—
critically—support “clean” DEXPI files where properties
are mapped into standard DEXPI attributes rather than
vendor-specific attribute sets. This would improve in-
teroperability with other authoring tools and strengthen
the value of standardized P&ID data for safety automa-
tion.

A practical next step for usability is to leverage the
HMI information contained in MTP files as a “preview”
during plant configuration. Since PEAs in modular auto-
mation are already packaged with MTP-based interfaces,
an automatically generated (or extracted) HMI view could
guide users to select the correct connection points be-
tween PEAs more intuitively—reducing errors in manual
interface selection and aligning the P&ID-based configu-
ration step with the operational perspective of the PEA
automation.

This work presents a coherent, implementable ap-
proach for accelerating modular plant safety assess-
ments by reusing data already present in P&IDs. By
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merging PEA P&IDs (DEXPI) into a P&ID of a complete
modular plant and applying an adapted, rule-based pre-
HAZOP on a graph representation, the workflow enables
systematic detection of deviation—cause—-consequence
chains across PEA boundaries and adds practical checks
for design vs. operating limits and media-material com-
patibility. Implemented as a Streamlit web app and vali-
dated on modular examples, the workflow demonstrates
how standardized engineering data can support faster,
more reproducible early-stage safety assessments—an
important step toward accelerating the approval of mod-
ular plants.

DIGITAL SUPPLEMENTARY MATERIAL

A collection of the created and used files can be
found here: https://repository.nfdi4cat.org/da-
taset.xhtml|?persistentld=hdl:21.11165/4cat/86xp-e338
This includes: Python-files, YAML-files with rules, Excel-
files containing results of the HAZOP analysis and DWSIM
simulation file.
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