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Abstract: This paper is concerned with the observer-based H∞ proportional-integral-derivative (PID)
control issue for discrete-time systems using event-triggered mechanism subject to periodic random
denial of service (DoS) jamming attacks and infinitely distributed delays. In order to characterize
the occurrence of periodic random DoS jamming attacks in the network channel between controller
and actuator, the Kronecker delta function is used to represent the periodic switching between the
sleeping period and attack period, and a Bernoulli-distributed random variable is utilized to reflect
the probabilistic occurrence of DoS attacks. Infinitely distributed delay is involved to reflect actual
state lag. The relative event-triggering mechanism is employed to reduce unnecessary information
transmission and save communication energy in the network channel between sensor and observer.
An observer-based PID controller is constructed for the regulation of the system to achieve an
appropriate working effect. The aim of this paper is to design a security-guaranteed PID controller
for delayed systems such that both the exponential mean-square stability and the H∞ performance
are satisfied. Using the Lyapunov stability theory, stochastic analysis method and matrix inequality
technique, a sufficient condition is put forward that ensures the existence of the required observer
and PID controller. Gain parameters of the observer and the PID controller are computed by solving
a certain matrix inequality. A simulation is carried out to verify the effectiveness of the developed
observer-based H∞ PID control method. The obtained H∞ noise rejection level is below 0.85, the
average event-based release interval is 13, the absolute values of the maximum estimation error of
two elements in the system state are 1.434 and 0.371 using the observer, and two elements of the
system state converge to 0.238 and −0.054 at the 41th time step with two elements of the control
output being 0.031 and 0.087.

Keywords: observer-based PID control; periodic random denial-of-service jamming attacks; infinitely
distributed delays; event-triggered mechanism

1. Introduction
1.1. Engineering Background, Research Status and Motivation

The networked control system has been applied successfully in the areas of industry,
medical treatment and transportation due to its capabilities/merits of long-distance task
accomplishment, low system complexity and required cost, and efficient data sharing
among controllers [1–4]. Efforts have been made to solve model-based control issues
to ensure that closed-loop systems satisfy stability or other performance requirements;
the corresponding results are reported in the literature (e.g., H∞ control, sliding mode
control, consensus control, guaranteed cost control and dissipative control) [5–7]. Filter-
ing/estimation is a parallel extension of control, and all of them constitute the classical
issues in the control area to be solved using model-based investigation methods such as

Processes 2023, 11, 1375. https://doi.org/10.3390/pr11051375 https://www.mdpi.com/journal/processes

https://doi.org/10.3390/pr11051375
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/processes
https://www.mdpi.com
https://doi.org/10.3390/pr11051375
https://www.mdpi.com/journal/processes
https://www.mdpi.com/article/10.3390/pr11051375?type=check_update&version=2


Processes 2023, 11, 1375 2 of 21

linear matrix inequality, the Riccati difference equation, or recursive filtering. For model-
based control-related issues, the research stages include network-induced phenomena
(incomplete measurement information, randomly occurring nonlinearities, parameter un-
certainties, state saturations and dynamical bias), communication protocol (Round-Robin,
weighted try-once-discard, random access, and FlexRay), coding–decoding mechanism
(encryption-decryption, constrained bit rate, binary encoding scheme) and signal relay
(amplify-and-forward, decode-and-forward, and full-duplex relay networks) [8–11].

In recent decades, proportional-integral-derivative (PID) control has been applied in
various industrial areas with its characteristics such as strong robustness, simple principle,
implementation convenience and wide application range [12–16]. Proportion represents the
current information in the dynamic control process, which is to correct error and quicken the
speed of response. Integration indicates the information in previous accumulation, which
helps to eliminate the static error and improve the correctness of the system. Differentiation
stands for the future information, which is capable of reflecting the changing tendency of
the error signal of the system with lead control, reducing transient time, and enhancing the
stability of system. In view of its prominent research significance, considerable attention
has been paid to PID control issues [12,17–21]. For instance, in [17], the observer-based
PID control problem has been solved for a class of actuator-saturated systems, and the
measurement signal has been transmitted under the binary encoding scheme with the
occurrence of random bit errors during the transmission. In [18], based on fading measure-
ments, a novel output-feedback PID controller has been designed where the integral-loop
has been equipped with the limited time-window for decreasing the computational burden.
The orthogonal decomposition in combination with a free matrix has been adopted to
promote the controller design. In [12], using the dynamic event-triggered mechanism
with a dynamically adjusted threshold, the observer-based PID security control problem
has been tackled for linear discrete-time systems suffering from randomly occurring de-
ception attacks, and a new index for security level has been developed to characterize
the impact of deception attack on the closed-loop system. Additionally, the problem of
proportional-integral observer/estimator design has been dealt with, see [22–24] and the
references therein.

As a kind of incomplete measurement, cyber attacks have aroused much attention
from scholars all over the world, and model-based research methods have already been
developed [25–27]. For deception attack (or false data injection attack), a nonlinear con-
straint condition or amplitude-bounded signal have been adopted to describe malicious
signal [28]. When dealing with replay attack, time stamp has been utilized to mark the
transmitted signal [29]. In consideration of the occurrence of a denial of service (DoS)
attack, the receiver acquires nothing through the transmission process due to all the in-
formation being intercepted by attacker, the impact of which is similar to that of packet
dropout [30]. For the compensation of current transmission, information on the last time
step can be adopted instead. As an attacker in practice, energy replenishment may be
needed in order to raise attack efficiency [31]. In periodic random DoS jamming attacks,
the status of the attacker switches between two patterns (i.e., launching DoS attack and
sleeping). Periodic random DoS jamming attacks exist in actual industrial cyber-physical
systems such as an uninterruptible power supply and smart grid with a 4-bus model of
the distribution test feeders. Considering its importance in ensuring the reliable operation
of systems, security-guaranteed control or estimation issue has gained much attention
from researchers [32–34]. In particular, owing to the normal working demand, there is
an urgent need to design PID controller tolerating periodic random DoS jamming attacks
from the viewpoint of defenders, which constitutes the research motivation of this paper.
Appropriate mathematical models are used to reflect the alternation between the periods of
attack and sleep, and conversion is conducted to transform the original issue into one that
can be solved with existing methods.

In reality, the time delay phenomenon exists in numerous engineering systems such
as chemical processes, electric power systems, mechanical transmission systems, traffic
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systems, and aerospace systems, which may occur during the measurement process of
sensors or the transmission process of signals [35–37]. For time-delayed systems, the
changing tendency of the state depends on not only the current state but also the previous
states [38,39]. Noting that time delay would usually lead to the deterioration of the control
performance of practical systems or even the destruction of the system stability, it is
necessary to take time delay into account to cohere with the actual working state of systems
and restrain the negative effect on the systems. In recent decades, despite the difficulties,
analysis (e.g., stability and H∞ performance) and synthesis (e.g., control, estimation and
filtering) issues for time-delayed systems have become a heated research topic in the control
field in terms of the crucial theoretical significance and realistic value [40,41]. The types
of time delays include constant time delay, time-varying time delay, infinitely/finitely
distributed delays, multiple stochastic time-varying delays, mode-dependent mixed time-
delays, and mode-dependent distributed delays [42,43]. Researchers have paid attention to
the construction of a Lyapunov–Krasovskii functional based on types of time delays with
less conservatism.

For networked control systems, there usually exist problems of communication con-
straints for network channels between sensor and controller/observer/estimator or be-
tween controller and actuator [44,45]. With increasing concern and emphasis on energy
conservation in digital communication, preferable active approaches (e.g., event-triggered
strategy, coding-decoding mechanism and communication protocol) have been employed
during the information transmission to settle the issue of communication constraints in-
stead of using passive modes [46–48]. In the event-triggered communication mechanism,
with a threshold/parameter determining the triggering frequency, an event-triggered con-
dition is given that ascertains whether there is a sufficient difference between the present
measurement signal and the latest transmitted signal. Only when such an event-triggered
condition is satisfied at a time step, i.e., the difference is large, is the sensor able to ac-
cess the network to transmit data rather than transmitting data for each time step [49].
Event-triggered strategy exhibits the advantages of reducing unnecessary data transmis-
sion and the occupation of network communication resources, and avoids data congestion
and inherent vulnerability. In the last two decades, event-triggered strategy has been
applied in real systems such as hydraulic servo systems [49], single-link robot arms [41],
and electric circuits with a parasitic capacitor and nonlinear resistor [50]. Noticing that
the adoption of event-triggered mechanisms may decrease the system performance to a
degree due to less current information being received, there should be balance between the
performance degradation and the saving of network resources by selecting an appropri-
ate threshold/parameter [51]. Event-triggered mechanisms may relate to absolute event
triggering, relative event triggering, dynamic event triggering and self triggering, and the
corresponding research has been conducted for complex dynamic networks, multi-rate
systems, two-dimensional fuzzy systems, singularly perturbed systems and shift-varying
linear repetitive processes [52]. It is worth pointing out that the event-based H∞ PID control
issue for networked control systems has not been researched enough yet, not to mention
the case that both infinitely distributed delays and periodic random DoS jamming attacks
are considered, which constitutes another research motivation for this paper.

1.2. Main Work in This Paper

This paper is concerned with designing an H∞ PID controller for a class of discrete-time
systems with infinitely distributed delays and periodic random DoS jamming attacks. Via
adopting methods including the Lyapunov stability theory, stochastic analysis technique
and matrix inequality manipulation, the desired H∞ PID controller is obtained in this paper.
The following challenges need to be solved: (1) how to formulate the event-triggered PID
control issue mathematically for discrete-time systems subject to periodic random DoS
jamming attacks and infinitely distributed delays within a model-based unified research
framework? (2) how to reflect the influence from periodic random DoS jamming attacks on
the control performance? and (3) how to design the PID controller which ensures that the
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closed-loop system is exponentially stable in mean square and satisfies the H∞ performance.
The crucial contributions of this paper are emphasized as follows: (1) the event-triggered observer-
based H∞ PID control issue is, for the first time, dealt with for systems suffering from infinitely
distributed delays and periodic random DoS jamming attacks; (2) a sufficient condition is put
forward for the existence of the desired observer-based PID controller which guarantees exponential
stability and H∞ performance of the closed-loop system; and (3) both observer gain and controller
gain are computed readily via solving a certain linear matrix inequality.

The detailed structure of this paper is as follows. In Section 2, a mathematical model
framework is constructed of PID control for systems with infinitely distributed delays
and periodic random DoS jamming attacks. In Section 3, a sufficient condition is given
for the presence of the PID controller which guarantees that the closed-loop system is
exponentially stable in mean square and fulfils H∞ performance. Section 4 shows the
simulation verification of the developed PID control method, and Section 5 provides a
summary of the work in this paper.

Notation: Symbols used in this paper are general unless otherwise specified. R[ shows
the [-dimensional Euclidean space. For a matrix U, UT and U⊥ represent the transpose
and the orthogonal basis of the null space, respectively. l2([0, ∞);Rv) stands for the space
of square-summable v-dimensional vector functions over [0, ∞). diag{. . .} represents a
block-diagonal matrix. ⊗ indicates the Kronecker product. For a symmetric matrix, symbol
∗ is an ellipsis of symmetric terms. I and 0 show the identity matrix and zero matrix with
proper dimensions, respectively. E{x} denotes the expectation of a random variable x. Z−

means the set of all non-positive integers. N describes the set of positive integers. Prob{·}
refers to the occurrence probability of event ‘·’.

2. Problem Formulation

Taking into account the following class of discrete-time networked control systems:

xk+1 = Axk + Ab

∞

∑
r=1

βrxk−r + Buk + Evk

yk = Cxk + Dvk

zk = Mxk

xk = ζk, ∀k ∈ Z−

(1)

where xk ∈ Rnx is the system state vector, uk ∈ Rnu is the control input, vk ∈ l2([0, ∞);Rnv)
is the exterior disturbance, yk ∈ Rny is the measurement output, zk ∈ Rnz is the control
output, and ζk is the initial state. A, B, C, D, E, Ab and M are known real constant
matrices with suitable dimensions. The constants βr ≥ 0 (r = 1, 2, . . .) fulfil the following
constraint [42]:

β̄ ,
∞

∑
r=1

βr ≤
∞

∑
r=1

rβr < +∞, (2)

and the term
∞
∑

r=1
βrxk−r is the infinitely distributed delay.

Considering the bandwidth limitation of wireless communication channels, an event-
triggered mechanism is introduced to regulate when to transmit the signal. The event-
triggering function of the relative type f (·, ·): Rny ×R 7→ R is expressed as follows:

f (ψk, µ) , ψT
k ψk − µyT

k yk (3)

where ψk , yks − yk, ks is the latest time step at which signal transmission is possible, and
scalar µ > 0 is a given threshold determining the triggering frequency.
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Note that signal transmission is permitted when the following event-triggering condition:

f (ψk, µ) > 0 (4)

is satisfied. Therefore, time step of signal transmission 0 ≤ k0 < k1 < . . . < ks < . . . is
decided by

ks+1 , inf{k ∈ N|k > ks, f (ψk, µ) > 0}.

In fact, on account of complex practical conditions, it is difficult to obtain the state
vector, so an observer is selected to estimate the state vector. In this paper, the observer
structure is constructed as follows:

x̂k+1 = Ax̂k + L(yks − Cx̂k) + Buk (5)

where x̂k ∈ Rnx is the estimate of xk and L is the observer gain to be ascertained.
In order to ensure that the system (1) achieves the stability performance, a PID con-

troller is modeled with the following expression:

ūk = KP x̂k + KI

k−1

∑
l=k−S

x̂l + KD(x̂k − x̂k−1) (6)

where ūk is the controller output, KP, KI and KD are controller gains to be designed, and
S ∈ R represents the given time length.

Remark 1. The input of the observer-based state-feedback PID controller (6) is the state estimate obtained

by observer (5). The output of (6) consists of three parts, that is, KP x̂k, KI
k−1
∑

l=k−S
x̂l and KD(x̂k − x̂k−1)

represent the proportional term, the integral term and the derivative term, respectively.

Note that the control signal (6) may be subject to cyber attacks during the transmission
from the controller to the actuator. Considering the attacker with constrained energy [31],
the periodic random DoS jamming attacks are involved in this paper, and the period length
is T with T > 0 being a known scalar (see Figure 1).

(p-1)T pT (p-1)T+toff 

Random DoS jamming attacks 

Sleeping period 

1
k
l =  

Attack period 

2
k
l =  

Figure 1. Periodic random DoS jamming attacks.

Within the (p− 1)th (p ≥ 2 is an integer) period, instead of launching attacks con-
stantly, the adversary first restores energy without action, and then initiates an efficient
random DoS attack. That is, the (p − 1)th period is divided into the sleeping period
T1 ((p− 1)T + 1 ≤ k ≤ (p− 1)T + to f f ) and the attack period
T2 ((p− 1)T + to f f + 1 ≤ k ≤ pT).

The control signal subject to periodic random DoS jamming attacks is modeled as

uk = δ(λk − 1)ūk + δ(λk − 2)(1− αk)ūk (7)
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where uk is the actual control input received by the actuator, δ(·) is the Kronecker delta
function characterizing the current period (k ∈ Tλk , λk = 1, 2) with{

δ(a− b) = 1, a = b
δ(a− b) = 0, a 6= b,

and αk is a Bernoulli-distributed stochastic variable that satisfies{
Prob{αk = 0} = 1− ᾱ

Prob{αk = 1} = ᾱ

with ᾱ ∈ [0, 1) being a given scalar. From (7), it is obvious that when λk = 2 and αk = 1,
DoS attack occurs, and when λk = 2 and αk = 0, DoS attack does not occur. It is evident
that E{αk} = ᾱ. The system structure studied in this paper is illustrated in Figure 2.

Controller Actuator System 

Sensor 

kv

ky

ˆ
kx

ku ku

Periodic random DoS 

jamming attacks 

kx

Observer Event- 

triggering 

condition 

(4)

(4) is 

satisfied 

(4) is not 

satisfied 

Figure 2. Structure of networked control system.

Denoting ek , xk − x̂k, the estimation error is acquired from (1) and (5) as follows:

ek+1 = (A− LC)ek + Ab

∞

∑
r=1

βrxk−r + (E− LD)vk − Lψk. (8)

Define x̄k ,
[
xT

k eT
k
]T and x̄∗k ,

[
x̄T

k−1 x̄T
k−2 · · · x̄T

k−S

]T
. From (1) and (6)–(8),

the following augmented system is acquired:x̄k+1 = G1 x̄k − (αk − ᾱ)H1 x̄k + I1 x̄∗k − (αk − ᾱ)J1 x̄∗k + K1vk + L1ψk + M1

∞

∑
r=1

βr x̄k−r

zk = M̄x̄k

(9)

where

G1 ,
[

A + δ1λ A1 −δ1λ A1
0 A− LC

]
, H1 ,

[
δ2λ A1 −δ2λ A1

0 0

]
, I1 ,

[
δ1λ(BE1 + BF1) δ1λB1

0 0

]
,

J1 ,
[

δ2λ(BE1 + BF1) δ2λB1
0 0

]
, K1 ,

[
E

E− LD

]
, L1 ,

[
0
−L

]
, M1 ,

[
Ab 0
Ab 0

]
,

M̄ ,
[
M 0

]
, E1 ,

[
−KD KD

]
, F1 ,

[
KI −KI

]
, A1 , B(KP + KD), δ2λ , δ(λk − 2),

δ1λ , δ(λk − 1) + δ(λk − 2)(1− ᾱ) (λk = 1, 2), B1 , [BF1 BF1 · · · BF1︸ ︷︷ ︸
S−1

].
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Now, we introduce the following definition which is important for subsequent analysis.

Definition 1 ([53]). The closed-loop system (9) is exponentially mean-square stable if there are
scalars $ > 0 and ε ∈ (0, 1) such that the following inequality:

E{||x̄k||2} ≤ $εk max
i∈Z−
||x̄i||2, ∀k > 0 (10)

holds.

The aim of this paper is to design a PID controller with the form (6) which realizes the
following two conditions concurrently:

(Q1) The closed-loop system is exponentially mean-square stable;
(Q2) For a given scalar γ > 0, the controlled output zk under the initial condition

x̄0 = 0 satisfies

∞

∑
k=0

E{zT
k zk} ≤ γ2

∞

∑
k=0

vT
k vk (11)

for all nonzero vk, where γ > 0 is a given scalar characterizing the disturbance rejection level.

3. Main Results

A crucial Lemma is given as follows to assist with analysis.

Lemma 1 ([42]). Let F ∈ Rnx×nx be a positive semi-definite matrix, xi ∈ Rnx , and constants
ai > 0 (i = 1, 2, · · · ). If the series {ai}i≥1 is convergent, then one has(

∞

∑
i=1

aixi

)T

F
∞

∑
i=1

aixi ≤
(

∞

∑
i=1

ai

)
∞

∑
i=1

aixT
i Fxi.

3.1. Performance Analysis of Stability and H∞ Noise Rejection

The main purpose of this section is, for discrete networked control systems (1) sub-
jected to periodic random DoS jamming attacks (7), to design a PID controller to achieve
system stability and meet specific requirements. In order to ensure that the system realizes
the H∞ nature index on the basis of exponentially mean-square stability, Theorems 1 and 2
outline strict standard requirements. Then, the PID controller related data are fine-tuned
on account of the resulting matrix inequality.

Theorem 1. Let the scalars µ and γ, and matrices L, KP, KI and KD be known. The system (9)
under periodic random DoS jamming attacks is exponentially mean-square stable and satisfies the
H∞ performance constraint (11) if there exist positive definite matrices P, Rj (j = 1, 2, . . . , S), Q
and a positive scalar σ such that the following inequality is satisfied:

z ,


z11 z12 z13 z14 z15
∗ z22 z23 z24 z25
∗ ∗ z33 z34 z35
∗ ∗ ∗ z44 z45
∗ ∗ ∗ ∗ z55

 < 0 (12)
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where

z11 , −P + GT
1 PG1 +

S

∑
j=1

Rj + β̄Q + α̃2HT
1 PH1 + σĈTΘĈ + M̄T M̄,

z12 , GT
1 PI1 + α̃2HT

1 PJ1,z13 , GT
1 PL1,z14 , GT

1 PM1,

z15 , GT
1 PK1 + σĈTΘD,z22 , IT

1 PI1 − R + α̃2 JT
1 PJ1,z23 , IT

1 PL1,

z24 , IT
1 PM1,z25 , IT

1 PK1,z33 , LT
1 PL1 − σI,z34 , LT

1 PM1,z35 , KT
1 PL1,

z44 , MT
1 PM1 − (1/β̄)Q,z45 , KT

1 PM1,z55 , KT
1 PK1 + σDTΘD− γ2 I,

Θ , µI, Ĉ ,
[
C 0

]
, R , diag{R1, R2, · · · , RS}, α̃2 , ᾱ(1− ᾱ).

Proof of Theorem 1. Step 1. Define the Lyapunov–Krasovskii functional and compute the
mathematical expectation of its difference with vk = 0.

Define the Lyapunov–Krasovskii functional as follows:

Vk , V1k + V2k + V3k (13)

where

V1k , x̄T
k Px̄k, V2k ,

S

∑
j=1

k−1

∑
i=k−j

x̄T
i Rj x̄i, V3k ,

∞

∑
r=1

βr

k−1

∑
κ=k−r

x̄T
κ Qx̄κ .

Calculating the expectation of the difference of Vk with vk = 0, we can obtain

E{∆V1k} = E{x̄T
k+1Px̄k+1 − x̄T

k Px̄k}
= E{x̄T

k (G
T
1 PG1 − P)x̄k + (αk − ᾱ)2 x̄T

k HT
1 PH1 x̄k

+ x̄∗Tk IT
1 PI1 x̄∗k + (αk − ᾱ)2 x̄∗Tk JT

1 PJ1 x̄∗k
+ 2x̄T

k GT
1 PI1 x̄∗k + 2(αk − ᾱ)2 x̄T

k HT
1 PJ1 x̄∗k

+ ψT
k LT

1 PL1ψk + 2x̄T
k GT

1 PL1ψk + 2x̄∗Tk IT
1 PL1ψk

+ χT
xr MT

1 PM1χxr + 2x̄T
k GT

1 PM1χxr

+ 2x̄∗Tk IT
1 PM1χxr + 2ψT

k LT
1 PM1χxr} (14)

where χxr ,
∞
∑

r=1
βr x̄k−r,

∆E{V2k} = E
{

S

∑
j=1

(
k

∑
i=k+1−j

x̄T
i Rj x̄i −

k−1

∑
i=k−j

x̄T
i Rj x̄i

)}

= E
{

S

∑
j=1

(
x̄T

k Rj x̄k − x̄T
k−jRj x̄k−j

)}
(15)

and

∆E{V3k} = E
{

∞

∑
r=1

βr

k

∑
κ=k+1−r

x̄T
κ Qx̄κ −

∞

∑
r=1

βr

k−1

∑
κ=k−r

x̄T
κ Qx̄κ

}

= E
{

β̄x̄T
k Qx̄k −

∞

∑
r=1

βr x̄T
k−rQx̄k−r

}
. (16)

Step 2. Utilize the constraints on infinitely distributed delays and event-triggered
mechanism.
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According to Lemma 1, it is convenient to yield

−
∞

∑
r=1

βr x̄T
k−rQx̄k−r ≤ −

1
β̄

(
∞

∑
r=1

βr x̄k−r

)T

Q
∞

∑
r=1

βr x̄k−r

= − 1
β̄

χT
xrQχxr (17)

where β̄ is defined in (2).
Combining (13)–(17), one derives

E{∆Vk} = E{∆V1k + ∆V2k + ∆V3k}

≤ E
{

x̄T
k

(
GT

1 PG1 − P +
S

∑
j=1

Rj + β̄Q

)
x̄k + (αk − ᾱ)2 x̄T

k HT
1 PH1 x̄k

+ x̄∗Tk (IT
1 PI1 − R)x̄∗k + (αk − ᾱ)2 x̄∗Tk JT

1 PJ1 x̄∗k
+ 2x̄T

k GT
1 PI1 x̄∗k + 2(αk − ᾱ)2 x̄T

k HT
1 PJ1 x̄∗k

+ ψT
k LT

1 PL1ψk + 2x̄T
k GT

1 PL1ψk + 2x̄∗Tk IT
1 PL1ψk

+ χT
xr MT

1 PM1χxr + 2x̄T
k GT

1 PM1χxr

+ 2(x̄∗k )
T IT

1 PM1χxr + 2ψT
k LT

1 PM1χxr

− 1
β̄

χT
xrQχxr

}
. (18)

In addition, considering the event-triggered mechanism (3) and (4), the following
inequality is obtained:

ψT
k ψk − µyT

k yk = ψT
k ψk − µ(Cxk + Dvk)

T(Cxk + Dvk)

= ψT
k ψk − x̄T

k ĈTΘĈx̄k − 2x̄T
k ĈTΘDvk − vT

k DTΘDvk

≤ 0. (19)

When vk = 0, for a positive scalar σ, we obtain from (18) and (19) that

E{∆Vk} ≤ E
{

x̄T
k

(
GT

1 PG1 − P +
S

∑
j=1

Rj + β̄Q

)
x̄k + (αk − ᾱ)2 x̄T

k HT
1 PH1 x̄k

+ x̄∗Tk (IT
1 PI1 − R)x̄∗k + (αk − ᾱ)2 x̄∗Tk JT

1 PJ1 x̄∗k
+ 2x̄T

k GT
1 PI1 x̄∗k + 2(αk − ᾱ)2 x̄T

k HT
1 PJ1 x̄∗k

− σψT
k ψk + σx̄T

k ĈTΘĈx̄k + ψT
k LT

1 PL1ψk

+ 2x̄T
k GT

1 PL1ψk + 2x̄∗Tk IT
1 PL1ψk

+ χT
xr MT

1 PM1χxr + 2x̄T
k GT

1 PM1χxr

+ 2x̄∗Tk IT
1 PM1χxr + 2ψT

k LT
1 PM1χxr

− 1
β̄

χT
xrQχxr

}
= E{x̄T

akz̄x̄ak} (20)
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where

x̄ak ,
[
x̄T

k x̄∗Tk ψT
k χT

xr
]T , z̄ ,


z̄11 z12 z13 z14
∗ z22 z23 z24
∗ ∗ z33 z34
∗ ∗ ∗ z44

,

z̄11 , −P + GT
1 PG1 +

S

∑
j=1

Rj + β̄Q + α̃2HT
1 PH1 + σĈTΘĈ.

Step 3. Analyze the exponential mean-square stability (10) of closed-loop system (9)
via a manipulation technique of matrix inequality and realize the stability objective.

Applying the Schur Complement Lemma [54], it is obvious that z̄ < 0 can be ensured
by (12). For a sufficiently small scalar ς > 0, one has

E{∆Vk}+ ς sup
i≤k

E{‖x̄i‖2} ≤ 0. (21)

According to the definition of Vk, it is found that

E{Vk} ≤
{

λmax(P) + (N + 1)
N

∑
j=1

λmax(Rj) +
∞

∑
r=1

βr(r + 1)λmax(Q)

}
sup
i≤k

E{‖x̄i‖2}

=ρ1 sup
i≤k

E{‖x̄i‖2} (22)

and

E{V0} ≤ρ1 sup
i≤0

E{‖x̄i‖2}. (23)

For an arbitrary scalar h̄ > 1, we can deduce that

h̄k+1E{Vk+1} − h̄kVk =h̄k+1E{Vk+1} − h̄k+1Vk + h̄k(h̄− 1)Vk

≤φh̄ h̄k sup
i≤k

E{‖x̄i‖2} (24)

with φh̄ = −h̄ς + (h̄− 1)ρ1.
Summing the two sides of (24) from k = 0 to k = ℘ leads to

h̄℘+1E{V℘+1} −E{V0} ≤ φh̄

℘

∑
k=0

h̄k sup
i≤℘

E{‖x̄i‖2}, (25)

which is equivalent to

h̄℘+1E{V℘+1} ≤ E{V0}+ φh̄

℘

∑
k=0

h̄k sup
i≤℘

E{‖x̄i‖2}. (26)

Letting

ρ0 ,
℘

∑
j=1

λmin(Rj) +
∞

∑
r=1

βrλmin(Q), (27)

we obtain

E{V℘+1} ≥ ρ0E{‖x̄℘‖2}. (28)
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It is easy to prove that there exists h̄0 > 1 so that φh̄0 = −h̄0ς + (h̄0 − 1)ρ1 = 0. On the
basis of (23), (26) and (28), we can obtain

E{‖x̄℘‖2} ≤ c0

( 1
h̄0

)℘+1
sup
i≤0

E{‖x̄i‖2}, c0 =
ρ1

ρ0
, (29)

which indicates the exponential stability of system (9) in mean square.
Step 4. Discuss the H∞ performance (11) of system with nonzero vk under zero-initial

condition and achieve the H∞ performance objective.
Next, we continue to verify the H∞ property (11) of the system (9) under the zero-initial

condition. On the basis of (20), we find that

E{∆Vk + zT
k zk − γ2vT

k vk}
≤E{x̄T

akz̄x̄ak + vT
k KT

1 PK1vk + 2x̄T
k GT

1 PK1vk + 2x̄∗Tk IT
1 PK1vk

+ 2σx̄T
k ĈTΘDvk + σvT

k DTΘDvk + 2vT
k KT

1 PL1ψk + 2vT
k KT

1 PM1χxr

+ x̄T
k M̄T M̄x̄k − γ2vT

k vk}
=E{x̄T

bkzx̄bk} (30)

where

x̄bk ,
[
x̄T

k x̄∗Tk ψT
k χT

xr vT
k
]T .

It is seen from (12) that z < 0, which implies from (30) that

E{zT
k zk}+E{∆Vk} − γ2vT

k vk < 0. (31)

Summing up both sides in (31) concerning k from 0 to ∞ under a zero initial condition,
we can acquire

∞

∑
k=0

E{zT
k zk} ≤ γ2

∞

∑
k=0

vT
k vk. (32)

At this point, the proof has been completed.

Theorem 1 comprises the overall performance analysis result (12) for the closed-loop
system (9) containing stability (10) and H∞ noise rejection (11). The proof of Theorem 1 is
used to carry out performance analysis. Noting that the inequality (12) in Theorem 1 is
nonlinear and cannot be solved directly for the gain parameters, further disposal is carried
out in the following.

3.2. Parameter Design of Observer and PID Controller

Based on the performance analysis result in Theorem 1 of stability and H∞ noise
rejection for system (9) subject to periodic random DoS jamming attacks, we design the gain
parameters of the observer-based PID controller (6). In Theorem 2, a sufficient condition is
established for the existence of the observer-based PID controller (5) and (6) which makes
the closed-loop system (9) exponentially mean-square stable, and the gain parameters of
the observer-based controller (5) and (6) are designed directly.

Theorem 2. We consider threshold determining the triggering frequency µ > 0 and the noise
rejection level γ > 0. System (9) meets exponential mean-square stability and H∞ performance



Processes 2023, 11, 1375 12 of 21

constraint (11) if there exist positive definite matrices P1, Rj (j = 1, 2, . . . , S) and Q, matrices N11,
N12, N22, L̄, K̂P, K̂I and K̂D, and a positive scalar σ such that the following inequality is fulfilled:[

11ג ∗
21ג 22ג

]
< 0 (33)

where

11ג ,


111ג ∗ ∗ ∗ ∗

0 −R ∗ ∗ ∗
0 0 −σI ∗ ∗
0 0 0 −(1/β̄)Q ∗

σDTΘĈ 0 0 0 σDTΘD− γ2 I

, N ,
[

N11 N12
0 N22

]
,

111ג , −P +
S

∑
j=1

Rj + β̄Q + σĈTΘĈ + M̄T M̄, W ,
[
B(BT B)−1 (BT)⊥

]T ,

21ג ,


NWA + δ1λGK −δ1λGK δ1λĜ 0 NWAb 0 NWE

0 P1 A− L̄C 0 −L̄ P1 Ab 0 P1E− L̄D
α̃δ2λGK −α̃δ2λGK α̃δ2λĜ 0 0 0 0

0 0 0 0 0 0 0

,

22ג , diag{P1 − NW −WT NT ,−P1, P1 − NW −WT NT ,−P1},

GK , K̃P + K̃D, Ĝ ,

NL GL GL · · · GL︸ ︷︷ ︸
N−1

, GL ,
[
K̃I − K̃I

]
,

NL , [NK − NK], NK , K̃I − K̃D, P , I2 ⊗ P1,

K̃P ,
[
K̂T

P 0
]T , K̃I ,

[
K̂T

I 0
]T , K̃D ,

[
K̂T

D 0
]T .

Furthermore, the gain matrices of the observer (5) and the PID controller (6) are expressed by

L = P−1
1 L̄, KP = N−1

11 K̂P, KI = N−1
11 K̂I , KD = N−1

11 K̂D.

Proof of Theorem 2. Step 1∗. Separate nonlinear terms using inequality properties such as
Schur Complement Lemma.

Rewrite (12) into the following form:

11ג +kT
1 Pk1 +kT

2 Pk2 < 0,

i.e.,

11ג +
[
kT

1 kT
2
][P 0

0 P

][
k1
k2

]
< 0 (34)

where

k1 ,
[
G1 I1 L1 M1 K1

]
,k2 ,

[
α̃H1 α̃J1 0 0 0

]
.

Applying the Schur Complement Lemma to (34), one derives11ג ∗ ∗
k1 −P−1 ∗
k2 0 −P−1

 < 0. (35)

Step 2∗. Eliminate inverse matrix by denoting new variables, and inequality operation
and amplification.
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Denote

Ñ , diag{NW, P1}. (36)

Based on (36), pre- and post- multiplying inequality (35) by diag{I, I, I, I, I, Ñ, Ñ} and
its transposition, we yield11ג ∗ ∗

k̃1 −ÑP−1ÑT ∗
k̃2 0 −ÑP−1ÑT

 < 0 (37)

where

k̃1 ,
[
ÑG1 ÑI1 ÑL1 ÑM1 ÑK1

]
, k̃2 ,

[
α̃ÑH1 α̃Ñ J1 0 0 0

]
.

Expanding the expression of terms (e.g., k̃1, k̃2, Ñ, P) in (37), (37) is converted into the
following equivalent inequality: [

11ג ∗
k̄ P̄

]
< 0 (38)

where

k̄ ,
[
k̄1 k̄2 k̄3

]
,

k̄1 ,


NWA + δ1λNWBKP + δ1λNWBKD −δ1λNWBKP − δ1λNWBKD

0 P1 A− P1LC
α̃δ2λNWBKP + α̃δ2λNWBKD −α̃δ2λNWBKP − α̃δ2λNWBKD

0 0

,

k̄2 ,


−δ1λNWBKD + δ1λNWBKI δ1λNWBKD − δ1λNWBKI δ1λk̄21

0 0 0
−α̃δ2λNWBKD + α̃δ2λNWBKI α̃δ2λNWBKD − α̃δ2λNWBKI α̃δ2λk̄21

0 0 0

,

k̄3 ,


0 NWAb 0 NWE
−P1L P1 Ab 0 P1E− P1LD

0 0 0 0
0 0 0 0

,

P̄ , diag{−NWP−1
1 WT NT ,−P1,−NWP−1

1 WT NT ,−P1},

k̄21 ,
[ [

NWBKI −NWBKI
][

NWBKI −NWBKI
]
· · ·
[
NWBKI −NWBKI

]︸ ︷︷ ︸
N−1

]
.

Noting that

NW + WT NT − P1 − NWP−1
1 WT NT

=− (NW − P1)P−1
1 (NW − P1)

T

≤0,

we see that (38) is true if the following form[
11ג ∗
k̄ 22ג

]
< 0 (39)

is satisfied.
Step 3∗. Perform variable substitution to express the unknown gain parameters and

achieve the design objective of the desired controller.
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Defining the following symbols:

K̃P , NWBKP = N
[

I
0

]
KP =

[
(N11KP)

T 0
]T ,

K̃I , NWBKI = N
[

I
0

]
KI =

[
(N11KI)

T 0
]T ,

K̃D , NWBKD = N
[

I
0

]
KD =

[
(N11KD)

T 0
]T ,

L̄ , P1L, K̂P , N11KP, K̂I , N11KI , K̂D , N11KD,

it is obvious that inequality (39) is the same as inequality (33). Then, the closed-loop
system (9) is exponentially stable in mean square with H∞ performance (11). The proof is
completed at this point.

Remark 2. So far, we have designed the observer-based H∞ PID controller under an event-triggered
mechanism. Theorem 1 provides the performance analysis result for the closed-loop system (9) with
periodic random DoS jamming attacks and infinitely distributed delays, which shows stability and
H∞ noise rejection. Depending on Theorem 1, Theorem 2 provides a way to solve the PID controller
parameters. That is, by computing a feasible solution to the matrix inequality (33) via the YALMIP
toolbox of MATLAB software, the gain parameters of the observer (5) and the controller (6) are obtained
directly. All the system parameters are reflected in Theorem 2 such as the occurring probability
of periodic random DoS jamming attacks, the threshold determining the triggering frequency, the
parameter in the constraint condition of infinitely distributed delays, and the disturbance rejection level.

Remark 3. Aiming at solving the stability and H∞ performance problems of systems under periodic
random DoS jamming attacks, this paper designs a PID controller with observer for state estimation.
This paper provides the following innovations: (1) the discussed security-guaranteed H∞ PID
control issue in this paper is new which comprises infinitely distributed delays, event-triggered
strategy, and periodic random DoS jamming attacks; (2) the control method is put forward which
makes the system be exponentially mean-square stable and satisfy the required H∞ performance
of noise rejection; and (3) the unknown gain parameters of the observer and the controller are
determined conveniently via solving the matrix inequality.

4. Simulation Example

In this section, a numerical simulation example is shown to verify the correctness and
effectiveness of the designed H∞ PID controller (5) and (6) for system (1).

Targeted at the networked control system (1) under the event-triggered mechanism (4)
with the control signal (7) attacked by periodic random DoS jamming attacks in this paper,
the following parameters are chosen [55]:

A =

[
0.94 0
−0.14 0.3

]
, Ab =

[
0.6 −0.36
0 −0.3

]
, B =

[
−3
−0.6

]
, E =

[
0.08
−0.04

]
, M =

[
0.2 0.3
0.3 −0.3

]
,

C =
[
0.1 0.2

]
, D = 0.01, ᾱ = 0.4, µ = 0.6, γ = 1.44, S = 3.

Let the constant sequence {βr}r∈[0,∞) be selected as βr = 2−3−r. It is easy to check that

β̄ =
∞
∑

r=1
βr = 2−3 <

∞
∑

r=1
rβr = 2 < +∞, which satisfies the convergence condition (2).
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By solving the inequality (33) using the YALMIP toolbox in MATLAB software, the
solution set is obtained as follows:

N11 = −1.2447, N12 = 0.0576, N22 = 1.1296, K̂P =
[
−0.1792 −0.0709

]
,

Q =


0.4554 −0.0739 −0.0148 0.0071
−0.0739 0.9514 0.0069 0.0037
−0.0148 0.0069 0.0618 0.2114
0.0071 0.0037 0.2114 1.1631

, P1 =

[
0.4701 0.1210
0.1210 1.0490

]
,

R1 =


−0.0122 0.0235 −0.0030 0.0013
0.0235 0.1136 0.0011 0.0013
−0.0030 0.0011 −0.0061 0.0470
0.0013 0.0013 0.0470 0.2392

, L̄ =

[
0.8316
0.9693

]
, σ = 10.6075,

R2 =


−0.0122 0.0235 −0.0030 0.0013
0.0235 0.1136 0.0011 0.0013
−0.0030 0.0011 −0.0061 0.0470
0.0013 0.0013 0.0470 0.2392

, K̂I = 10−14 ×
[
0.1475 0.4409

]
,

R3 =


−0.0122 0.0235 −0.0030 0.0013
0.0235 0.1136 0.0011 0.0013
−0.0030 0.0011 −0.0061 0.0470
0.0013 0.0013 0.0470 0.2392

, K̂D = 10−13 ×
[
0.0443 0.1323

]
.

The gain parameters of the observer-based controller (5) and (6) are computed, and
stability and H∞ noise rejection, using (10) and (11), are achieved as follows:

KP =
[
0.1440 0.0570

]
, KI = 10−14 ×

[
−0.1185 −0.3543

]
,

KD = 10−13 ×
[
−0.0356 −0.1063

]
, L =

[
1.5780
0.7420

]
.

The disturbance is represented as vk = 2e−0.2k sin(k). The initial states of system (1) are
specified as an array of random numbers chosen from a standard normal distribution. The
initial states of the observer (5) are set as x̂−3 = x̂−2 = x̂−1 = x̂0 =

[
0.01 0.02

]T . The
duration of one period is supposed as T = 20, the time of replenishing energy is given
as to f f = 10, and the total operating time is t = 120, namely p = 1, 2, . . . , 6. The curves
obtained through the simulation are shown in Figures 3–11. Figure 3 plots the closed-loop
control output with the control input and the open-loop output without the control input,
respectively. In Figure 3, zk(ι) (ι = 1, 2) is the ιth element of zk. The open-loop and closed-loop
state trajectories are drawn in Figure 4, where xk() ( = 1, 2) shows the th element of xk. In
Figure 5, states of system (1) and the observer (5) are plotted, respectively, in which x̂k(=)
(= = 1, 2) indicates the =th element of x̂k. The H∞ performance is presented in Figure 6,
which illustrates that the influence is rejected below index γ from the external disturbance
on the control output. An event-triggering situation is shown in Figure 7. The occurrence
situation of periodic random DoS jamming attacks is seen in Figure 8, where αk = 1 means
that a DoS attack appears. State xk(1) and H∞ performances are shown in Figures 9 and 10,
respectively, under different occurrence probabilities ᾱ of attack. It is seen that the exponential
mean-square stability and the H∞ performance are always satisfied using the developed
control method in this paper. It also indicates from Figures 9 and 10 that the bigger the
occurrence probability ᾱ of attack, the slower the convergence rate, and the worse the H∞
performance. State xk(1) under different values of thresholds µ for event-triggering frequency
is shown in Figure 11, which exhibits that the bigger the value of µ, the more difficult it is
to realize event triggering (the longer the convergence time). Thus, the simulation results
indicate that the designed H∞ PID control method is effective and reliable.
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ᾱ = 0.55
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5. Discussion and Conclusions

In this paper, an event-triggered PID controller has been designed for systems suffer-
ing from periodic random DoS jamming attacks and infinitely distributed delays. Actual
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periodic random DoS jamming attacks have been modeled using the Kronecker delta func-
tion and a Bernoulli-distributed random variable. Infinitely distributed delays have been
taken into consideration to coincide with the working situation. A relative event-triggered
protocol has been adopted which promotes energy-saving and reduced consumption. An
observer-based PID controller has been formulated and devised to achieve the performance
requirements for the closed-loop system containing exponential mean-square stability and
H∞ index by performance analysis. A sufficient condition has been acquired which en-
sures the existence of the proper observer-based H∞ PID controller via stability discussion,
stochastic property usage and matrix inequality disposal. Gain parameters of the observer
and the PID controller have been solved by computing the feasible solution to a matrix
inequality. Simulation results have demonstrated the correctness of the developed PID
control method.

In comparison with [17,47], (1) the system model under consideration in this paper is
novel and comprehensive, which involves infinitely distributed delays, periodic random
DoS jamming attacks and an event-triggered mechanism reducing transmission frequency;
(2) the developed control method is new which solves the H∞ PID control problem for
such a comprehensive system due to the existing methods being no longer valid without
considering the influence of delays, periodic random DoS jamming attacks and the event-
triggered mechanism; and (3) gain parameters of both the observer and the H∞ PID
controller for such a comprehensive system are computed conveniently by solving the
feasible solution to a specific matrix inequality.

Note that the developed H∞ PID control method can be applied to the control problem
of a geared DC motor of the MS150 Modular Servo System [56], and the diesel engine
(with an exhaust gas recirculation, valve and a turbo compressor with a variable geometry
turbine) [57].

There exist some limitations to this paper, including that (1) the employed way to
guarantee security is “passive”; and (2) the adoption of a big/improper event-triggered
threshold may reduce the control effect. As for future research topics, we would like
to (1) consider an “active” way to guarantee security, such as attack compensation [58];
(2) perform controller design by utilizing the dynamic event-triggering mechanism with
an adaptive threshold [12]; and (3) extend the obtained result to more complex systems
such as systems with uncertainty [3], multi-rate measurement [22], encoding-decoding
schemes [17] and other communication protocols [10,25].
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