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Abstract: In recent years, the safety of oil and gas pipelines has become a primary concern for the
pipeline industry. This paper presents a comprehensive study of the vulnerability concepts that may
be used to measure the safety status of pipeline systems. The origins of the vulnerability concepts are
identified, the development and evolution of the vulnerability concepts are described, and the main
connotations of the four levels of vulnerability concepts applied in different fields at this stage are
summarized. Qualitative and quantitative methods of vulnerability assessment are comprehensively
investigated, and the advantages and disadvantages, scope of application and key issues faced are
compared and summarized. The research and analysis show that the vulnerability assessment of
oil and gas pipelines is at a preliminary stage, and there is an urgent demand to establish a unified
vulnerability concept and assessment system for oil and gas pipeline systems. The current qualitative
or semi-quantitative assessment of pipeline vulnerability research lacks reasonable and scientific
standards and bases for the classification of indicators and the determination of indicator scores, and
it needs to focus on the establishment and improvement of quantitative assessment models.
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1. Introduction

With the rapid development of oil and gas pipelines and the increasing dependence of
the national economy on these pipelines, the requirements for reliability in the operation
and security of oil and gas pipelines have increased. The issue of how to identify factors that
may cause interruptions to customer supply and the probability of causing interruptions
is becoming more and more prominent. In order to improve system reliability, pipeline
companies need to eliminate accident factors from the current traditional identification of
risk assessment and integrity evaluation studies in preventive management. Currently, in
order to study and solve the reliability of pipeline systems, especially the accident preven-
tion problem of girth welds of high-grade steel pipes, this paper systematically compares
the research results on vulnerability in order to establish a vulnerability identification
and evaluation method for pipeline systems in greater depth through the study of the
basic concepts and methods of vulnerability, and to answer engineering challenges such as
whether a defect exists for a long time and the risk is high, and whether it would develop
into an accident.

In the early 20th century, the term vulnerability first appeared in the medical research
literature and simply denoted the vulnerability of the body’s organs to weakening or loss of
function due to their inability to become immune to specific diseases or viruses [1–3]. After
the Second World War, the concept of “vulnerability” was first introduced into military
science when the U.S. Social Science Research Council’s Atomic Energy Commission pub-
lished a study on nuclear weapons [4], and in 1951, scholar Qu [5] conducted a discursive
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analysis of the vulnerability of the U.S. war economy, which was also the first time the term
“vulnerability” was used in Chinese scholarship. In 1968, Marat [6] introduced the con-
cept of vulnerability for the first time in a systematic study of the physical environmental
pollution of groundwater systems. At the beginning of the development of vulnerability
research, the definition of “vulnerability” was more similar to the concept of “risk”, indicat-
ing the possibility that the object of study would be exposed to disturbing conditions or the
possibility of sustaining damage [7,8]. As vulnerability research expanded, the object of
study became more complex and vulnerability assessments were applied to ecosystems,
economic issues, climate change, engineering and many other fields of study.

Vulnerability is defined by the World Meteorological Organization (WMO) and the
Intergovernmental Panel on Climate Change (IPCC) of the United Nations Environment
Programme (UNEP) in their 2001 report on climate change [9] as the degree to which a
system is vulnerable to climate change or has insufficient capacity to cope with the adverse
effects of climate change. The IPCC considers vulnerability as a function of the combination
of climate change characteristics such as the rate and magnitude of climate change within
a system and the sensitivity and adaptive capacity of the system. Meanwhile, the IPCC
defines “sensitivity” and “adaptation”, with sensitivity referring to the degree to which a
system can withstand various climate-related impacts, both favourable and unfavourable;
adaptation refers to the dynamic process of system operation or the ability of a system to
adapt itself to climate change, to reduce the potential losses or mitigate the consequences
of climate change, and to adapt in relation to the socio-economic infrastructure, the impact
of human activities and interventions [9]. Based on this, this paper presents comprehensive
research on the vulnerability concept of pipeline system safety status, identifies the origin of
the vulnerability concept, explains the development and evolution process of the vulnera-
bility concept, and summarizes the main connotations of the four levels of the vulnerability
concept applied in different fields at the present stage. The qualitative and quantitative
methods of vulnerability evaluation are comprehensively investigated, the advantages and
disadvantages of each method, the scope of application and the key problems faced are
compared and summarized, and relevant recommendations for vulnerability analysis of oil
and gas pipelines are put forward.

2. The Development and Connotation of the Vulnerability Concept
2.1. The Concept of Vulnerability

Although the concept of “vulnerability” is understood differently by experts and
scholars from different academic fields and research directions, in general terms, the
concept of vulnerability can be summarized at four levels.

1. Cutter [8] defined vulnerability as the probability that an individual or group is
exposed to hazards and associated negative impacts, and Zapata et al. [10] defined
vulnerability as the probability that damage to life, property and the environment
will occur as a result of a combination of the vulnerability of the object of study and
external disturbances. It can be seen that such scholars consider vulnerability as
the probability of the object of study being exposed to adverse conditions such as
disturbances and disasters or the possibility of damage occurring, which is similar
to the concept of “risk” and focuses on the mechanisms and probability of adverse
effects such as disturbances and disasters;

2. The definition of vulnerability given by Timmerman [11] is the degree to which a sys-
tem produces an adverse response when a disaster event occurs, and Tunner et al. [12]
considered vulnerability to be primarily the degree to which the object of study
(system level, subsystem level, system component level) may suffer damage when
exposed to a disaster or disturbance. This type of understanding can be summarized
as the extent to which vulnerability is the degree to which the object of study produces
losses under conditions of adverse effects such as disturbances and disasters, and this
understanding focuses on the results of exposure of the object of study to adverse
disturbances;
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3. Dow [13] defined vulnerability as the ability of the object of study (individual or
group) to cope with disaster events, while Vogel [14] summarized vulnerability as the
ability of the object of research (individual or group) to anticipate, deal with, resist
and recover from adverse conditions. This classification considers vulnerability as the
ability of the research object to withstand or resist adverse effects such as disturbances
and disasters, highlighting the human drivers that encompass social institutions,
economic systems, power structures, etc., that are spawned by vulnerability [13];

4. With the development and improvement of vulnerability-related research, more
scholars understand vulnerability as a combination of many related concepts such
as “sensitivity”, “risk”, “resilience”, and “adaptive capacity” [15]. Airlie [16] defined
vulnerability as the degree to which a system component suffers damage due to
exposure to perturbing conditions and the system’s ability to handle, adjust and adapt
to the perturbing conditions. Adger [17] considered vulnerability as a state in which a
system is vulnerable to damage due to exposure to disturbing conditions and lack of
adaptive capacity. These understandings consider not only the system’s own influence
on vulnerability, i.e., its adaptive capacity, but also the mechanisms by which the
system interacts with disturbances outside the system and the environment.

From a review of vulnerability research at home and abroad, it is clear that a number
of scholars from different research fields have initially reached a consensus on the concept
of “vulnerability” as follows.

1. Vulnerability is an inherent unstable property of a system, facility or internal compo-
nent that exists prior to exposure to disturbance, disaster and other adverse effects;
the statement that disturbance and disaster cause the system to become vulnerable
is false. Taking the vulnerability of oil and gas pipeline systems as an example, the
girth weld is an important part of the oil and gas pipeline system; in the absence of
other disturbance factors such as non-design loads, the girth weld becomes the weak
link and vulnerable point of the pipeline system due to its double discontinuity of
geometry and material [18];

2. The research object of vulnerability has multi-level characteristics. Nowadays, the con-
cept of vulnerability has been extended and applied to all levels from large countries
and regions to small communities and households, and the research object involves
people and biomes, regions and territories, markets and economies, politics and
wars, etc. [15];

3. Vulnerability is determined by a combination of natural, social, economic and other
elements that constitute the system. Vulnerability is a system, facility or internal
component that is susceptible to some damage or loss under the influence of external
environmental changes or disturbances;

4. The vulnerability research object is subject to disturbances of multi-scale character-
istics, the system is often exposed to multiple combinations of internal and external
disturbances, and there is usually a complex interaction between the different scales
of disturbances [15]. Taking oil and gas pipeline vulnerability as an example, inter-
nal pressure fluctuations of the system and external disturbances such as geological
hazards, heavy vehicle crushing, and human damage can affect the safe and smooth
operation of the pipeline;

5. Vulnerability research is often based on analyses of specifically set disturbance condi-
tions, and systems are not vulnerable to any one type of disturbance, and often exhibit
different vulnerabilities under different disturbance conditions. Therefore, vulnerabil-
ity is usually closely related to the particular disturbance imposed on the system;

6. The definition and identification of the concept of “vulnerability” includes common
terms such as “exposure”, “sensitivity” and “adaptive capacity“ [19–21]; the “ex-
posure” of the research subject to external disturbances, the “sensitivity” of the
research subject to external disturbances and the “adaptive capacity” of the re-
search subject have become important components (Figure 1) of the concept of
vulnerability [9,22–24].
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Figure 1. Diagram of the three elements of vulnerability.

It is worth pointing out that, in response to the different stages of vulnerability research
in various fields, or the different elements considered in constructing vulnerability models,
some scholars have proposed the concept of vulnerability in a narrow sense and vulnera-
bility in a broad sense. Shi [25,26] classified disaster vulnerability into narrow vulnerability,
which only included human socio-economic sensitivity to disaster-causing factors, and
broad vulnerability, which included disaster-causing conditions, disaster-bearing body
systems and regional time periods. Wu et al. [27,28] conducted a systematic study of
groundwater pollution vulnerability from two perspectives: natural static, uncontrollable
narrow vulnerability under simple hydrogeological conditions and composite, dynamic
adjustable and controllable broad vulnerability when superimposed on anthropogenic
natural factors.

2.2. Identification of Similar Concepts
2.2.1. Vulnerability and Risk

At the beginning of the development of vulnerability research, the definition of “vul-
nerability” was more similar to the concept of “risk”, which indicates the probability that
the object of study will be exposed to disturbing conditions or sustaining damage [7,8].

Risk is usually expressed as the product of the probability of failure and the conse-
quence of failure. What this approach often fails to address is that “high-risk pipelines have
been free of high-risk factors for a long time”, seriously affecting the acceptance of risk
by some members of the public, engineers, senior management, etc. For example, in the
case of ring weld failures in oil and gas pipelines, geological hazards, poor performance of
the base material and defects in the ring weld can lead to unacceptable ring weld failures,
whereas the possibility of geological hazards, poor material performance and defects is
not highly likely to be the cause of a critical failure state, so vulnerability is equivalent to
moving the problem forward and better controlling the occurrence of failure. At the same
time, the adaptive capacity considered in vulnerability reflects the system’s ability to cope
with and recover from exposure. For example, in the case of small diameter, low steel grade
pipelines the ability to adapt to geological hazards by deforming the pipeline on a large
scale, reducing the local invariance of the pipeline and making it impervious to damage is
coping capacity; resilience refers to the ability to maintain and repair the pipeline. These
are not considered by the concept of risk.
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2.2.2. Vulnerability and Reliability

Reliability refers to the ability of a product or system to perform a specified function
under specified conditions and within a specified period of time, emphasising the state of
the system that provides normal use before a failure occurs (until it does), or when it does
not occur. In oil and gas pipeline systems, the reliability of the pipeline calculated based on
the reliability method is very high and the value is often extremely close to 1. The calculated
maximum allowable probability of failure of the pipeline is generally much less than 0.1.
However, in engineering practice, oil and gas pipeline failures occur frequently, causing
unacceptable casualties, economic losses and environmental pollution, i.e., high system
reliability but unacceptable consequences of accidental events. In such cases, risk-based
evaluation methods can be used to measure such events, but when the probability of failure
is very small and the consequences of failure are very large, i.e., the “0–∞” problem in
mathematics, the risk of such events cannot be clearly derived.

Vulnerability is not reliability. Vulnerability is a quantitative assessment of the state of
the system from the point of view of the likelihood of an accident occurring, focusing on
the vulnerabilities that exist in the system itself. Feng [28] proposed to use vulnerability,
counter-vulnerability and integrity to reflect the physical state of the pipeline system and
management system, etc., to quantitatively describe the tendency of pipeline accidents
to occur.

2.2.3. Vulnerability and Fragility

Vulnerability refers to the chance of damage to an affected body and the ease with
which damage can occur [29]. The main object of fragility assessment is the affected body,
and fragility assessment can be seen as an application of vulnerability studies to structures
such as bridges and roads. It is most widely applied in the fragility of bridges [30,31],
roads [32–34] and other structures in earthquakes.

Vulnerability is generally considered to encompass not only the probability of damage
to the structure under disturbance in fragility (i.e., vulnerability), but also the ability to
adapt to disturbance conditions through potential state parameters that can be changed
and adjusted [35].

2.2.4. Vulnerability and Resilience

The term resilience first originates from the Latin word “resilio”, which means “to
return to the original state” [36]. In the existing literature, the concept of resilience is rather
abstract and there is no consensus among scholars on the definition of resilience [37]. As
toughness is applied in different disciplines, the concept is being extended. Three types of
more typical definitions of toughness are given below.

1. Scholars Ye et al. [37] summarized the concept of resilience in different fields to
conclude that resilience encompasses three important core capabilities, namely: the
defensive capacity, adjustment recovery capacity and reorganisation evolutionary
capacity, demonstrated when the system is disturbed by the impact of endogenous
or exogenous uncertainties under certain spatial and temporal contexts, where the
concept of resilience not only reflects the sensitivity and coping capacity included in
vulnerability, but also reflects a certain degree of anti-vulnerability;

2. Scholars Shuang et al. [38] argue that the key capabilities of resilience are absorptive
capacity, resilience and adaptive capacity, a view that is reflected in the concept of
resilience in areas such as urban hazards [39], supply chains [40], and water supply
network systems [41];

3. Scholars such as Zhang [42] argue that in the field of infrastructure such as power
grids, resilience usually includes three aspects corresponding to the aspects of relia-
bility, vulnerability and resilience, respectively: the ability of the system to continue
to function normally; the ability of the system to withstand internal and external
unexpected accidental shocks; and the ability of the system to quickly recover to its es-
tablished function through active adjustment after its function is degraded by shocks.
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This suggests that vulnerability and resilience are interrelated and that both reflect the
response of the object of study to change. Resilience is concerned with the return of the
system to its original state, whereas vulnerability is concerned with the state of the system
in response to a disturbance (when the system may not return to its original state).

3. Research on Vulnerability Assessment Methods

Existing vulnerability assessment methods can be divided into two main categories:
qualitative and quantitative assessment methods. Qualitative assessment methods are
more frequently applied in the initial stage of vulnerability research, and this method has
the feature of easy operation, but the accuracy of assessment results is lower [36]. Common
quantitative vulnerability assessment methods include comprehensive indicator method,
layer superposition method, vulnerability function model assessment method, fuzzy object
element assessment method and hazard analysis method [43].

3.1. Qualitative Assessment Methods

Qualitative vulnerability assessment is a qualitative approach to the study of sys-
tem vulnerability based on historical statistical analysis and actual research data, usually
through a variety of means such as induction and deduction, and a non-quantitative char-
acterisation and outlook of the subject from the perspective of evolution, analysis of the
current situation and prediction of the direction of development.

Qualitative vulnerability assessment is often carried out by means of inductive and
comparative analysis. Vulnerability assessment based on the inductive approach is usually
driven by past empirical data and field research materials to explore the growth pattern
and development characteristics of the vulnerability of the research object, so as to predict
and analyze the future development trend of vulnerability [35]. Vulnerability assessment
based on the comparative method is based on comparing two types of interrelated data,
and extrapolating the patterns and trends of one type of data from the evolution of the
other [44].

3.2. Quantitative Assessment Methods
3.2.1. Comprehensive Indicator Method

The comprehensive indicator method [45] is used to analyze the structure and function
of the research area, to construct a system of assessment indicators based on the apparent
characteristics of vulnerability, the causes of vulnerability, the environmental context and
other aspects, to assign weights to the assessment indicators and to finally summarize
the vulnerability indicator by means of mathematical statistical analysis, which is used
to present the relative size of the vulnerability of the research object and to classify the
vulnerability level.

Zhang et al. [46] constructed an innovative “pressure-support-state-response” indi-
cator system (Figure 2) to evaluate the vulnerability of wetland ecosystems in the Yellow
River region. Dang et al. [47] constructed a coastal zone ecosystem vulnerability assessment
system with three levels and 23 indicators from the perspectives of exposure, sensitivity
and adaptive capacity.

Some scholars have conducted research on assessment indicator systems, and several
types of assessment indicator systems have gradually been developed: the “cause and
outcome performance” model [48–50], the “stress-state-response” model [46,51–53], the
“multi-system” [54] and the “exposure-sensitivity-adaptation” model [55], etc. Mathe-
matical and statistical methods such as weighted summation (averaging) [56], principal
component analysis [57–61], analytical hierarchy process [62–68] and fuzzy comprehen-
sive assessment [69–71] are widely used in the comprehensive vulnerability indicator
synthesis process.
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The comprehensive indicator method has been widely used in the vulnerability as-
sessment of a variety of systems by virtue of its simplicity and clarity, convenience and
flexibility, and ease of operation. However, in the process of establishing the indicator
system, the method is unable to consider the changing state of the research object over time
scales; in the process of determining the indicator weights, there is a strong subjectivity,
which is likely to ignore the intrinsic correlation mechanism between indicators; at the
same time, the vulnerability assessment results obtained based on the integrated indicator
method are often difficult to verify [72].

3.2.2. Layer Superimposition Method

The layer superimposition method [73] allows for both qualitative and quantitative
analysis [35], by superimposing layers representing different vulnerability elements or
layers representing different forms of disturbance, and thus visually capturing the spatial
distribution of vulnerability in terms of form and state of difference.

O’Brien et al. [74] constructed a climate change vulnerability map and a globalization
vulnerability map for the Indian region by superimposing the adaptive capacity map,
climate sensitivity map and trade sensitivity map, and finally constructed a dual exposure
vulnerability map of climate change and globalization for India by superimposing the
climate change vulnerability and globalization vulnerability maps (Figure 3), so as to
evaluate and analyze the vulnerability of different regions to climate change in the context
of globalization. Marc et al. [75] constructed a “livelihood” vulnerability map of ecosystem
service indicators by superimposing a stratified potential impact layer with an adaptive
capacity layer to predict ecosystem service provision in the European region.
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The method of superimposing different vulnerability elements is more suitable for
regional and territorial vulnerability assessment studies, which can better characterize
the spatial differences in vulnerability of the study object under the influence of regional
hazards or regional disturbances, and also better reflect the spatial differences in sensitivity,
risk and coping capacity; however, in the case of co-existence of multiple hazards or
disturbances, the coping capacity indicators are only selected to characterize the common
indicators that can cope with different hazards or disturbances, which will lead to the degree
of vulnerability of the study region to a specific disaster or disturbance not being captured.

The layer superimposition method for different forms of disturbance, as its name
suggests, is suitable for vulnerability assessment studies under conditions of coexistence of
multiple disturbances; however, this method does not capture the variability in the overall
level of impact of the study system for different hazards or disturbances.

3.2.3. Fuzzy Object Element Assessment Method

The first prerequisite for the fuzzy element assessment method is the need to select a
reference system, which usually has the lowest or highest vulnerability, and subsequently
determine the relative vulnerability of the study area by deriving the degree of similarity
between the study area and the reference system.

When the fuzzy object assessment method is used, the object model is usually repre-
sented by the ordered three-element group R = (N,C,V), where N denotes the name of the
assessment thing, C denotes the characteristic value, and the fuzzy quantity value about
the characteristic value C is V. Zhang et al. [76] used hierarchical analysis, comprehensive
fuzzy theory, and the method of a topologizable set of material elements to construct a
fuzzy material element model for ecological vulnerability assessment of Minqin Oasis in
Gansu, containing four aspects of land resource system, ecosystem, water resource system,
and artificial intervention system, with a total of 16 indicators. Ma et al. [77] used the fuzzy
object element method to establish a water resources vulnerability assessment indicator
system and judging criteria from three perspectives: benefit level, water resources quantity
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and ecological environment, and carried out a quantitative analysis of the dynamic devel-
opment trend of water resources vulnerability in Urumqi, Xinjiang. In the fuzzy element
analysis-based security assessment model for PV-containing distribution networks con-
structed by Fan et al. [78], N denotes the security assessment of PV-containing distribution
networks, C is each assessment indicator and V is the assessment indicator quantity value.

The fuzzy element assessment method makes full use of the original variable data and
does not need to consider the relationship between variables. However, the assessment
results of this method depend on the selection criteria of the reference system. Due to the
strong subjectivity of the selection of the reference system and the lack of reasonable basis
and scientific method, the results of the fuzzy meta-assessment can only reflect the relative
degree of geographical vulnerability of each study area, and cannot show the important
factors that lead to spatial differences in vulnerability [15].

3.2.4. Hazard Analysis Method

The hazard analysis method [79] characterizes the vulnerability of a research object
by calculating the current state vector values and the natural state vector values of each
variable of the research object as the Euclidean distance between the two. The greater the
Euclidean distance, the more vulnerable the system is and the more possible it is that the
system will undergo a complete change in structure and performance [79]. This method
reflects the degree of deviation from the natural state of the object of assessment. Given
that the definition of the natural state does not take into account the existence of human
activities, and that the range of values of each variable remains basically stable under the
natural state condition, the assessment results are less dependent on the selection of the
reference natural state. However, the hazard analysis method assumes that the vulnerability
of the study object is minimal in the natural state, an assumption that overlooks the impact
of human activities on the improvement and promotion of the ecological environment;
the method reflects the degree of deviation from the natural state of the assessment object
but does not clarify whether the structure and function of the study object have changed
fundamentally [15].

3.2.5. Vulnerability Function Model Assessment Method

The vulnerability function model assessment method is a method for evaluating the
vulnerability of a research object by constructing a vulnerability function model based
on the quantitative analysis and assessment of the components of vulnerability and the
identification of the mechanisms of interaction between the components.

Shi’s innovative model for disaster vulnerability assessment proposes a broad vulner-
ability assessment model and a narrow vulnerability assessment model [25,26], defining
the broad vulnerability as the vulnerability assessment of a disaster system, which is a
coupling function of the vulnerability of the nurturing environment, the vulnerability of
the carrier system (socio-economic system), and the vulnerability of the region or time
period (Equation (1)); the narrow vulnerability is defined as the sensitivity of the human
socio-economic system to disaster-causing factors, which is a coupling function of economic
vulnerability, social and human vulnerability, and political vulnerability.

V1 = VSE ∩ VE ∩ VST = f (E, S, φ, λ, h, t) (1)

V2 = VF ∩ VSH ∩ VP = f (F, S, H, P, ∆φ, ∆λ, ∆h, ∆t) (2)

where VSE is regional spatial and temporal vulnerability, VE is vulnerability of the in-
cubating environment, VST is vulnerability of the disaster-bearing body, VF is economic
vulnerability, VSH is social and human vulnerability, VP is political vulnerability, E is the
environmental system, F is economic, S is social, H is human, P is political, ϕ is latitude, λ
is longitude, h is altitude, t is time, ∆ϕ is unit latitude, ∆λ is unit longitude, ∆h is altitude,
and ∆t is time period.
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Vulnerability function model assessment methods can more accurately characterise
the interaction mechanisms between the constituent elements of vulnerability, but the
development of this assessment method has been slowed by the lack of uniformity in the
concept of vulnerability, the incompleteness of the assessment system and the inconsistent
understanding of the interrelationships between the constituent elements.

4. Pipeline System Vulnerability-Related Studies
4.1. Exploring the Connotations of Vulnerability

Pipelines and the people, equipment and facilities, and the environment along the
pipeline route, as well as society and the national energy strategy and security are all
affected by pipeline accidents. The numerous risk factors are interrelated and interact
with each other, and the pipeline system and the environment around the pipeline come
together to form a coupled, complex, integrated pipeline–environment system. Therefore,
the research object of oil and gas pipeline vulnerability is often not only the pipeline itself,
but also the environmental conditions along the pipeline, equipment and facilities, as well
as measures and institutions with a certain level of response and coping recovery capacity
for pipeline incidents.

At the current stage, pipeline vulnerability research is still at the stage of mapping
development, and some scholars have carried out an exploration of the meaning and
definition of pipeline vulnerability. The vulnerability of oil and gas pipelines is evaluated in
terms of the hazards and vulnerabilities of the pipeline itself and the potential for accidents
to occur, the main body along the pipeline that would be exposed to disasters after a pipeline
damage event, and the response capability to prevent and control pipeline accidents.
Therefore, the vulnerability of oil and gas pipelines is usually divided into disaster-causing
factors vulnerability, hazard-bearing body vulnerability and coping capacity vulnerability.

The vulnerability of disaster-causing factors refers to the sensitivity of the integrated
pipeline–environmental system to damage or leakage caused by external disturbances,
disasters and other adverse effects; the vulnerability of the hazard-bearing body refers to
the potential scope of impact and severity of consequences of damage or leakage of the in-
tegrated pipeline–environmental system; and the coping capacity vulnerability refers to the
ability of the oil and gas pipeline system itself and external emergency measures to respond
to accidental disasters. The higher the incident sensitivity and severity of consequences
and the poorer the coping capacity, the higher the pipeline system vulnerability [80].

In the book “Anti-Fragile” [81], Nassim innovated a way to quantitatively characterise
pipeline system accidents using the three elements of vulnerability, anti-fragility and
toughness; Feng [28], based on the actual situation of pipeline integrity management
and assessment in China, improved the proposal to quantitatively characterize pipeline
accidents based on vulnerability, anti-vulnerability and integrity state. The vulnerability of a
pipeline system is the tendency for an accident to occur as a result of changes in the internal
or external conditions of the pipeline, and this tendency leads to an increased probability
of an accident occurring on the pipeline. Positive anti-vulnerability is when the pipeline
system’s integrity management and emergency response systems are enhanced following
a change in internal or external conditions, or even following an accident; negative anti-
vulnerability is a state of adaptation, neglect or paralysis to an accident or risk. Both
vulnerability and anti-vulnerability are states of the pipeline system, and the combined
indicators of both characterize the probability of an incident occurring on the pipeline
system. The integrity of a pipeline system is the physical state of the pipeline being intact
and outstanding in its ability to cope with changes in conditions [28].

Pipeline vulnerability research focuses on oil and gas pipelines under specific dis-
turbances, such as typhoon hazards, landslide hazards, and risk of crossing water. Ba-
hareh et al. [82] based their analytical algorithm for the vulnerability of above-ground
facilities and above-ground transport networks on the quantitative response of failure rates
under different pipeline material properties and geometry conditions, and visualise the
vulnerability and failure impact range through data integration. Liu et al. [83] carried out a
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vulnerability analysis of the gas pipeline network based on the geographical distribution
between the urban road system and the gas pipeline system, identifying vulnerable areas
of the urban safety operational infrastructure system. Ni et al. [84] developed a numer-
ical analytical model of pipe strain underground settlement, including parameters such
as soil properties, pipe dimensions and pipe performance, and constructed and evalu-
ated pipe vulnerability curves by means of lasso regression machine learning techniques.
Ni et al. [85] constructed a pipeline vulnerability curve based on a numerical simulation
model of pipeline failure under permanent fault displacement, also by means of a lasso
regression technique, and systematically analyzed the effect of uncertainties in parameters
such as burial depth, pipe properties and pipe geometry on the vulnerability of the pipeline.

4.2. Vulnerability Assessment Methodology Study

In 2004, the American Petroleum Institute introduced vulnerability to risk assessment
for the first time [86], and since the 1910s, Chinese researchers have gradually extended
the study of vulnerability to oil and gas pipelines [87], exploring the connotations of
vulnerability, the construction of indicator systems, and the determination of indicator
weights for oil and gas pipelines. The comprehensive indicator method is widely used
because of its clear principles and ease of implementation.

Chen et al. [88] considered that oil and gas pipeline vulnerability is an inherent prop-
erty of a system that is susceptible to degradation or loss of function and damage due to
its own adverse factors or lack of coping capacity, and carried out the construction and
analysis of a vulnerability indicator system from two aspects: the pipeline itself and the
disaster-bearing body. Hou et al. [89] established a drainage pipeline structural vulnerabil-
ity assessment model by determining four main indicators based on the pipe degradation
model: pipe diameter, burial depth, age and material, and determining the indicator
weights through the network analysis method. Zhao et al. [90] constructed a “detect–deter–
delay–respond–recover” vulnerability assessment model from the perspective of accident
development history, used the entropy value method to specify the indicator weights,
and finally built a vulnerability-based risk assessment process for oil and gas pipelines.
Wang Jia [87] carried out an analysis and assessment of the inherent vulnerability of oil
and gas pipelines at different key locations through the fuzzy comprehensive assessment
method. Wang et al. [91] constructed a vulnerability assessment system for urban natural
gas pipelines and town gas PE pipeline systems. Based on the results of finite element
numerical simulation, Fu [86] and Shu [92] established a safety assessment indicator system
for the overhanging section of gas transmission pipelines through water and a safety as-
sessment indicator system for buried gas transmission pipelines across faults, respectively,
based on the vulnerability of the causal factors, the vulnerability of the disaster-bearing
body and the vulnerability of the coping capability. Wang et al. [93] integrated risk theory
with vulnerability analysis methods and constructed a “risk-vulnerability” analysis method
to identify key components of pipeline networks in three directions: pipeline operation
status, pipeline transmission performance and pipeline network characteristics.

Some scholars combined multiple comprehensive indicator assessment methods in
their pipeline vulnerability research. Huang et al. [94] constructed a long-distance pipeline
vulnerability assessment indicator system containing 28 indicators considering the disaster-
causing perspective, the emergency rescue perspective and the consequence perspective, de-
termined the indicator weights based on a hierarchical analysis nine-level scale method, and
proposed a fuzzy comprehensive assessment model for long-distance pipeline vulnerability.
Zhao [95], Dou [96], Cui [97] and other scholars determined the vulnerability assessment
indicator weights based on the analytical hierarchy process method and used the fuzzy
comprehensive assessment method to construct vulnerability assessment models for urban
buried natural gas pipelines, oil pipelines and city gas pipeline networks, respectively.
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4.3. Vulnerability Assessment Indicator Selection

Summarizing the existing research on the vulnerability of pipeline systems based on
the comprehensive indicator method, it can be found that in the process of determining the
vulnerability assessment indicators for pipelines, most scholars determined the vulnerabil-
ity assessment indicators from three levels: the causative factors, the disaster-bearing bodies
and the coping capacity [97], and gave specific assessment indicators under the three levels
in a targeted manner by considering specific perturbations in a particular environment.

There are many factors affecting the vulnerability of pipeline systems, and the correla-
tion between them is complicated, which makes it impossible to explore a clear relationship
between vulnerability and all the influencing factors. At the same time, due to the reality
that assessment models have a large number of indicators, complex weights and tedious
analytical and computational processes, as well as the inability of assessment algorithms
to take into account the dynamic development of time scales and the lack of self-adaptive
capabilities, some scholars have attempted to make up for these shortcomings with the help
of artificial neural networks. Zhao et al. [98] established a vulnerability indicator system
and classification criteria for urban gas pipeline networks in terms of physical, structural
and social functions, and trained a BP neural network algorithm to obtain “sensitivity
degree” and “own coping capacity” predictions. The vulnerability function model was
finally constructed. Wang [99] optimized the indicator weights with the help of BP neural
networks, taking into account the fuzzy uncertainty of the factors affecting the possibility
of pipeline failure and the consequences of pipeline failure. Chen et al. [87] constructed
an optimized vulnerability assessment model based on support vector machine regres-
sion after establishing a vulnerability assessment indicator system for long-distance oil
and gas pipelines. Li et al. [100] constructed a vulnerability assessment indicator system
for oil pipelines in CO2-driven reservoirs from three aspects: disaster-causing factors,
disaster-bearing bodies and disaster response, and established a vulnerability assessment
model using a support vector machine regression method and carried out engineering
example applications.

5. Summary of the Current Status of Vulnerability Assessment Research

Vulnerability research is an important theory and methodology for studying the extent
of damage and a system’s ability to cope with external disturbances, and is a new research
paradigm for multiple research fields. A study of vulnerability research was carried out to
analyze and compare the concept of vulnerability. The concept of the term vulnerability is
not yet uniform in different research fields, and four distinct levels can be distinguished
regarding the concept of vulnerability.

1. Vulnerability is the probability that the object of study will be exposed to adverse
effects, such as disturbances and disasters, or that damage will occur;

2. Vulnerability is the extent to which the object of research will be damaged by adverse
effects such as disturbances and disasters;

3. Vulnerability is the ability of the object of research to withstand adverse effects such
as disturbances and disasters;

4. Vulnerability is a combination of related concepts such as “risk”, “sensitivity” and
“coping capacity”.

Vulnerability assessment methods were investigated, five quantitative vulnerability
assessment methods were systematically introduced, and the strengths and weaknesses
of the various assessment methods, their scope of application and the key issues to be
addressed were compared and analyzed, as shown in Table 1.

The following recommendations for vulnerability research and the selection of vul-
nerability assessment methods are summarized below: (1) Vulnerability studies should
start with an easy-to-use assessment method such as the composite indicator method, and
then, after obtaining a more specific and comprehensive understanding and knowledge
of the vulnerability of the subject of the study, carry out in-depth analytical studies using
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quantitative assessment methods that can take into account more complex conditions and
are more closely related to the real situation. (2) In solving complex system problems,
different vulnerability assessment methods have their own strengths and weaknesses.
When conducting vulnerability studies, assessment methods should be selected according
to the specific conditions of the research object, research objectives, information and data
collection, etc.; multiple assessment methods can also be complemented and integrated to
form a more comprehensive and optimized vulnerability assessment method. (3) Vulnera-
bility assessment, in addition to giving a scientific and reasonable degree of vulnerability
of the research object, also needs to convert the quantitative assessment results obtained
into control measures to reduce the vulnerability of the research object, providing effective
information and recommendations for life, engineering and development practices. (4) In
the face of multi-structured, multi-level and dynamically developing complex research ob-
jects, important aspects affecting the vulnerability of complex systems should be identified
and vulnerability assessment should be carried out in a targeted manner.

Table 1. Summary of common methods for quantitative vulnerability assessment.

Assessment
Methods Advantages Disadvantages Range of Application Key Issues Faced

Comprehensive
indicator

method [45]

Accessible and simple
principles.

Convenient to operate and
suitable for vulnerability

assessment of a wide range of
systems.

Lack of a methodology for
effective selection of indicators.

The subjective nature of the
weights assigned to the

indicators and the tendency to
ignore the interrelationships

between indicators.
Difficulty in verifying

assessment results

Widely used in ecology,
finance, groundwater and
other fields. Not suitable

for cross-regional and
cross-time studies.

Selection of indicators
and determination of

indicator weights.

Layer
superimposition

method [73]

Conducting qualitative and
quantitative analyses.
Considering multiple

disturbance effects
simultaneously, which can be
used for dynamic assessment.
Assessment results visualize

the spatial variability of
vulnerability.

Single disturbance: the number
of disturbances is limited and

the selection of indicators is not
targeted.

Single disturbance:
extreme events, regional
spatial variation analysis.

Selection of the best
appropriate layers
and mathematical

functions.

Multiple disturbances: the
interaction between

disturbances cannot be taken
into account and the assessment
results do not reflect the impact

of different disturbances on
regional vulnerability.

Multiple disturbances:
multiple disturbances

acting simultaneously on
the same target.

Fuzzy object element
assessment
method [15]

Enabling the description and
transformation of assessment

objects from qualitative to
quantitative;

Difficult selection of reference
units and lack of scientific basis.
Assessment results only reflect

the relative magnitude of
vulnerability.

Commonly used for
simple comparative

assessments, such as air
quality, logistics

development level, etc.

Setting reasonable
reference units.Ease of operation and

simplicity of principle.
No consideration of variable

correlations.

Hazard analysis
method [79]

The ability to reflect the degree
of ecological risk to the study

population.

Inability to capture the impact
of the magnitude of system

vulnerability on system
performance. Commonly used in

ecological vulnerability
studies.

Setting reasonable
standard vector.

Inability to take into account
the impact of human activities,
difficulty in determining the
standard vector and errors in

assessment results.

Vulnerability
function model

assessment
method [15]

Reflecting the linkages
between various indicators

and vulnerability, the
assessment results reflect the

relevant associations of
vulnerability elements with

relative accuracy.

A very complex, difficult and
poorly generalised process of
establishing correspondence

between functions;

A wide range of
applications, capable of

reflecting the interactions
between the constituent
elements of vulnerability.

Identifying the
elements of

vulnerability and
building a

scientifically sound
functional model.

Lack of a unified
understanding of the

relationships between elements.
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6. Conclusions

Based on research and analysis of domestic and international studies on the vulnera-
bility of oil and gas pipelines, the following is clear:

1. There is still no unified and accepted theoretical system of oil and gas pipeline vulner-
ability, and scholars do not have a unified definition of the concept of vulnerability; on
the whole, oil and gas pipeline vulnerability studies generally consider three aspects:
disaster-causing factors, disaster-bearing bodies and coping capacity;

2. Some of the scholars focus more on the improvement and optimization of the pa-
rameters related to the quantitative assessment model, while others focus more on
the criteria and basis for determining the scores of indicators and the scientific and
reasonable classification of grades;

3. The comprehensive indicator assessment method is the most widely used in the
vulnerability assessment of oil and gas pipelines, and the existing research results
adopt a single assessment method, a similar assessment indicator system and lack
innovation;

4. The commonly used methods for determining indicator weights are subjective weights
based on the hierarchical analysis method and objective weights based on the entropy
method. Some scholars have proposed some innovative methods for determining
indicator weights, but most of them are at the experimental stage, and the process
and results of vulnerability assessment lack verification.
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