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Abstract: Within the frame of upgrading and modernisation of the Water Supply System (WSS),
our work is focussing on the safety systems/devices implemented or that should be implemented
in the WSS. The implementation of safety systems is supposed to reduce hazard occurrence and
hazardous consequences in case of a WSS unsafe disruption. To assess this reduction, we preconise
the use of the safety integrity levels standards. The implementation of the safety systems/devices
is undertaken on the ground of the multi-barriers safeguard approach. The “Water Contamination
Hazard” is considered in the paper. A case study is presented, assessed and conclusions are drawn.
The methodology presented in the paper and the results of the case study assessment will contribute
to the decision-making regarding the upgrading of the safety and the performance of the WSS.

Keywords: functional safety; risk; failure analysis

1. Introduction

A complete analysis and assessment of the safety of water-supply systems is a complex
issue. It should cover the analysis of the potential threats, their effects, the inherent system'’s
operational safety, the security systems’/barriers’ functional safety, and the procedural and
managerial issues. The analysis principally targets the protection of the consumers and
the environment.

This holistic and multi-faceted approach provides the necessary support to the decision-
making process regarding Poland’s WSS modernisation and the implementation of the
international standards, the European Union (EU) guidelines and the World Health Or-
ganization’s water safety plans [1-3]. Within this national holistic program, the paper is
reporting on the topic “the security systems’ and barriers’ functional safety”.

Generally, the concept of safety of the technical system is well understood and prac-
ticed. System safety assessments focus often on the system’s main or top functions. The
failure of maintaining any of these top functions within its safe operational limits may
result in serious hazards threating the consumer and the environment. To decrease the
occurrence frequency of these hazardous system failures, engineers design special safety
and security systems or devices to survey and control the safe operations of the system.
It is supposed that the implementation of the safety and security systems or devices in
a system should reduce the occurrence frequency of hazardous failures. However, the
expected reductions should be assessed and proven. If the functional performance of the
safety system or device is not proven, its implementation in the technical system will not
be approved.

Subsequently, safety systems play a critical role in the protection of WSSs. Their design
and the assessment of their safety performance level are receiving increasing interest from
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standardisation organisations and inspection authorities. This role is even amplified by the
fact that WSSs are considered critical infrastructures.

Critical infrastructure management is an important issue and requires case-by-case
analysis in order to build up the holistic approach of WSS safety management according to
the seventh goals of the 2030 Agenda for Sustainable Development to fulfil reliable and
sustainable energy use.

Within its focus on the safety systems or devices, the paper starts by presenting the
concept of “functional safety” and its context, in Section 2.

In Section 3, the paper presents the concept of the safety integrity level (SIL) and its
use to assess the functional performance of the safety systems or devices.

In Section 4, we introduce the safety multi-barriers approach and integrate the use of
the SIL concept in the WSS safety assessment.

In Section 5, we identify the hazard that will be the focus of the case study in Section 7.

In Section 6, we present the methodology of assessing the safety of the WSS with
safety systems or devices implemented in, using the SIL approach, in view of the defined
hazard in Section 5, above.

In Section 7, a case study is presented, treated and the results are commented upon.

Finally, Section 8 presents a synthesis of the issue of our research, its context, general
conclusions based on the case study, and recommendations concerning decisions to make,
concerning the WSS modernisation program in Poland.

Many probabilistic risk-based assessments to support decision making in water supply
system risk-management have already been carried out and will be carried out by our team.
This paper focuses on the safety systems implemented in the water supply system. The
object of the SIL standard methodology is to qualify the effectiveness of the safety systems
or devices implemented in a big, complex systems such as the WSS.

2. Functional Safety

The concept of “functional safety” was introduced by International Electrotechnical
Commission (IEC) 61,508 standard. IEC 61,508 standard is mainly concerned with Electric,
Electronic or Programmable Electronic safety-related systems whose failure could have
hazardous impacts on humans and the environment. Functional safety identifies potentially
dangerous conditions that could result in hazards and it automatically enables corrective
actions to avoid or reduce their impact. It is a part of the overall system safety and depends
on automatic safeguards responding to a hazardous event [4].

Detailed functional safety standards are:

In the field of industrial processes—IEC 61511;
In the field of machines—IEC 62061;
In the field of nuclear energy—IEC 61513.

The concept of functional safety relates directly to safety systems (monitoring, warning,
control, and safeguard systems). Still, it can be used for the specification and implementa-
tion of systems where the functional performance parameter is not safety but, for example,
environmental protection or asset protection [5]. In case of emergency, safety systems
should ensure that the system is maintained at the required safety level or restored to a
safe level. Functional safety does not concern the basic risks related to the inherent sys-
tem failures in normal (operational) conditions (failures at pumping stations, distribution
networks, or treatment plants). It concerns rather those risks that may arise when safety
systems or apparatuses fail. In the case of a Water Supply System (WSS), this includes,
above all, early-, delayed- or late-warning systems, as well as automatic monitoring and
control systems. The task of safety systems is, in case of an inherent system failure, to
reduce the occurrence frequency of the resultant hazard, as well as to eliminate/mitigate
its consequences [6].
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3. The Safety Integrity Level—SIL

Over the past three decades, several initiatives were undertaken to develop guide-
lines or standards to normalise the safe exploitation of the electrical, electronic, and pro-
grammable electronics (E/E/PE) used for safety applications in different engineering
sectors. IEC 61,508 standards emerged as the most accomplished result.

Regarding safety systems whose failures may pose a threat to human health and life
(especially in the workplace), IEC 61,508 standards have given rise to the concept of the
so-called Safety Integrity Level (SIL). In accordance with IEC 61,508 (Functional safety of
electrical/electronic/programmable electronic (E/E/PE) safety-related systems—Part 1),
the “General Requirements” regarding risk reduction correspond to a “safety integrity
level” in line with the risk reduction scale. This SIL concept is increasingly used in the
design of safety systems or individual safety/security devices. These systems/devices
should meet the SIL requirements in all engineering sectors. It is regularly resorted to
in electrical devices and control processes, in the transport sector [7]. Moreover, it is
introduced in the machinery engineering sector through EU appropriate standards such as
the EU Directive 2006/42/EC MD [8].

In addition, standard EN ISO 13849-1:2008 introduces the concept of the Performance
Level (PL) [9]. It assumes that the guarantor of the reliable and safe functioning of a tech-
nical system are security systems equipped with automatic monitoring and supervision,
under the scrutiny of the Office of Technical Inspection. The highest level of a security
automation is achieved by the so-called Safety Instrumented System (SIS), which is respon-
sible for implementing safety instrumented functions (SIFs), with a specific SIL [6]. The SIS
is a special-designed solution independent of the automation that controls a process. An
SIS is designed to rapidly react to eliminate the effects of detected failure conditions.

Experts at Poland’s Office of Technical Inspection are indeed active in running SIL
analyses, thereby assessing the performance (SIL) of the Safety Instrumented Systems.
There are two divisions of SIL level: a continuous operation division and the so-called
request in line with the IEC 61,508 standard division.

SIL is a measure of the degree of risk reduction achieved by safety systems. The
greater the potential hazards posed by the processes or the installations, the stricter the
requirements for safety systems must be. In other words, the SIL is a measure of the
expected performance of a safety function.

To reduce the risk of the “technical-system failures” or “facility failures” categories,
appropriate elements of safety systems are used. Their main task is to eliminate hazard
sources, reduce possible impacts and prevent escalation, in a severe failure situation. In
accordance with the Regulation (352/2009) of the European Commission on the adoption
of a common safety methodology for risk assessment, the aim is to attain and /or maintain
an acceptable (or at least tolerated) level of risk [10-13].

The use of integrated safety systems with specified SIL levels aims to ensure an
acceptable level of an overall risk related to the operational failures of the technical system.
The SIL scale contains four levels, in line with EU engineering Safety Standards and
practices (EN IEC 61508). Level 4 is the highest level and Level 1 is the lowest. A low SIL
(SIL I) means a low expected risk reduction, while the SIL 4 denotes the highest expected
risk reduction. The SIL level depends on [4,6]:

e  The average per-demand probability of the safety functions’ failure (PFDSYS)—for
safety systems operating on demand;

e  The average per-hour probability of a condition failure (PFHSYS)—for safety systems
operating continuously.

In water-supply systems, requirements regarding functional safety apply to individual
devices and installations subject to the Office of Technical Inspection supervision. Un-
der standards EN ISO 13849-1 and EN 62061, the so-called Probability of Failure per Hour
(PFH), offers a statistical measure of an object’s ability to discharge its utility functions. The
value in question relates to reliability and service life, as well as the frequency of occurrence
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of unsafe failures. Unsafe or hazardous failures have the potential to prevent the safety
system from achieving its safety function when there is a true demand [14].

To determine the probability density function (PDF), it is necessary to determine the
system failure intensity index [4].

Standard EN IEC 61,508 draws a distinction between:

Hazardous detectable failure

Hazardous undetectable failure

Safe (non-hazardous) detectable failure
Safe (non-hazardous) undetectable failure.

The total failure intensity is the sum of the occurrence rates for safe undetectable,
hazardous undetectable, safe detectable and hazardous detectable failures, and is a function
of the so-called Mean Time To Fail (MTTF), as classified by the standard on three levels [15],
i.e., as:

The short MTTF whose value is in the range 3-10 years;
The average MTTF whose value is in the range 10-30 years;
The long MTTF whose value is in the range 30-100 years.

4. The Multi-Barrier System

Machine safety standards introduce so-called risk reduction measures by means of
inherently safe design measures [16]. According to ISO 12100: “Inherently safe design mea-
sures are the first and most important step in the risk reduction process [ ... ]. Inherently
safe design measures are achieved by avoiding hazards or reducing risks by a suitable
choice of design features of the machine itself [ ... ]”. To ensure the compliance of the cho-
sen solutions with the risk reduction objectives without creating new hazardous situations,
the overall risk should be reassessed once the designed solutions are implemented [17].

A risk reduction index is then needed to assess the effectiveness of the designed solu-
tions. This index can be a number, a type, or a degree of the operational reliability [18-20].
It formally determines the effectiveness of the risk reduction expected by the designed
security system using, e.g., the Layer of Protection Analysis (LOPA) method, [12]. The
concept here assumes multi-layered security barriers being designed, where these layers
relate to physical, technical, procedural, and organisational criteria. IEC:61508 stresses on
the independence between different layers as part of their definitions.

The SIS are used commonly in process industry [7,10], as well as in the transport
sector [21]. Modern SIS implement blocking and automatic security smart algorithms.
Their task is to bring the process (i.e., water supply to the consumer in our case) back to a
safe functioning [22-24].

More specifically, the multi-barrier systems for WSS are monitoring, controlling, and
warning systems, [25]. They are designed to reduce the occurrence probability of a hazard
and/or eliminate/reduce/mitigate its consequences [26,27]. Safety barriers can be active
or passive. For example, a non-return valve is a passive barrier while a motorised valve
is an active barrier. In all cases, safety barriers should be independent. Individual safety
barriers may operate in a sequential or in a parallel order.

The introduction of SIS systems into the operations of a WSS entails the design of
automation and control systems. In an emergency, they should switch off the supply of
the raw water to the water treatment plant (WTP), and safely power down valves, motors,
pumps etc. WSS shutdown generates economic losses for the utilities but safeguards
consumers and the environment. Subsequently, SIS is assumed to be activated only when
hazard occurrence is highly probable or certain. For this reason, the design of lower layers
deploying sensors able to detect weak signals and precursors signs may guarantee the
elimination of the hazard at earlier stages of the development of the root-causes of hazard,
avoiding the activation of the SIS [28,29].

In this regard, water-supply systems should have at least three-layer security systems
in place [22]. Indeed, a basic multi-barrier system for a WSS would have components such
as [22]:
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e A system for the analysis of water quality at the water intake or at the WTP, augmented
by biomonitoring that assesses water quality in terms of overall pollution;

e  An early warning system—information on water quality provided in advance, and
based on automatic and continuous water-quality analysis carried out at a protection-
and-warning station located upstream;

e A late warning system—analysis of the quality of water taken into the distribution
subsystem run by both the supply company and the relevant department of Sanepid
(Poland’s sanitary and epidemiological service).

A right decision by a WTP operator requires some time in advance, given that the
sooner the operator is informed about a contamination occurrence, the greater the chance
is of taking the appropriate measures to minimise/mitigate its consequences. A diagram
of the functioning of a pollution warning system is provided in Figure 1 [5].

WATER
EARLY-WARNING SYSTEM SOURCE J ‘ DELAYED-WARNING SYSTEM ‘

) | I

TRANSMITTED OPERATOR TRANSMITTED ‘

A 4

INFORMATION WATER-SUPPLY SUBSYSTEM INFORMATION

‘ LATE-WARNING SYSTEM ‘ A4

v ’ WATER-DISTRIBUTION SUBSYSTEM
TRANSMITTED
INFORMATION
+ v
‘
OPERATOR [—> CONSUMERS

Figure 1. Functional diagram for early-, delayed- and late-warning systems.

The early-warning process is an issue for protection-and-warning stations, whose
task is to continuously analyse the specific indicators of water quality, with an automatic
real-time transmission of the results thereof to the water treatment plant. Operators at
the latter will then be able to intensify (or otherwise modify) the treatment process. This
would be very appreciable if the contamination cannot not be cleared and the intake must
be shutdown to safeguard the consumers, [1,30].

5. Water Protection and Contamination Hazards

Regarding the WSS, the major hazards are the hazardous contaminants that may bring
high risk to human life and the environment. Advanced sensors and E/E/PE devices
using technologies to detect and analyse hazardous contaminants in water are available
and their technology readiness levels are rapidly increasing with time. The summation
of some pollution threating factors pushes the reinforcement of the role of water quality
monitoring and early warning functions. These pressing factors are namely: the growing
global pollution levels in air and water, the climate changes, the continuous rarefication
of global water reserves, and the potential risks of malevolent water contamination acts.
Thus, the role of security and warning stations becomes critical.

A protection-and-warning station should be equipped to analyse water quality con-
tinuously and reliably. Potential water contaminant categories are inorganic, organic,
biological, and radiological. Contaminants can be natural or man-made. However, the
most frequently monitored indicators of water quality are actually: turbidity, pH, dissolved
oxygen, organic carbon, ammonium-nitrogen, and hydrocarbons. The actual list of system-
atically monitored contaminants looks short if we consider the potential threating factors
mentioned previously.

The actual list of measured contaminants contains [5]:
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e  Microbiological contaminants;

—  Protection of the intake against cattle and human centres (protection zones of
water intakes);

- Use of early warning systems (e.g., guard stations);

-  Stopping water abstraction during periods of high pollution, such as after storms;

— Increasing the reliability of treatment by introducing back-up (alternative) sys-
tems;

— Automatic closure systems preventing the supply of inadequately treated water;

—  Devices preventing flow returns.

e  Chemical contaminants;

—  Optimisation of chlorine dosing to reduce trichloromethane;
- Isolation of the system from potential leaks;
- Risk assessment for suppliers of chemical agents.

e  Physical contaminants;

—  Flushing the water supply network of waterworks;
—  New standard maintenance procedures to prevent sludge re-suspension;
- Anti-flow backflow measures.

Obviously, the choice of indicators for continuous monitoring should be locally ad-
justed to meet the local specifications of the production and the consumption locations.

Thus far, Poland only has a few such early-warning systems designed and installed.
Currently, only large cities can afford them. However, from the theoretical and design
points of view, the functioning of warning stations is already a well-known subject, [2,31].
An important characteristic of the WSS is that high quality alarmed data can be monitored
before an extreme hazard can definitively propagate in the network and become out
of control [32]. It is unfortunately not the case of severe hazards in other engineering
sectors with severe accidents such as: electricity blackouts or nuclear powerplant criticality
divergence. In other words, hazards propagation in the WSS is governed by a slow
dynamic pattern while nuclear criticality divergence is governed by an extremely fast
dynamic pattern. That is why early warning monitoring plants have an important role
in eliminating and mitigating serious hazards in WSS, while rapid electronic automatic
control safety devices have the most critical safety and safeguard functions in nuclear
power plants.

The operational experience feedback of WSS distinguishes between two possible types
of information-transmission errors, whose occurrence gives rise to different consequences.
The first type of errors affects the operational reliability of the WSS while the second affects
the WSS safety.

Safety can also be increased by using alternative water-treatment technologies. These
are used where contamination cannot be cleared by conventional treatment process.

The most used decontamination processes are related to:

Modifications in the type or the dose of coagulant or flocculant;
The use of granular or powdered activated carbon;
Increasing the dose of disinfectant to eliminate biological contamination.

In the case of a source-water hazardous pollution that cannot be cleared neither by
conventional processes nor by alternative proven technologies, the intake will be shut down
until the pollution is cleared. The diversification of water supplies is thus strategically
important so that the loss of efficiency of the entire WSS may remain as limited as possible,
in case of the shutdown of some intakes. In most cases, a large urban WSS will be supplied
via several intakes [33,34].

Storage tanks may also constitute reasonable mobile alternatives, in case of serious
water shortage crises. Two technological lines of the treatment plants may be distinguished
according to the storage tanks classes:
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e  Raw water storage tanks;
e  (lean water storage tanks.

The main goal is the safeguarding of the consumer from the incidental contamina-
tion of the water source [35]. Otherwise, raw-water tank operations require an effective
protection-and-warning station equipped with an automatic analyser and a continuous
transmission of results to the dispatcher of the WTP. This solution allows for appropriate
decision-making at the earlier stages of the development of a water shortage crisis [36].

The storage of raw water in a tank can affect the physical, chemical, and microbiologi-
cal properties of the stored water. The factors most likely to alter the water quality include:

Time of retention;

Frequency and scale of changes in level;

Seasons and weather conditions;

Type and state of the tank’s inner surface;

Operational and functional conditions;

Type of flow inside the tank (mixing and replacement of water, absence, or non-absence
of zones of dead water).

Treatment technology first and foremost entails raw-water tanks acting as primary
settling tanks. Their use limits fluctuations in the quality of the water supplied to the WTP,
helping to dampen fluctuations in the quality of the water present in the source of the river.
This leaves the possibility of algae reproducing and developing as one of the significant
hazards in raw-water storage.

Tanks collecting clean water are most often located within the WTP. Network tanks
can thus be starting, central or ending, and most serve as reserve or equalising tanks. The
reserve of clean water decreases during long water supply disruptions, while during short
ones the reserve increases. The use of tanks with clean water and network tanks allows a
steady-state operation of pumps and treatment devices. Tanks’ elevation level allows the
stabilisation of pressure in the supply network. Reservoirs also store water for firefighting
and emergency purposes. The stored water can be used when an intake is shut down
or when there is a breakdown along a network. The effect is again to raise the level of
consumers’ safety.

6. The Risk Reduction Requirements and Methodology

Security systems (classical monitoring, biomonitoring, a control supervision system,
etc.) are used to achieve a required safety level. Then, it may be useful to deploy the
SIL procedure. This is especially true where WSS automation and control systems are
concerned. Deploying SIL standards [7] entails:

Hardware and software redundancy for control-system components;

The separation of alarm systems;

Advanced visuals of the processes relevant to the WSS;

The training of operators on emergency management;

The commissioning of current-process diagnostic systems and devices permitting
automation;

e  The introduction of Fault-Tolerant Control Systems (FTCSs), whereby [37]

—  The place of hardware redundancy in FTC systems is taken by analytical (infor-
mation) redundancy, and therefore some software redundancy;

—  The place of the dynamic redundancy used primarily in controllers of automation
systems is mainly taken by an approach that identifies failures of measuring and
actuates devices;

—  Other diagnostic methods are deployed: these can be computer-related regarding
controllers and process-related regarding measuring lines and actuators;

- Dynamic redundancy should be considered at the earliest stages of the design.
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Standard EN ISO 13849-1:2008 proposes a risk-assessment method for determining
the required level of safety assurance (PL;). As far as the WSS is concerned, the proposed
method encompasses the following parametric scale:

e  C—size of probable losses:

—  Cy;—small;
-  Cy—medium;
- Cz—large.

e F—frequency and/or duration of the threat:

—  Fj—rare; fairly frequent and/or short exposure time;
- Fy—frequent; continuous and/or long exposure.

e  E—possibility of the threat being counteracted:

- Ej—possible;

- Ey—impossible.

The procedure for determining the required safety level can then be pursued by
reference to a standard risk graph (Figure 2).

Pl
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= controlled
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1 E> 3
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E >
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Figure 2. Procedure for determining the required safety assurance (PL;) level.

The PL level is determined as shown in Figure 2 —in a scale from 0 to 4—the require-
ments (from most-limited to most-exacting) when it comes to WSS control systems. This
scale has been modified due to provisions set on the relevant WSS standard [1,3]. The
required PL; safety level can be achieved by implementing the control system for several
different variants, depending on the components’ reliability (as evidenced by the mean
time to fail, MTTF), and on the type of system used to detect the threats.

7. The Case Study
7.1. Characteristics of the Water System Analysed

The Polish city is supplied with water from a river by means of a bank-chamber
water-intake of 84,000 m®/d capacity. This is treated in a modern two-water treatment
plant and meets the quality requirements for water intended for human consumption. At
present, the overall water distribution system supplies water to some 190,000 inhabitants of
the city and nearby towns. The average daily production amounts to approx. 34,600 m*/d
of treated water, which is enough to fully meet the demand. The municipal “water and
sewerage” company also operates: an emergency deep intake of 240 m3/d capacity, a local
water intake, water pumping stations, clean-water equalising tanks and public wells.
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7.2. An Example of the Method Being Applied

The city is supplied with drinking water from a central supply system whose source
is flowing surface water. Quality monitoring includes an early-warning system (raw
water), a delayed-warning system (treated water) and a late-warning system (water in the
network). The exposure of the consumers to possible hazards is deemed to be continuous.
However, the risk of secondary chemical and microbiological contamination of water in
the distribution subsystem should be specified. The classification of risk factors for this
specific case is presented in Table 1, according to [10].

Table 1. Classification of risk parameters.

Risk Parameters Qualitative Classification Quantitative Classification Points Scale
. . . <1 time in 30 years/
. Fq incredible/negligible <10% of the time 1
requency of
occurrence of F unlikely /average 1in >10 to 30 years/ ’
threat/duration of 2 y & 10-20% of the time
exposure to risk—F F sporadic/frequent 1 time in 10 years/>20% of 3
3 to permanent the time
noticeable organoleptic
changes in water, a nuisance
G that is not a health hazard, few less than 0.01 1
consumer complaints
quality standards breached
C slightly, health problems and 0.01 to 0.1 probable fatalities ’
2 complaints as regards quality per event
. . (e.g., odour) among consumers
Magnitude of poss&ble hospitalisation of those
consequences— C exposed is required, >0.1 to 1.0 probable fatalities 3
3 information is supplied in per event

public media

threat to the health or lives of
consumers, serious toxic
Cy effects on indicator organisms,  >1 probable fatality per event 4
mass hospitalisation, fatal
cases, media headlines

routine periodic monitoring of
water quality and online >90% probability of hazard

Possibili
of the thrza’t Ey monitoring of being avoided 1
being selected indicators
counteracted—E E routine periodic monitoring of <90% probability of hazard ’
2 water quality being avoided

The quantitative scale of risk categories is as presented in Table 2.

Table 2. Quantitative scale of risk for the particular water-supply system.

Risk Category Quantitative Gradation of Risk PL,
Inadmissible 16-24 4
Unacceptable 8-12 3

Controlled 3-6 2
Tolerable 2 1
Negligible /No safety requirements 1 0
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Quantitative gradation of risk in line with the points-scale weight presented in Table 1
is determined by the following formula:

r=C---F---E, (1)

where for each threat the characteristics of C, F, and E are determined.

The values of a well-defined risk (r) are determined using an appropriate formula (3).
Figure 3 shows the determination of the PL; levels for the water-supply system under
consideration. The risk assessment means the determination of the correspondent “path”.

Plr
B E1 .
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I______________——-————'P E> 3
| E: B |
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« | R
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B NG
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i | F, o Em B J
T

EL N3

Fs Ea 12 J

> 21

. Required level of safety assurance on a 0 to 1 scale

Quantitative gradiation of risk

Figure 3. The determination of the PL; level for the water-supply system (WSS) examined in line
with the scenario indicated.

7.3. Discussion of the Obtained Paths

The proposed method takes account of all possible combinations of the risk factors.
If a tolerable risk is obtained, threat monitoring is required to maintain the risk in this
category. If a controlled risk is obtained, the level of risk need to be lowered to acceptable
values. The process is particularly important where points values arise within the range
of tolerable risk. Relevant actions have an implication cost that is proportional to any
benefits gained. If a risk is unacceptable, actions to reduce it are necessary. Should the
emergency scenario associated with the unacceptable risk occur, the shutting-down of the
WSS should ensue.
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Assessments of elements in relation to the above risk graph were as follows:

Magnitude of possible consequences—Cy;
Frequency of occurrence of threat/duration of exposure to risk—F,;
Possibility of the threat being counteracted—Ej.

The path for the risk graph obtained is traced in Figure 3. It corresponds to a controlled
risk level. Remedial measures to be taken are:

More-frequent monitoring of the water supply;
Raising the level of stability of the treated water;
Possible ozonation and filtration through granular activated carbon

Adequate early detection of contamination enables rational action and protection of
consumers against the contaminated water. Taking the right process decisions in terms of
water treatment or a decision to warn the public about poor water quality always requires a
certain time in advance. Hopefully, the WSS hazards consequences propagation is governed
by low dynamic pattern. So, the quicker the system operator receives information about
the threat, the greater the possibility will be of making the right decisions. The credibility of
the information provided is also of great importance. The introduction of the contaminated
water in the WSS means the loss of safety for the consumer and the environment. In
turn, sufficiently early detection of incidental contamination in the WSS may lead to the
intensification of treatment processes, the introduction of alternative technologies or more
periodic control and analyses of the water quality in the WSS.

8. Conclusions

A Risk-based management of the water supply system is needed. That requires the
introduction of safety management procedures to minimise the effects of incidental adverse
events, to minimise the sanitary hazards exposure of the consumer, and to rationalise
decision making regarding WSS management.

One issue is to analyse and assess the reliability of the safety system and its individual
components, as a basis to help in decision-making regarding the modernisation, renewal,
or repair of the existing systems. Another issue is safety and risk analysis, i.e., regarding
threats and their effects, above all for consumers. In this regard, the safety analysis of
the system as a whole and of its individual elements should be considered. This should
then form the basis for the water safety plan. A comprehensive approach to the safety of a
water-supply system should also include the analysis and the assessment of the functional
safety of the safety/security systems, e.g., using a multi-barrier approach.

Facing the growing international tensions up to and including potential conflicts over
water, as well as climate changes, it seems necessary to have efficient systems of threat
early-detection, as well as rapid crisis-response managing systems, in the event of a water
shortage or severe contamination crisis.

Further research on the topic should focus first and foremost on modern ICT being
deployed and integrated in the risk analysis and assessment, and on the development of
decision models for WSS operators. It is also necessary to develop criteria and metrics for
quantified risk assessments and for risk reduction indicators.
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