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Abstract: The technology of Internet of Things (IoT) can be integrated with systems of electrical
machines, for electric drives and wind and solar generation systems, and advance controlling and
monitoring. This work presented recent research and progress of electrical drives with IoT technology,
regarding design, operation, and trial of the control system for induction motors (IM). Also, the
developed software code and hardware units for speed control were detailed and the results obtained
from tests of performance of the IM integrated with IoT were described. With the IoT integration
set-up, the operator can control the frequency values, obtain real-time feedback of the process, and
monitor the system during varying loads in steady state. The operation of the IM system driven by
inverter and its monitoring over IoT was proven to have high-accuracy speed control and increased
efficiency at supersynchronous speeds. Thus, IoT establishes potentials to become a multipurpose
tool in the industrial control of electric drives. This paper established one case study of an IoT set-up
and control technique for IM, which is suitable for energy engineering experts in the field of IoT
control of industrial equipment.

Keywords: Internet of Things; electric drives; machine control; microprocessors; microcontrollers;
sensors

1. Introduction

During the past decades, induction motors (IM) evolved from constant speed motors,
to varying speed and varying torque machines [1]. As is well-known, the IM works with
good results under various operating states. In industrial plants, changing duty cycles or
cut-offs of IMs can occur in unexpected situations. To increase the reliability of control,
programmable logic controllers (PLC) were introduced in many industrial automation
processes. The PLCs control duty cycles, over-currents, over-voltages, failures due to loss
of supply voltage, and the restarting of electric drive systems [2,3].

On the other hand, the advancement of electronics and networks has led to increasing
numbers of people who have Internet access worldwide, as a source of information and
of communication as well. In our era, the Internet does not only connect terminals with
servers, but it connects devices and objects. Furthermore, the users of Internet have the
ability to supervise and manage remotely different devices. The Internet of Things (IoT)
technology integrates such issues and aims to influence everyday life by connecting online
devices to the Internet. The involved digitization of electrical signals, such as voltages and
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currents and using interfaces of apparatus and systems, is carried out safely for devices
and personnel as well.

Recent published developments in the field of the IoT in the literature include research
from the viewpoints of many disciplines, such as computers, networks, sensors and con-
trol [4]. The development of IoT technology has caused new systems to emerge which
can monitor and control distant structures. An operator can remotely monitor and control
systems, without being present at the location of the specific connected systems. By creating
access and interaction between monitoring systems, displays, sensors, and actuators, many
smart applications have emerged that use the big data generated by such systems for the
benefit of users [5]. Thus, some of the above applications establish the Industrial Internet of
Things (IIoT), which connects sensors and devices with the Internet, and then uses software
to process the acquired data and gain smartness. This process handles large volumes of
data, has reliability, security, and privacy [6].

Wide-range research and experiments were carried out on selected subjects, such as
the control of electric drives [7,8] with PLCs [2,3], with microcontrollers [9] and micro-
computers [10], software, connection to IoT; the published results can be used for further
reference and comparison [11,12]. Following the above ideas, the IoT was introduced in
applications with electrical machines and automatic control of electrical drive systems: the
control system of IM connected to IoT, sends and receive commands over Internet while
acquiring feedback data from sensors [13,14].

From a study of the relevant literature, which is presented with details in the Section 2,
we found only a few publications clearly focused on the control system of IMs with IoT.
Some publications were generic, without detailed descriptions of the design of hardware
and software, and do not their replication easy for other scientists. Thus, from reading
generic presentations, the readers receive the certitude that the design and implementation
of a real-time controlled system of IM with IoT is an easy task, and the tests and operation
of such a system work well anytime.

There is a gap in the literature of clear and detailed work on the design and develop-
ment of hardware and software for IM with IoT. While some publications imply that the
IoT is easy to connect to and drives many kinds of smart devices, our experience shows
that for each application, specialized hardware modules and software routines must be
designed and developed, followed up by experimental tests, measurements and validation.

The novelty of this work consists in the design and creation of a control system for IM
with IoT, starting from basic equipment which exists in an academic laboratory of electrical
drives, with the additional design and development of dedicated specialized hardware
modules and software routines, practically, and at a very low cost. Our experiment is living
proof that with the use of IoT, it is possible to interconnect and control electronic devices
and sensors without any boundaries regarding their manufacturer, year of production,
or embedded technology. Through the application of many hardware interfaces and
software interfaces, it is feasible to control a motor-generator group of electrical machines,
manufactured in the past, via a contemporary web-app located in the cloud. Our method
and the materials described in this paper can be followed by other academic laboratories to
fully develop their own applications with IM and IoT.

The experiment combines the energy flow control over IoT with the interoperability of
different devices produced in various years by several manufacturers. A command given in
the Webpage—of the required frequency in Hz for the inverter—produces a digital signal
which travels through many interfaces, and finally reaches the inverter, which executes
this command by transforming accordingly the electrical energy powered by the grid to
the final recipient, which is the IM. The IM transforms the electrical energy to mechanical
energy and, through the shaft, rotates the dc generator, which supplies the load connected
to it. The initial digital signal—which is a form of electrical energy—travels through the
Internet via the C# .net Web application that is uploaded on Azure and reaches the static
IP address which is bind to the single-board computer (SBC) [10], acting as a server. The
SBC—which accomplishes many roles being the centre of the interoperability—transforms
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the signal with the use of original software code to Modbus signal, which is transmitted to
the inverter through an adapter RS485. The inverter accepting the command transforms
another signal, this of the power from the grid, and drives accordingly the IM. The journey
of the initial command signal be able to be transmitted from any location with Internet
access to drive the IM in our laboratory is made viable with the use of many different
interfaces. Each interface makes the proper digital transformation to the next stage and so
forth. This energy control system unites not only human interaction and devices, but time
as well. Time not only in the sense that this is practically instant (with the duration between
the time the command is given to the webpage and the time it reaches the IM depending on
Internet network speed) but also in the sense that recent technology produced in last years
is able, through IoT, to communicate with technology that was produced decades ago.

The experiment also utilizes feedback through IoT. To complete the notion of control,
feedback is required, in order that the operator can respectively make decisions and
operations. In our case, feedback is a signal from the sensors in the Laboratory that needs
to be shown arithmetically, on the Webpage. This follows the opposite route described in
the above paragraph, i.e., from the laboratory to the outer world. The quantities measured
are voltage (V) and current (I) of the energy that the generator produces as well as the
speed (ω) of the shaft. The signals of the sensors of V, I, are obtained by a measurement
device B and then send to and processed by a single board microcontroller (SBM2) [9],
which is connected with wire to the SBC. The signal of the speed sensor ω is obtained by a
measurement device A and then send to and processed by a single board microcontroller
(SBM1) [9], which is connected via Bluetooth to the SBC. The SBC furthers process the
signal and with an application programming interface (API) it transmits it to the webapp.
The web stores the measurements in a table in the SQL database in the Azure cloud and
they remain available for the webapp controllers to present them in the webpage for the
operator of the system.

This functional prototype is proof of the unlimited possibilities IoT has to offer, not
only for future use but with existing systems as well. It requires specialization in various
scientific fields to develop interfaces for devices and the network in order to make them
accessible and controllable from the IoT for human or AI operators.

In the paper, a control system for the monitoring of IMs was designed, implemented
and tested, including remote control operation, sending commands, receiving information,
transmitting the measured feedback data over the Internet to a database, and making
data remotely available to authorized users. This research was developed in the frame-
work of wider experiments conducted in the Laboratory of Control of Electrical Drives,
which concerns the study of performance of remote control of electrical machines over
Internet [12–14]. The existent equipment modules in the campus academic laboratory
were retrofitted, upgraded, enriched, and modernized, to make them work with the new
technology of IoT, by using new components of hardware and software. The entire experi-
ment was envisioned for graduates and researchers to acquire new knowledge for their
professional employment.

The following study presents the design, development, implementation, trial operation
and the analysis of performance of the IoT-based monitoring control system for IMs. For
the implementation of the control system, of feedback, and of data measuring and data
acquisition, two single-board microcontrollers SBM1 and SBM2 [9], and one single-board
computer SBC [10] were connected in the system. The in-house developed software code
and hardware modules for the control scheme are described in detail. The SBC links
the necessary variable-voltage and variable-frequency to the frequency requested by the
operator and controls the system’s steady state operation. Results obtained from tests on
performance of the IM control system based on IoT show fast speed and high accuracy.

This manuscript is organized as follows: in Section 2 is an overview of selected
publications related to the use of IoT for IMs, in Section 3 is the detailed structure of the
control system of IM with IoT, in Section 4 is the description of hardware with details of
modules and components, in Section 5 is the description of software with details about
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the monitoring part and operation part, in Section 6 are the results obtained from systems’
operation, tests and measurements with discussion, and in Section 7 are the conclusions.

2. Overview of Control System of IM with IoT

Some of the advantages of introducing IoT concern lower maintenance costs, better
prediction of failure, higher reliability, and optimization of IM performance. Several new
fields of development and use of IoT related to IMs are: (1) monitoring status, process
control, and fault diagnosis of electric motors; (2) energy generation management for
electric generators; and, recently, (3) joint educational sciences with IoT.

2.1. Monitoring, Process Control and Diagnosis

For the distant monitoring of industrial equipment, PLCs and other analog and digital
modules can be connected to the Web by using Internet protocols [1–3]. One publication [13]
proved that the implementation in laboratory of experiments and tests with IMs new
control configurations, by using remote commands sent and received over IoT platforms,
are possible and had satisfactory results.

The introduction of IoT has been expanded in applications with electrical machines, in
order to improve industrial processes, and to provide reliable and secure online monitoring
for the IMs [15]. The monitoring systems have been impacted by the IoT, mainly because
the IoT is networking devices [16]. Thus, remote inverters are installed to increase motors’
efficiency while, the use of IoT and sensors for monitoring electric motors formatted smart
drives. The IIoT when is introduced in industrial fields, accompanied by smart devices,
sensors, connectivity, and data processing in applications with IMs is expected to grow the
industrial production. IIoT connected systems allow for real-time monitoring of IM status
and gives fast feedback and regulation, thus speeding up the processes in factories which
involve IMs [17].

Publication [18] presents a smart control panel for inductive, resistive, capacitive, and
IM appliances, which operates with smart protection techniques. It analyses the faults of
IM using Matlab. For the protection task, vibration and temperature sensors were used
for various loads, associates IoT with automatic control and classical with manual control.
Paper [19] presents a smart shut-down and recovery instrument with a back-up system,
which can shut down automatically an industrial motor before attending a threshold
value, to avoid damages, and initializing a back-up system, thus, reducing the downtime,
increasing the efficiency and the system reliability.

Paper [20] presents an improvement of electric motor performance in a system with
IoT, which solves the interference of vibrations and the temperature problems and can be
applied to the improvement of generator performance as well.

In article [21] a single-board computer SBC [10], current and voltage sensors and a
temperature sensor monitored electrical values for detecting failures and controlling the
speed of an IM. The data acquired by sensors are sent to the server, stored in a database,
processed, and the commands are sent to the SBC. The system architecture from [22] permits
the remote access over Internet of the laboratory equipment and the experimental tests
with IM via an Application Programming Interface (API) with message queuing telemetry
transport MQTT communication protocol. The experimental system can be presented as a
workshop to the students, with Live Stream and without Live Stream features.

2.2. Energy Generation Management

There is the potential to integrate wind energy conversion systems (WECS) from exis-
tent power systems with the IoT and to advance technologies that empower the emerging
Internet of Renewable Energy (IoRE), with networking, control [23], efficiency improve-
ment [24], safety, security, sustainability [25], lower emissions [26] optimization of eco-
nomics with multiple criteria [27], depending on energy load demand [28], and power
system limitations and modernization [29]. WECS connected to IIoT have been encountered
in energy industry applications with renewable energy sources RES [30,31]. Publication [32]
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is a review article presenting the evolution of the Energy Internet, its architecture, energy
routers, and the benefits from implementation on large-scale distributed hybrid power
grids with RES. Applications of IoT in energy systems and smart grids are parts of the
IIoT with roles in monitoring equipment with electric generators, electric motors, and
generation units with RES such as wind [33], and solar energy [34,35].

Various schemes are used to generate electric power from RES, interconnected with
power grids, or used in isolated systems [36]. The power generated from RES is of varying
magnitudes, power quality and high cost, which are major issues to be solved for efficiently
meeting the increasing demand of electric energy [37]. Despite the technological develop-
ment, still there is a need to investigate new RES schemes to continuously provide energy,
of constant magnitude, and at low cost [29].

In publication [38] an IoT platform for multi-microgrid system improves voltage
unbalance compensation using voltage source inverters with two-level communication
to connect the system to the cloud server: one local communication level with Modbus
Transmission Control Protocol/Internet Protocol (TCP/IP) and one global communication
level with MQTT protocol to compensate the neutral current. In report [39] is introduced
a proportional-integral (PI) vector control with pulse width modulation (PWM) and an
IIoT algorithm to minimize the output voltages ripples, to solve the voltage unbalance
problem, to improve the power quality, to monitor the WECS, and to avoid the faults in
the dc-link capacitor of the PWM inverter. Article [14] presented the development of an
experimental IoT system for wind generating units. The introduction of IoT technology in
the control systems for energy generation from RES improves monitoring, management,
and the savings of energy.

2.3. IoT Joins Educational Sciences

Following-up with existing and recognized techniques, such as web-based education
using e-learning platforms [40], optimizing educational technologies [41], and project-
oriented with simulation in education [42], IoT has recently been introduced in the educa-
tional sciences [43]. To face the challenges of Internet-based technologies [44], they must be
included in academic laboratory experiments [45], in such a manner that learners realize
the scientific basis on which they progressed, and are applied in practice [46,47], while
extending to a joint collaboration with industry [48,49].

To improve the impact of the pandemic on the education of students, publication [22]
proposed a remote system of workshops to safely and efficiently support the practical
experiments, which offer students applied knowledge, to facilitate students to be prepared
for new jobs [48,49]. Publication [13] presented selected topics regarding research and
progress of IoT technologies for smart processes in the energy industry and electric motion,
indicating that new experiments in the laboratory for educational purposes enhance the
studies in energy engineering.

3. Structure of Control System of IM with IoT

In different experiments, induction machines can be installed and run in two operating
modes, using similar basic equipment and devices, but organized in different setups and
connections: as motors [3,7,50–53], or as generators [23,37,54–56]. The motor operation is
preferred for industrial loads, while the generator operation is preferred in WECs [55,56].
In these two different operating modes, the induction machine system changes the initial
conditions, reverses the electro-mechanical energy conversion from mechanical to electrical,
or from electrical to mechanical, and changes the flow of electrical and mechanical energy
between drive system, mechanical, or electrical loads, and power grid. When set as motors,
or as generators, the induction machines function with power converters, which can be
ac-dc-ac rectifiers-inverters, or ac-ac cycloconverters, connected to three-phase ac networks.
In motor operating mode, the three-phase IM systems are working with specific duty
cycles [51], with changes in load and speed conditions, or with cut-in and cut-offs [52,53].
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The cage IM is a very much used electrical machine in industry. One of the frequent
regulation approaches is the scalar control method, or V/ f , which maintains constant the
ratio voltage/frequency, thereby maintaining constant the air gap magnetic flux. Neverthe-
less, the electromagnetic flux maintains between stator voltage and stator frequency a rate
as in Equation (1) [7,57,58]:

Ψm = V1/ f1 = K1 (1)

where Ψm is the maximum airgap magnetic flux, V1 is the maximum stator phase voltage,
f1 is the stator synchronous frequency and K1 is the ratio of V1 to f1. Nevertheless, for the
same IM in different operating conditions, operating points, or duty cycles, the values of
V1 and f1 can change and, thus, K1 changes. The basic architecture with block diagrams of
the IM scalar control system is shown in Figure 1.
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Publications [57–59] give descriptions of the performance and limitations of the scalar
control applied to IM. The publication [57] is a review article about control and optimization
methods for enhancing the performance of IM variable speed drives, such as scalar control
operation. However, the accuracy of speed regulation is not significant in open-loop
control systems, such as fan, pump, ventilation, air conditioning, etc., [57]. In report [60]
is presented an experimental scalar control system for an IM with increased quality of
regulation at the operating point of a pressure pipeline and shows the benefits of the high
energy efficiency systems. Accordingly, scalar control is a good option for cases of variable
speed and variable torque loads.

Our research implements this technique: the control system of the IM connected to the
IoT executes remote monitoring over the Internet using sensors to generate data which are
feedback and transmitted over the Internet. While carrying out this work, we made the
following assumptions:

According to known practices, the study of characteristics of electrical machines can
be performed in two separate stages:

(a) The first stage is the study of the performance in the steady state, at selected operating
points, where the functionality and operability of the system must be verified [50,51];

(b) the second stage is in transient regimes of operation, where different parameters can
be instantly changed, and must be verified the operation of the drive, at the same or at
different operating points as above. The study of transients implies the study of system
stability to instantaneously changes of inputs and of external perturbations [52], the
design of controllers [53,54], etc.

Our assumption in the present work is presuming the steady-state operation of the
system, without external disturbances of none of the physical inputs. Our primary concern
was the operability of the system, the development of hardware and the software, as
explained in Section 1. Introduction.

The design part consists of the setting up the laboratory equipment, where the impor-
tant encountered issues are:
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• The connectivity of equipment with Internet, servers, software, databases and mea-
surement instrumentation. Some of the modules can be connected directly: electric
motors, power converters, microcontrollers, and sensors. Other modules are connected
indirectly by using a gateway for the communication with the backend system, which
provides device registration, data collection, data analysis and processing, logical
design and visualization;

• The data acquisition, conversion, storage, retrieving, analysis, computations. Other
tasks for data processing are real-time visualizing, sending to monitoring system, etc.

The block diagram of the experimental control system of the IM with IoT is shown in
Figure 2.
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The system depicted in Figure 2 can be configured and set to operate in three modes:

1. Control system with IoT, with stator variable-voltage-variable-frequency, for variable
load-variable speed operation, with feedback for speed and for load current. The IM
is fed by the inverter, drives the dc generator, and the dc current supplies an electric
load. The SBC and SBM1-SBM2 are receiving data and sending commands by using
the IoT to control the inverter’s output variable frequency;

2. Open-loop control system without IoT, with stator variable-voltage-variable-frequency
for variable load-variable speed operation, and without feedback. The IM is fed by
the inverter in local control mode, drives the dc generator which supplies an electric
load. The SBC, SBM1-SBM2 and the networks with the IoT are disabled;

3. The typical constant speed operation. The IM receives the 3-phase constant voltage-
constant frequency, drives the dc generator and supplies the electric load.

The configuration (2) results from the configuration (1) by disabling the software, the
speed and load current feedback and the Internet. Operation with configuration (3) can be
obtained when the control system is removed.

4. Hardware Structure and Modules

The experimental system has the structure and modules shown in Figure 2. This
experimental configuration implements the remote control of a three-phase IM with IoT
using one rectifier-inverter [61], two microcontrollers SBM1 and SBM2 [9], one SBC [10],
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a structured query language SQL for storing, manipulating and retrieving data in the
database and a web application (Web-App) on Azure cloud platform [62,63], stored on the
server and delivered over the Internet through IM Control Web interface. The hardware
units, components of equipment, and modules are described below and shown in Figures 3–9.

1. The electrical machines and drive modules, Figure 3:

• One IM is connected to a dc generator and supplies an electric load;
• One digitally controlled three-phase rectifier-inverter with keyboard and pro-

grammable [61];
• One single-phase rectifier, which supplies excitation voltage to dc generator;
• Variable electric loads.

2. The Control System Units, Figures 4 and 5:

• One IM Control Web Interface, Figure 5a,b;
• One SBC [10], which has the role of local server, linked to the rectifier-inverter

and controls IM stator frequency. The SBC, (Figures 3 and 4), acquires data from
sensors through SBM1 and SBM2 [9] (Figures 3, 7 and 8);

• Software for the control of IM with IoT;
• Web application (web app) on Azure cloud platform, links with the SBC to distant

control, for storage and data processing;
• One Supervisory Computer, and smart phones, with access to the IM Control

Web Page, shown in Figures 3–5;
• The installation is connected to a central control panel, equipped with start key,

and emergency stop push button for manual control, (Figures 3–5).

3. Networks:

• An Internet connection Wi-Fi;
• An Azure cloud platform for hosting the Web-App [62];
• One 3-phase voltage network, shown in Figures 3–5;
• One single-phase power network, shown in Figures 3–5.

4. Data Acquisition Units

• A Speed Optical Encoder for measurements of angular speed of the IM. It trans-
mits data to SBM1, shown in Figure 6;

• An Optical Isolation Unit between power modules, digital-electronic-control
units, and sensors modules. It is designed to protect the sensors’ microelectronics
from industrial voltages, and transmits data to SBM2, shown in Figures 7 and 8;

• Other measuring instruments for voltages, frequencies, currents, and speed. The
block diagram of measuring system is shown in Figure 9.
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For the measurements of currents, and voltages, an electronic board with Opto-
Isolation has been in-house designed and constructed, to separate power modules from
microcontroller SBM2 [64]. The SBM2 implements the data acquisition from the True RMS
Current Hall Sensor, and True RMS Voltage Sensors (optically isolated) of electric load.
Then, it displays data, and transmits data to SBC via Bluetooth [64]. The optical isolation
unit and the data acquisition unit can be seen in Figures 7 and 8a,b.

The data acquisition system consisted of a measurement device that includes a micro-
computer with integrated circuits for analog to digital signal conversion (ADC). As input,
we have the sensors for:

(a) voltage, is measured by using a resistive voltage divider to scale down DC Voltage;
(b) current, is measured with the use of a Hall sensor (linear Hall sensor ACS714ELCTR-

05B-T) [65].
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The next stage is an amplifier-isolator (Optoisolator 6n137) [66], to convert the signal
to the full dynamic input range for the ADC (MCP3008 integrated circuit), which gives its
result in binary digital output [67].

The microcontroller SBM2 then records this digital output and performs digital process-
ing to finally provide the measurement for display or further processing. The measurement
devices were built as thesis projects in the laboratory and checked for the validity of their
results [64].

The 3-phase voltage 380 V/ 50 Hz supplies the 3-phase central control panel, equipped
with main switches, isolation transformers, emergency stop push button, start key, which
provides protection to the entire experiment against over-currents, voltage discharges,
short-circuits, or other hazards, shown in Figures 3–5.

The experimental control system was implemented and tested for the cage rotor IM,
which has the technical data 0.75 kW, 400 V, 50 Hz, 1.9 A, 1390 rpm, 4 poles, and power
factor 0.76, [68]. The IM has the shaft connected to a dc generator, which has the technical
data 0.5 kW, 220 V, 3.2 A, 1500 rpm and supplies a load in the range 0 ÷ 150 Ω.

The 3-phase rectifier converts the 3-phase voltage to dc input to the inverter. The
inverter converts the dc voltage to 3-phase voltage output, and supplies it to the windings
of the stator of the IM. At the same time, the inverter is linked to the SBC. The 3-phase
rectifier-inverter, model Vega Drive 4T002BIK for 0.75 kW motor, has the technical data:
input 380 V÷460 V, 50/60 Hz, 3 A, output 0÷input V, 0÷400 Hz, 2.5 A, 1.9 kVA, [61]. One
single-phase rectifier with the technical characteristics 1.5 kVA, input voltage 0 ÷ 220 V,
50/60 Hz, output voltage 0÷250 Vdc, output current 6 A, supplies the dc excitation voltage
to the dc generator.

The single-board microcontrollers SBM1-SBM2, model ATMega2560, have the techni-
cal data: 54 digital I/O pins (15 provide PWM output), 16 analog input pins, 256 kB flash
memory of which 8 kB used by bootloader,8 kB SRAM, 4 kB EEPROM, [9]. The single-board
computer SBC has the technical data: CPU 4xARM Cortex-A53, 1.2 GHz, 64-bit quad-core,
GPU Broadcom VideoCore IV, 1 GB RAM, microSD storage, 10/100 Ethernet, 2.4 GHz,
802.11 n wireless LAN, Bluetooth 4.1 Classic, Bluetooth Low Energy (BLE), ports HDMI,
4xUSB 2.0, Ethernet, Camera Serial Interface (CSI), Display Serial Interface (DSI), SoC
Broadcom BCM2837, [10].

The remote-control system of the IM over the Internet, with the IM Control Inter-
face and with the SBC, sends commands to the inverter, Figures 3–5. Specifically, the
inverter follows the Modbus protocol, which connects industrial electronic devices to the
network [69,70]. The messaging structure of modbus protocol is implemented using the
adapter USB-RS485.

The modbus protocol has master–slave roles: a message from the master to the slave
device is sent to the address of the slave and contains the ‘read register’ or the ‘write
register’, the data, and the check sum [63,69]. The data contain the information that the
slave needs to perform the function: which register to start, how many registers to read
and the error check sum validates the integrity of the message. The error check permits the
master device to confirm that the messages is valid. If an error occurs, the function code
indicates that the response is an error response. If the slave makes a normal response, the
function code in the response is an echo of the function code in the request and the data
bytes contain the data collected by the slave.

The controller communicates on modbus network using transmission mode of SBC.
This microprocessor-based system controller is implemented with hardware and software
external modules and devices: the speed sensor for the speed feedback, the current sensor
is used for the load current feedback [53]. The speed optical encoder (Figure 6), is interfaced
to SBM1 and executes the speed sensing and measurements.

5. Software Description

The software run in the supervisory computer using the IM-Control Web Interface,
which can be accessed using the static IP address reserved for laboratory experiments.
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The programmed operation modes into the driving system are the following com-
mands: Status, Start, Stop, Reverse Direction, Emergency Stop, Reset Inverter, Set Required
Frequency, Send Frequency to system, Read Real Frequency from system (Figure 5a,b). The
Required Frequency is displayed at the IM-Control Web Interface. Also, the display shows
the Real Frequency computed from the feedback signal.

There is a common engine interface, which consists of an engine class of transmitted
messages. They are accessed in asp.net platform [71,72] using web application controller
(asp.net web apps), which receives commands from the IM-Control Web Interface.

From the IM-Control Web Interface, the operator selects the Set Required Frequency
command for the forward rotation or selects Reverse Direction command for the backward
rotation. Then, by selecting Start command, the IM begins rotation. When Stop command is
selected, the rotation stops. The inverter is controlled by the software to execute a required
constant frequency command.

The SBM2 receives the feedback from the current sensor of the dc generator armature.
The SBM1 receives the feedback from the speed optical encoder. Both SBM1 and SBM2
send acquired signals to the SBC software by using the Bluetooth connection, (Figures 6–9).
The SBC reads the Required Frequency and the Real Frequency of the IM. The difference
between the Required Frequency by the operator and the Real Frequency computed from
the rotational frequency of the IM generates an error signal: if it is positive, or negative,
then the SBC decreases or increases, respectively, the frequency of the inverter and, the
resulting control signal is sent from the SBC to the inverter to correct frequency.

The software code that controls the inverter is in language C#.

5.1. Monitoring and Protection Software

The IM was connected to varying loads. The steady-state line voltages, frequencies,
phase currents, and rotational speeds were measured at the IM stator side. Also, at each
steady-state operating point, determined by the load, the voltages, and currents were
measured at the dc generator load side.

For IM to reverse direction of rotation, must be selected the Stop command from the
IM Control Webpage. Also, for protection against overcurrent during starting or loading,
there are programmed commands as inputs to IM control Webpage and to SBC:

• Forward or backward command;
• Set Required Frequency setpoint command;
• At no-load, if the Required Frequency setpoint is lower than 10 Hz or 20% (0.2 per

unit) of the nominal frequency, the IM is not starting;
• At higher loads than 40% (0.4 per unit) of nominal current and a Required Frequency

setpoint lower than 20 Hz or 40% (0.4 per unit) of the nominal frequency, the IM is
not starting;

• In overloading situations, at higher loads than 100% of the nominal power and if the
Required Frequency setpoint exceeds 100% of the rated frequency, the IM enters the
cut-off Emergency Stop process and the IM is cut-off. The operator must select the
Emergency Stop command, remove the load and decrease the frequency. Following
this, the IM can be restarted.

During the present experiment, if the Internet connection is lost, the IM will maintain
its last state of operation until any further manual on-site command is given to the inverter.
At the moment, in the IM Control Web Interface there is a command button for Emergency
Stop. This corresponds to operating mode (2), as described in Section 3.

The system for the time being executes the commands on a “first come, first served”
basis, regardless its user origin. However, because the users belong to the group of students
and researchers of the Laboratory of Electric Drives of the National Technical University
of Athens (NTUA), they are authenticated as authorized users by the NTUA Network
Operation System NOC servers.

There is an option for future expansion in the web application, to assign user roles
each one with privileges, that will enable users to perform certain actions and determine
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priority of the execution of commands and set any other desirable permissions. This option
comes under Authentication and Authorization (Figure 10). The users must be registered,
authenticated, and have distinct hierarchized roles such as: Administrator, High Priority
User, Low Priority User, Visitor.
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5.2. Operation Software

Initially, the IM is connected to the 3-phase voltage 380 V/50 Hz and starts without
load. The Rectifier-Inverter, connected to the same network, converts the ac to dc voltage,
and then to ac variable-voltage-variable-frequency, drives the IM and controls its speed.
Subsequently, the IM is loaded and the rotation is transmitted to the shaft of the dc generator,
which receives excitation voltage from the single-phase rectifier, generates dc voltage and
supplies the load, (Figures 2 and 3).

The supervisory computer, or a smartphone, connects to the IM-Control Web Interface
and from here, to the remote system of the rectifier-inverter by using modbus protocol
(Figure 5a,b). The rectifier-inverter connects to the SBC by an adapter USB-RS485. The
connection is opened and controlled in asp.net platform environment [72], by using the
modbus protocol library [69–71].

Without web control, the reference signals and the commands to the inverter can
be entered using inverter’s keyboard. To activate the web control for the inverter, are
selected the function DRV-03 associated with the modbus protocol and the function DRV-04
associated with the frequency. The communication between supervisory computer and
inverter is master–slave.

When using the IM Control Web Interface, the inverter is commanded by the supervi-
sory computer, or a smart phone, with Internet connection, Figures 4 and 5, while the other
local handling from the inverter’s keyboard are disabled.

The SBC connected to a monitor, keyboard and mouse is the local server. All measured
data acquired are stored to the SQL database, located in Azure cloud [62].

The link of the speed optical encoder to the remote system is executed by the SBM1,
which transmits the measured data through Bluetooth to the SBC, Figures 6 and 7. The
SBC using an Application Programming Interface (API) of the web application on Azure,
uploads the data in the SQL database.

6. Results and Discussion

The IM system with IoT, while the SBC supervises the process, was experimentally
tested and loaded. During operation the software correlates the parameters.

Figures 11–14 present the steady-state characteristics of the output torque, power and
efficiency vs. rotational frequency, for three frequency commands generated by SBC for
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the inverter, at 35 Hz, 50 Hz, and 65 Hz. The characteristics were measured by changing
the load in discrete steps, as shown by the marks in each one of the Figures 11–14. The
variations of loads were considered and studied in the steady state operation, and the
system presented a stable steady state behavior.
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Consequently, we decided that for such kind of load variations is not necessary the
study of transient behavior. Thus, the transient phenomena were not recorded, and not
measured during the described experiments. Also, were not studied sudden changes in
control commands of voltage and frequency supplied by inverter which could lead to
transient behavior of the system.

For reference purposes, the performance of IM supplied from the central control
panel with 3-phase voltage 380 V/50 Hz was measured, according to operation mode (3)
(Section 3). Then, the IM with IoT control experimental system was operated from no load
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to full load (1.0 per unit), according to operation mode (a) IM with IoT control (Section 3).
The ranges of torque and speed are according to the design of hardware and software,
(Sections 4 and 5).

The following method was applied for the computations of results.
The torque T is computed from the mechanical power P and rotational speed ω

according to Equation (2) and is shown together with the output power in the same rotating
frequency range, in Figures 11–13.

T = P/ω (2)

Theoretically, by neglecting the magnetizing current, an approximate value for the
efficiency E f f of the system can be computed from the Equation (3):

E f f = Pout/Pin (3)

where Pin is the active power input to the system (in watts) and Pout is the active power
output from the system (in watts). In the laboratory experimental system, from measured
voltages and currents is computed the output power.

The mechanical power P from Equation (2) and the active power Pout from Equation (3)
are considered as equivalent to the output power of the IM. They are obtained from
measurements of voltages and currents, at the field winding and armature winding of the
dc generator (Figure 2). The field winding is not shown in the block diagram from Figure 2
for reasons of simplifying the picture, but the windings’ terminals can be accessed at the
motor terminals box with connectors, shown in Figures 3 and 6.

The generated dc voltage is measured by using a voltmeter at different values of
load resistance between 40 Ω–135 Ω, and different values of excitation voltage of the dc
generator. The field current values have been measured at the dc generator field winding,
by using an ammeter; similarly, the armature currents have been measured at the dc
generator armature windings, by using a second ammeter, Figure 7.

The balance of active powers in the motor-generator system is:

Pin − PIM,loss + Pdc, f ield − Pdc,loss = Pout (4)

where Pdc, f ield is the excitation watts for the dc generator, and PIM,loss, Pdc,loss are the losses
of the induction motor and of the dc generator, respectively. Both machine losses can be
determined from laboratory tests run in configuration mode (3).

The output active power is calculated at the dc load side by using Equation (5):

Pout = Vdc · Idc (5)

where Vdc and Idc are the voltage and current at the dc generator terminals.
Also, Equations (6) and (7) are given below to explain the calculations for establishing

the measured characteristics of the rotational frequency in Figures 11–14.

ω1 =
4 · π · f1

p
(6)

ω = (1 − s) · ω1 (7)

where f1 is the synchronous frequency (in Hz), p is the number of poles, ω1 is the syn-
chronous angular frequency (in rad/s) and s is the slip of the IM.

Some measured characteristics during operation are shown in Figures 11–14, which
present the measured output torque, mechanical power and efficiency vs. rotational fre-
quency, for the three frequency commands generated by SBC for inverter: subsynchronous
35 Hz, synchronous 50 Hz, and supersynchronous 65 Hz.

We tested the system in the two configuration modes (1) with IoT control, and (2)
with local control, and the obtained results over a range of ±30% of the nominal frequency
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show a good correlation. The torque and mechanical power characteristics vs. rotational
frequency were studied for the rotational frequency range 0.7 per unit to 1.3 per unit of
the synchronous frequency, corresponding to three frequency commands to the inverter:
subsynchronous 35 Hz, synchronous 50 Hz, and supersynchronous 65 Hz, respectively,
illustrated in Figures 11–13, respectively. The obtained results show that configuration
mode (1) functions with varying rotational frequency-varying torque in the speed range
from 1050 r/min up to 1950 r/min, and from zero up to 85% (0.85 per unit) of the rated
loads. Then, the efficiency for varying values of rotational frequency was obtained.

Usually, efficiency is one index of performance that must be estimated in system
operation and it is important for large power ratings of IMs, where few percent correspond
to significant amounts of energy. In the study case of the described IoT controlled IM,
the efficiency was estimated according to Equations (3)–(5). It is usually considered that
a comparison with other known or previously published similar systems could give an
estimation about the eventual improvements of the new proposed and described drive
system in this manuscript. We searched the literature for related publications on IoT
controlled IM with a similar configuration and ratings, which give detailed numerical
results about the performance, and we did not retrieve such details. For this reason, we
decided to make a comparison with a study case of an IM controlled by PLCs in local mode,
and without Internet, as reported in publication [3]. The efficiency is computed in per unit
(not in percent) considering as base value the ratings of each IM.

In Figure 14, the efficiency is normalized, taking as 1 per unit the efficiency of the
IM working with the 3-phase power grid, configuration mode (3) (Section 3). As de-
picted in Figure 14, the results show that the system with IoT has increased efficiency at
supersynchronous rotational frequency.

The obtained increased efficiency at supersynchronous speeds can be justified by:

• the hardware modifications which consist mainly on replacing the PLC modular wired
components (CPU, motherboard, analog inputs-outputs, relays, multiplexers, power
supply), by software with high computing capabilities of server, data storage and
processing using mathematical models and cloud applications;

• at supersynchronous speeds higher than 1500 r/min the amount of power input and
output are increased as compared to the rated values of the drive, thus it is obtained a
better utilization of the design and construction of the same IM;

• at supersynchronous speeds, which corresponds to higher than the rated supply
frequencies, the magnetizing field produces lower magnetic loses. In such situations
the relation between voltage and frequency is kept constant as in Figure 15, from 50 Hz
to 65 Hz. The ratio voltage per frequency at 65 Hz from Equation (1) is lower than in
the situations at 50 Hz, and 35 Hz, Figure 16.

Also, because at higher than 70% loads, the efficiency increases, the results indicate
that by using IoT control which monitors the current, higher overall efficiency can be
achieved than in the case of an IM without IoT. According to this, in Figure 14 it is shown
that the efficiency of IoT-controlled system can increase up to 10%, as compared to the
standard operation. Also, from Figure 14 can be seen that, at high speeds and frequencies,
the IoT-controlled system acquires low slip values and produces low amounts of slip
power at the rotor, and, thus, the increased values of efficiency are justified [50,51]. At low
frequencies, the magnetic flux increases and, thus, increases the magnetizing current and
magnetic losses.

Figure 15 shows the characteristics of stator voltage vs. stator frequency with IoT control
for the same corresponding range of frequencies, torques and powers as in Figures 11–13.
For the operating points torque-rotating frequency (Figures 11–13), the relationships stator
voltage-stator frequency is constant. However, according to Equation (1), this relationship
corresponds to the motor flux, decreases with the increase of frequency from 4.35 at 35 Hz,
to 4.05 at 50 Hz and to 3.11 at 65 Hz, (Figure 16). Thus, when frequency increases, the rate
of V/ f decreases from 4.35 per unit at 35 Hz up to 3.11 per unit at 65 Hz (Figure 16). At
frequencies lower than synchronous, from 35 Hz up to 50 Hz, there is a linear increase
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of volts vs. hertz. At frequencies higher than 50 Hz, up to 65 Hz, the stator voltage
remains constant.
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7. Conclusions

The paper presented the experiments from an integrated control system of an IM
electric drive using IoT technology. With existing components of hardware and inhouse-
developed new software and new hardware modules, the academic Laboratory of Electric
Drives was retrofitted and updated to control drive systems with the new technology of
IoT. The obtained experimental results from the described control system were successful,
indicating that the IoT can be introduced in automatic systems with IMs. The system of the
IM controlled by IoT provides high accuracy in speed control at variable loads.
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This system achieved controlled speed for successive load changes, full torque over a
wide speed range, good accuracy and high efficiency. The effectiveness of the IoT-based
control software is satisfactory at both subsynchronous and supersynchronous rotational
frequency. The efficiency of the IoT control was increased as compared to the local control
and, specifically, at supersynchronous frequencies, high rotational speeds and low values
of slip.

Thus, the IoT was demonstrated to be an appropriate control tool in industrial in-
stallations with IMs. Also, experiments similar to the one described above can be widely
implemented for engineering students and researchers working on Internet-based projects.
The students and researchers can develop new modules of software and hardware, then can
experiment with changing operational conditions, based on a main IM system integrated
with IoT and changing remote devices connected to Internet.

The study of transient behavior of IoT control of IM drive system can be a continuing
topic for this research.
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