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Abstract: This paper proposes an accurate physical layer technique to uniquely identify the links of a
power line communication network. First, the power line communications (PLC) multipath channel
characterization is presented and detailed. Then, a multipath channel delay detection technique is
introduced to provide an accurate physical layer identification (PL ID) for the considered PLC links.
The accuracy and efficiency are tested by evaluating the successful path detection probability (SPDP)
in a simulated scenario under both perfect and imperfect channel state information conditions. The
results confirm the advantages of the proposed scheme. Indeed, for a common PLC noise power
around 90 dBuV, the provided accuracy reaches ≈90%, while for a noise power below 80 dBuV,
the accuracy plateaus at 100%. Overall, the low complexity of the proposed approach and its
staggering performance results pave the way for further possible applications in both the PLC and
the security domain.

Keywords: physical layer security; PLC; smart grid; identification

1. Introduction

Power line communication (also known as power-line carrier or PLC) has been pro-
posed as a promising solution to support smart grid applications, such as the identification
of losses, asset mapping, fault detection, or aiding in securing networks and devices [1–3].

When applied to the electrical grid, one of the inherent advantages of PLC is the ability
to use the signals to provide information about the power grid itself. Exploiting the trans-
mission medium’s physical properties proved to be an efficient tool, particularly in wireless
networks, where the use of the channel state information (CSI) provides fine-graded infor-
mation with sufficient entropy to sustain efficient security services. Most of such techniques
have not been adapted to the power line medium due to their inherent differences. Indeed,
wireless network security schemes rely on reciprocal channel characteristics in constant
change due to nodes’ mobility and the changing environment [4,5]. Conversely, power
line transmission has no mobility of the communicating nodes, no changes to the envi-
ronment, and it does not offer channel state information reciprocity—with the exception
of the channel path delays [6]. Communication impairments and the general lack of
symmetry of the power line channel have hindered the adoption of physical-layer-based
security mechanisms.

The vast, diverse, and mostly unmonitored infrastructure of power cables delivering
energy from generation sources to household outlets constitutes a potential security vulner-
ability. Current PLC protocols being deployed in the field, such as PoweRline Intelligent
Metering Evolution (PRIME), G.hnem, G.hn, or HomePlug AV2, are being secured in the
upper layers using traditional public key infrastructure (PKI) and advanced encryption stan-
dard (AES) schemes [7]. In this context, non-cryptographic physical security mechanisms
can utilize device hardware, software, or location/channel-specific properties to secure
communications. Channel properties, such as the CSI and the received signal strength
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(RSS), are dependent on location and therefore eligible for identification purposes in PLC
communications. The cited physical layer identification techniques take advantage of the
unique channel signature between two communicating devices to extract a fingerprint. In
PLC, the multipath channel delays are the sole fully reciprocal parameters dependent only
on the network’s topology [8,9]. Unlike the rest of the information that can be extracted
from the channel, the multipath channel delays obtained from the channel impulse response
(CIR) are able to provide fine-grained and symmetric contextual information suitable for
physical layer security (PLS) purposes.

The number of applications where the PLC signals fingerprint is used is broad, ranging
from pure communication systems to network management and security. The analysis
conducted in this paper on the related literature shows that the vast majority of the cited
corpus is based on the assumption of having a perfect CSI, disregarding the imperfections
and uncertainty one has to face when confronted with real-world scenarios. In addition
relying on perfect channel conditions, the number of applications focusing on security, and
more specifically PLS, is limited, most probably due to the topic’s relative novelty. Several
solutions using PLC signals exist, primarily for topology inference, but few for security
applications. Based on the findings from the literature review presented in the related work
section, three general conclusions can be drawn on the status of the CIR-based physical
layer techniques in PLC:

1. Full reciprocity of the measured signals can only be found in topology-dependent
CIR path delays.

2. CIR-based solutions tend to assume perfect channel conditions and neglect the effect
of impulsive noises.

3. Key generation schemes are the only existing PLS mechanisms taking advantage of
the path delays.

In light of the mentioned issues, we provide the following contributions.

Contributions We propose an accurate scheme to generate unique identifications of the
links connecting PLC nodes. The proposed CSI-based method improves the estimation
error of the CIR under imperfect channel conditions allowing an accurate identification.
The results indicate that for the noise power range between 80 dBuV and 90 dBuV, a path
detection gain of more than 80% can be observed with respect to a state-of-the-art compet-
ing solution. For noise levels below 80 dBuV our solution provides 100% accuracy. To the
best of our knowledge, this is the first work in the literature that treats the PLC channel
estimation error to provide an accurate physical layer identification scheme.

Paper Organization The sequel of the paper is organized as follows. Section 2 presents
the related work. The PLC channel characteristics and modeling are detailed in Section 3.
Section 4 describes the proposed power line (PL) identification scheme under imperfect
CSI. In Section 5, we present the simulation’s results and discussion. Finally, conclusions
are drawn in Section 6.

2. Related Work

Critical grid infrastructure elements, because of their geographical spread and their
ongoing transformation due to automation and digitalization, are naturally exposed to physical,
cyber, and human attacks [10]. IDPSs (Intrusion detection and prevention systems) combine
general security mechanisms developed for cyber-physical systems (CPS) with those specific
for each industry. The authors of [11] analyze and classify 37 smart grid IDPS by detection
technique, offering a broad idea of the vast ecosystem of currently available solutions. Some
applications rely on PLC simply as a communication means, such as smart metering [12–14],
energy loss detection [15–17], topology estimations [18], or grid management [19,20]. Others
take advantage of the sensing capabilities of the PLC communication signal to obtain real-time
information of the power grid itself. PLC signal-based network diagnosis is widely used to
detect non-technical losses [21,22], anomalies in the grid [23–25], or even as input for a Machine-
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Learning-based intrusion detection system [26]. Given its importance for utilities, topology
recognition is one of the most researched topics, with a wide range of techniques available.

The remainder of this section summarizes the PLC signal-based existing solutions
classified by the processing domain on which they operate. The analysis has been limited
to non-machine-learning-based approaches.

• Time-Domain Solutions: In [27,28], a single-point reflectometry technique has been
proposed for grid diagnosis in the automotive sector. The implementation uses a sig-
nal bandwidth from 300 MHz to 500 MHz, but it is intended only for short cables [29]
and does not consider the impact of impulsive noise. Another technique has been
proposed in [30] for low voltage (LV) topology estimations, using a signal ToA (Time
of Arrival) two-way handshake. The solution requires a device at every endpoint [31],
which presents a limitation of this work. In [32], a multi-point reflectometry with
order statistics–constant false alarm rate (OS-CFAR) detector [33] has been proposed
for general topology estimation, assuming that the PLC noise follows a Gaussian dis-
tribution. In addition, it requires reflection measurements at multiple cable ends and
should determine all possible graphs for each iteration, which significantly increases
the algorithm complexity. The authors of [34] define a topology identification method
for indoor PLC. The solution employs the ToA of signals but does not consider the
effect of imperfect CSI and impulsive noise. The work in [6] introduces a one-level
CIR quantization solution for physical layer key generation, but it does not account
for the negative impact of the channel estimation errors and, in some cases, might
suffer from the obvious low entropy given by the infrequent changes in power line
topology. In [35], a power line noise-based key generation has been proposed for
pairing and authenticating IoT devices. The technique is based on contextual pairing
and, therefore, has the drawback of not effectively rejecting malicious devices with
access to the local power line. A single-point-reflectometry-based non-parametric
method has been proposed in [36]. This technique uses the inverse Fourier transform
of frequency domain (FDR) measurements for topology estimation in LV environ-
ments. As mentioned by the authors, single-point reflectometry systems are limited by
the power line lengths, the number of branches, and the time-frequency uncertainty.

• Frequency-Domain Solutions: The authors of [6] propose a key generation technique
based on the transmission matrix estimation requiring the exchange of the channel
input impedance values between devices. In [37,38], the authors present different
PLS key generation techniques using the channel frequency response (CFR). The
assumptions of a perfect CSI and a high CFR symmetry present a limitation to these
techniques. An EMI-based PLS key generation has been proposed in [39]. It is designed
for systems where the devices are close enough to observe the same noise patterns.
In [36,40], single-point reflectometry is used for LV topology estimation, and grid
diagnostics. The required measurements are limited by distance, and by the number of
branches due to the attenuation of signals [29]. In addition, computational complexity
increases exponentially with the number of measured reflections [30,31].

• Time-Frequency-Domain Solutions: Topology estimation, PLC routing, and grid
diagnosis applications are covered in [29,41] using a combination of signal arrival
times but excluding the impact of impulsive noise. Single-point reflectometry is used
in [31], where a node-by-node greedy algorithm is used for topology reconstruction
and impulsive noises are used for dynamic re-estimations of the topology. The au-
thors of [42] present end-to-end sensing and reflectometry algorithms to capture the
topology of the power networks, as well as to monitor load changes, cable degrada-
tion, and faults. In addition to detecting and locating faults, the proposed solution
classifies the anomalies between load impedance changes and local/distributed faults.
A continuation of the previous work can be found in [25] with solutions employing
single-point and multi-point reflectometry for grid diagnostics. The proposed tech-
niques are not considering the impact of the channel estimation errors on the grid
diagnostics accuracy.
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In Table 1, we present a summary of all reviewed PLC signal-based solutions cate-
gorized by technique, application, and environment. The focus of this paper will revolve
from this point onwards around the time domain, as path delays are the only reciprocal
parameter available in PLC.

To the best of our knowledge, despite the considerable work performed in the areas of
security, IDPS, and extended uses of PLC smart meters, no solutions propose a method to
improve PLC channel estimation errors under imperfect channels.
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Table 1. PLC Signal-based Solutions.

Processing
Domain Ref. Technique Applications Environment CSI IN Limitations

Time

[27,28] Single-Point Reflectometry Grid Diagnosis Automotive NC NC - A high-frequency sampling is needed.
- Short PL application only.

[30] ToA-based Two-Way Handshake Topology Estimation LV NC NC - A device at every node is required.

[32] Multi-Point Reflectometry and OS-CFAR Detector [33] Topology Estimation. General NC NC (G) - Reflection measurements at multiple cable ends.
- A high implementation complexity.

[34] ToA Topology Estimation Indoor NC NC - Multiple measurements are needed at each end point of the topology.

[6] CIR-based PLS Key Generation PLC Security General Imperfect
Known C - The channel estimation error is ignored.

[35] PL Noise-based Key Generation IoT Devices Pairing and Authen-
tication. Indoor NC C - The malicious devices cannot be avoided.

[36] Single-Point Reflectometry Topology Estimation LV Perfect
Known NC - Attenuated received signals due to long PL lengths and branching.

Frequency

[6] Tx Matrix Estimation-based PLS Key Generation. PLC Security General Imperfect
Known C - A device at each point is needed to estimate Tx Matrix.

[37] - CFR-based PLS Key Generation
- FEXT Function-based PLS Key Generation PLC Security General Perfect

Known C - A High CFR symmetry assumption.

[38] CFR-based Random PLS Key Generation PLC Security General Perfect
Known C - A High CFR symmetry assumption.

[39] EMI-based PLS Key Generation PLC Security Indoor NC C - The devices must be close to each other to observe the same
noise patterns.

[36,40] Single-Point Reflectometry Topology Estimation
and Grid Diagnostics LV Perfect

Known NC - Significant effects of the signal attenuation.
- A high implementation complexity.

Time-Freq.

[29,41] ToA Topology Estimation, PLC rout-
ing and Grid Diagnosis LV Perfect

Known NC - The impact of impulsive noise is not considered.

[31] - Single-Point Reflectometry
- Node-by-node greedy algorithm Topology Estimation Indoor perfect

Known C - The proposed technique assumes a perfect known of CSI.

[42] - Multi-Point Reflectometry
- ToA

Topology Estimation
Grid Diagnostics General Perfect

Known NC - The impact of impulsive noise is not considered.
- A significant signal attenuation impact on the result accuracy.

[25]
- Single-Point Reflectometry
- Multi-Point Reflectometry
- ToA.

Grid Diagnostics General Imperfect
Known C - The channel estimation error is ignored.

C: Considered, NC: Not Considered, G: Gaussian.
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3. PLC Channel Characteristics and Modeling

This section introduces the PLC multipath channel characteristics and modeling
concepts that will be instrumental for the sequel of the paper.

3.1. PLC Multipath Characteristics

Multipath propagation occurs due to the signal reflections at branching points, cable
joints, and terminations [43]. These replicas of the transmitted signal, caused by impedance
mismatches, will generate new paths extending in all possible directions. As each new
propagation path will encounter more reflections, the number of directional paths will con-
tinue to grow exponentially, only limited by the signal decay produced by the transmission
and reflection losses. Therefore, communicating devices will receive a set of delayed and
attenuated signals. A key observation, leveraged throughout this work, is that the collection
of the path arrival times, from the first multipath components to the last significant one,
can be used to create a path delay profile between a transmitter and a receiver.

The following subsections explore the PLC path delay profiles’ reciprocal characteris-
tics and how topological changes in the power line impact them.

3.1.1. Reciprocal Observations in PLC CIR

The PLC channel multipath delays present reciprocity in terms of path delays [6]. This
wide-sense symmetry of topology-invariant channels analysis is detailed in Appendix A of
the work presented in [6]. It shows that the time domain response of two corresponding
channels between two points/ports is not strictly symmetric but wide-sense symmetric.
This implies that the channel’s multipath response is characterized by peaks in the same
positions both when the signal travels from port 1 to port 2 and vice versa. However, the
amplitude of the peaks and their shape are, in general, different; thus, the PLC channel is not
strictly symmetric. As an example, Figure 1 shows the normalized channel frequency and
impulse response magnitudes of a given PLC channel in both communication directions [8].
It can be noted that the channel frequency response is far from symmetric, even though
a certain degree of correlation still exists. Instead, a stronger correlation is evident when
considering the time domain, as per Figure 1b. Even though the impulse peaks’ amplitude
is somewhat different, one can see that their position is the same. The mismatches are
due mainly to three main reasons: (i) the presence of high power line noise, especially
impulsive noise; (ii) the accuracy of the peak detection algorithm; and lastly (iii), the signal
sampling time, which has a strong influence on the estimation of the presence and position
of the peaks, rendering some peaks undetectable. In this work, we have considered all the
cited CSI imperfections.

3.1.2. The Effect of Topology in Path Delays

A comprehensive study of the power line topology influence in PLC can be found
in [44–48]. The authors examine the impact that cable lengths, branches, and impedances
have on the CIR and the CFR. Figure 2 shows the standard T network structure, consisting
of a direct connection between two communicating devices, edges A and B, and a middle
branch with a termination point D, where h(t) presents the CIR magnitude, and τi is the
path i delay.
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Figure 1. Example of a power line communication (PLC) channel frequency response estimation
(CFRe) in both directions and in the frequency (a) and time (b) domain.

The theoretical behavior of multipath delays due to the most common topology
changes can be summarized as follows:

• Distances between communicating nodes: An increase in the distance between the
transmitter and receiver nodes is accompanied by an increment in all multipath
components’ arrival time. Conversely, a decrease in the length will reduce the arrival
time of the path delay impulses. Figure 3 depicts both behaviors.

• Length of branches: An increase in the length of a branch between two communi-
cating nodes will not affect the first detectable signal’s arrival τ0. The remaining
multipath components will experience a delay (extension) or an advance (shortening).
The above, represented in Figure 4, will hold for the general cases, where the distance
between the branch is lower than the distance between the segment.

• Number of branches: Adding or removing branches to the same node or along the
power line will represent an increase or decrease, respectively, in the number of path
delays as shown in Figure 5.

It should be noted that changes in impedances, produced directly by the network loads
or indirectly by topology changes, do not influence the path delays. However, since the
signals’ attenuation is affected, it could impact the significant path delay profile if the signal
levels fall below the receiver’s sensitivity. Due to the reciprocity of the path delay, the loss
of this multipath component will occur in both the transmitter and receiver simultaneously.
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Figure 2. CIR of the link between two given communicating devices, A and B, in a T network with a
termination point D.
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Figure 3. CIR for (a) increase and (b) decrease in distance between the transmitter and receiver.
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Figure 4. Response of path delay impulses for (a) increase and (b) decrease in the branch length.
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Figure 5. Response of path delay impulses with the increase in branching points.

3.1.3. Path Delay Detection Resolution

The PLC channel multipath delays can be identified by the corresponding CIR. Ac-
cordingly, the path delays detection resolution is highly related to the accuracy of the
CIR, which is proportional to the used sampling frequency. Therefore, by increasing the
sampling frequency, the path delays detection resolution can be improved, which increases
the possibility to detect all the available paths, even the ones generated by near nodes.

To clarify the above, let us consider a scenario, such as the one in Figure 6, where a
single cable connects nodes A, B, and E in a daisy chain. Let dAB be the distance between A
and B, and dBE be the distance between B and E, with |dAB | < |dBE |. We define Fsamp as the
sampling frequency, C as the speed of light, vp = 0.6 C as the power line signal propagation
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speed, and d as the detection resolution in meters. Here, the detection resolution is defined
as the minimum distance between two detected adjacent nodes.

A B E

Figure 6. A Simple daisy chain connection with three nodes.

The propagation times for the direct path (A → B) and the second path (A → B →
E→ B) can be computed as t0 = dAB /vp and t1 = (dAB + 2 dBE)/vp, respectively. In order
to detect both paths at node B, a minimum sampling time of Tsamp ≤ (t1 − t0) is needed.
Otherwise, the second path will not be detected. Consequently, the Fsamp needed to detect
both paths must satisfy the following:

1
Fsamp

≤ (t1 − t0)

≤
2 dBC

vp
. (1)

The above inequality can be rewritten as follows:

dBC ≥
vp

2 Fsamp

≥ 0.3 C
Fsamp

. (2)

Hence, for a given sampling frequency Fsamp , the minimum distance between two
detected nodes is equal to:

d =
0.3 C
Fsamp

, (3)

which provides us with the path delay detection resolution that can be used to evaluate the
limits of a PLC system in detecting adjacent nodes. Existing PLC standards use bandwidths
extending from a few kHz on the NB-PLC solutions to the MHz of the BB-PLC [7]. As
expected, Equation (3) confirms in a precise manner that the detection resolution value
increases by decreasing the sampling frequency; therefore, BB-PLC obtains a better detec-
tion accuracy—it could be in the range of a few meters or even centimeters. For instance, a
very high sampling frequency above 200 MHz [49,50] would yield a detection resolution d
below 50 cm.

3.2. PLC Multipath Channel Model

A set of four scenarios, presented in Figure 7 and capturing the major different theoret-
ical behaviors of multipath delays introduced in the previous section, are used to simulate
the impulse responses. The PLC time-domain model introduced in [8] is used to generate
the corresponding path delays and gains for each of the scenarios.

Let us start analyzing the first scenario that is presented in Figure 7a, the baseline
scenario, where a node A is connected directly to a node B, without any discontinuity. For
this configuration, the signal follows a first direct path (A → B) and a virtually infinite
number (i = 1, . . . , ∞) of secondary paths arising from the signal bouncing between A and
B i times. That is, for the first direct path, when i = 0, we have the path (A→ B). Then, for
the second path (first bounce, i = 1), we have (A→ B→ A→ B), etc. Let LXY denote the
general distance between two given nodes X and Y, α denote the propagation attenuation
coefficient per power line length unit, ρX denote the reflection attenuation coefficient at
node X, and δX denote the discontinuity attenuation coefficient at node X.

By considering the different aforementioned attenuations, the corresponding path
lengths li and weights gi for Scenario 1 can be given by Table 2—we decided to stop
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tabulation at i = 9, considering the remaining secondary paths contributions as negligible;
an assumption supported by the standard equations for attenuation.

Table 2. Power delay profiles of the (N = 10) first arrived paths for the different scenarios.

# Path Type Path Index li gi

1 A-B-i(B-A-B) i ∈ [0, 10] LAB (1 + 2i) (1− αLAB )
2i+1

(1− ρA )
i
(1− ρB )

i

2

A-C-B i = 0 LAB (1− αLAC ) (1− αLCB ) (1− δC )

A-C-A-C-B i = 1 3LAC + LCB (1− αLAC )
3
(1− αLCB ) (1− ρA ) (1− ρC ) (1− δC )

A-C-D-C-B i = 2 LAC + 2LCD + LCB (1− αLAC ) (1− αLCD )
2
(1− αLCB ) (1− ρD ) (1− δC )

2

A-C-A-C-A-C-B i = 3 5LAC + LCB (1− αLAC )
5
(1− αLCB )(1− ρA )

2
(1− ρC )

2
(1− δC )

A-C-D-C-A-C-B i = 4 3LAC + 2LCD + LCB (1− αLAC )
3
(1− αLCD )

2
(1− αLCB )(1− ρA )(1− ρD ) (1− δC )

3

A-C-A-C-D-C-B i = 5 3LAC + 2LCD + LCB (1− αLAC )
3
(1− αLCD )

2
(1− αLCB )(1− ρA )(1− ρC ) (1− ρD ) (1− δC )

2

A-C-B-C-B i = 6 LAC + 3LCB (1− αLAC ) (1− αLCB )
3
(1− ρB ) (1− ρC ) (1− δC )

A-C-D-C-D-C-B i = 7 LAC + 4LCD + LCB (1− αLAC ) (1− αLCD )
4
(1− αLCB ) (1− ρC ) (1− ρD )

2
(1− δC )

2

A-C-A-C-B-C-B i = 8 3LAC + 3LCB (1− αLAC )
3
(1− αLCB )

3
(1− ρA ) (1− ρB ) (1− ρC )

2
(1− δC )

A-C-B-C-A-C-B i = 9 3LAC + 3LCB (1− αLAC )
3
(1− αLCB )

3
(1− ρA ) (1− ρB ) (1− δC )

3

3

A-C-B i = 0 LAB (1− αLAC ) (1− αLCB ) (1− δC )

A-C-A-C-B i = 1 3LAC + LCB (1− αLAC )
3
(1− αLCB ) (1− ρA ) (1− ρC ) (1− δC )

A-C-D-C-B i = 2 LAC + 2LCD + LCB (1− αLAC ) (1− αLCD )
2
(1− αLCB ) (1− ρD ) (1− δC )

2

A-C-A-C-A-C-B i = 3 5LAC + LCB (1− αLAC )
5
(1− αLCB )(1− ρA )

2
(1− ρC )

2
(1− δC )

A-C-D-C-A-C-B i = 4 3LAC + 2LCD + LCB (1− αLAC )
3
(1− αLCD )

2
(1− αLCB )(1− ρA )(1− ρD ) (1− δC )

3

A-C-A-C-D-C-B i = 5 3LAC + 2LCD + LCB (1− αLAC )
3
(1− αLCD )

2
(1− αLCB )(1− ρA )(1− ρC ) (1− ρD ) (1− δC )

2

A-C-B-C-B i = 6 LAC + 3LCB (1− αLAC ) (1− αLCB )
3
(1− ρB ) (1− ρC ) (1− δC )

A-C-D-C-D-C-B i = 7 LAC + 4LCD + LCB (1− αLAC ) (1− αLCD )
4
(1− αLCB ) (1− ρC ) (1− ρD )

2
(1− δC )

2

A-C-A-C-E-C-B i = 8 3LAC + 2LCE + LCB (1− αLAC )
3
(1− αLCE )

2
(1− αLCB )(1− ρA )(1− ρC ) (1− ρE ) (1− δC )

2

A-C-E-C-E-C-B i = 9 LAC + 4LCE + LCB (1− αLAC ) (1− αLCE )
4
(1− αLCB ) (1− ρC ) (1− ρE )

2
(1− δC )

2

4

A-B i = 0 LAB (1− αLAB )

A-B-F-B i = 1 LAB + 2LBF (1− αLAB ) (1− αLBF )
2
(1− ρF ) (1− δB )

A-B-F-B-F-B i = 2 LAB + 4LBF (1− αLAB ) (1− αLBF )
4
(1− ρB ) (1− ρF )

2
(1− δB )

A-B-F-B-F-B-F-B i = 3 LAB + 6. ∗ LAB (1− αLAB ) (1− αLBF )
6
(1− ρB )

2
(1− ρF )

3
(1− δB )

A-B-A-B i = 4 3LAB (1− αLAB )
3
(1− ρA ) (1− ρB )

A-B-A-B-F-B i = 5 3LAB + 2LBF (1− αLAB )
3
(1− αLBF )

2
(1− ρA ) (1− ρB ) (1− ρF ) (1− δB )

A-B-F-B-A-B i = 6 3LAB + 2LBF (1− αLAB )
3
(1− αLBF )

2
(1− ρA )(1− ρF )

2
(1− δB )

2

A-B-F-B-A-B-F-B i = 7 3LAB + 4LBF (1− αLAB )
3
(1− αLBF )

4
(1− ρA ) (1− ρF )

2
(1− δB )

3

A-B-A-B-F-B-F-B i = 8 3LAB + 4LBF (1− αLAB )
3
(1− αLBF )

4
(1− ρA ) (1− ρB )

2
(1− ρF )

2
(1− δB )

A-B-A-B-A-B i = 9 5LAB (1− αLAB )
5
(1− ρA )

2
(1− ρB )

2

Accordingly, we developed a script to exhaustively identify the significant paths and
the corresponding delays and gains for each scenario. Using the same analysis, we have
evaluated the power delay profiles of the remaining scenarios, as presented in Table 2 and
Figures 8–11.
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Figure 7. PL System connection scenarios: (a) Scenario 1, (b) Scenario 2, (c) Scenario 3, and
(d) Scenario 4.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Time [us]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

N
o
rm

a
liz

e
d
 C

IR
 M

a
g
n
it
u
d
e

Quantization Threshold

0  0  0  0  0  1  0  0  0  0  0  0  0  0  0  0  1 0  0  0  0  0  0  0  0  0  0  0 0  0  0  0  0  0  0  0  0  0  0  0

Figure 8. CIR of Scenario 1.
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Figure 10. CIR of Scenario 3.
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Figure 11. CIR of Scenario 4.

4. Physical Layer Identification Scheme Description

Based on the PLC multipath characteristics and modeling presented in the previous
section, we introduce an accurate physical layer identification scheme (PL ID) for the
fingerprinting of the different links between the nodes existing on the grid, implemented by
leveraging a realistic imperfect CSI. In a nutshell, the proposed method entails employing
multiple successive estimated CIRs over time to minimize noise effects [51,52]. In fact, it is
known that the PLC channel is slow fading and therefore almost invariable in time. We
assume that the channel estimation error follows a random distribution with zero mean,
i.e., on any collected data point, the channel estimation error can be a negative or a positive
value, but their sum adds up to an absolute value close to zero. As a result, the average of
the different CIRs can be used to reduce the channel estimation errors.

Accordingly, we present in Algorithm 1 the PL ID scheme, which consists of the
following three main Steps:

• Step 1: Consisting of a channel probing, using initial signaling and synchronization
between the corresponding nodes of the considered link. In particular, by using
NObs received signals, the relevant CIRs ĥ(n), n ∈ {1, ..NObs} should be estimated.
While node access control is outside the scope of this contribution, we assume that all
legitimate nodes are registered and synchronized in the considered local network to
accurately estimate the corresponding CIRs.

• Step 2: In this Step, the channel estimation error can be reduced by averaging the
NObs estimated CIRs. This error minimization is crucial to offer accurate PL ID as well
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as to increase the received SNR, and hence to improve the data transmission quality
in general.

• Step 3: A standard quantization can be used in this final Step to generate the PL ID.

Figures 8–11, show the corresponding normalized CIR magnitudes for the four scenar-
ios previously presented.

Algorithm 1 PL Identification Scheme.

1: Inputs: PL ID Length: IDLen
2: Sampling Time: TS
3: Quantization Threshold
4: Number of observations: NObs
5: Received Signals: y(n), n ∈ {1, ..NObs}
6: Step 1: Channel Probing
7: Estimation of the different NObs CIRs: ĥ(n)
8: Step 2: Minimizing the Channel Estimation Error:

9: h̃ =

NObs
∑

n=1
ĥ(n)

NObs
10: Step 3: CIR quantization to generate the PL ID.

5. Simulation Results and Discussion

Without loss of generality, we have considered Scenario 4 of Figure 7d, presented in
Section 3.2, to evaluate the numerical results and advantages of the proposed power line
identification scheme and its potential application. The simulations were carried out in
Matlab R2022a, with the following parameters: LAB = 416, LAC = 100 m, LCB = 316 m,
LCD = 170 m, LCE = 300 m, LBF = 70 m, α = −30 dB/m, ρX = −20 dB, δX = −10 dB,
TS = 0.5 us, the PL ID length = 32, and the average PLC noise range from 50 dBuV to
110 dBuV [14,51–53]. Figure 12 presents the normalized CIR for the proposed scheme,
as well as the perfect and imperfect normalized CIRs. The cited figure shows that the
proposal outputs almost the same result as that of a perfect CIR, which yields an accurate
CIR estimation, and hence an accurate PL ID.

To assess the performance and the accuracy of the proposed scheme, we present in
Figure 13 a comparison of the successful path detection probability (SPDP) between the
proposed scheme and the related work in [6] that represents the most relevant technique in
the literature. In particular, the cited authors have introduced a CIR quantization for PLS
Key generation. We follow a similar approach, enhancing the CSI accuracy to provide PL
link identifications. We will refer to the cited solution as PT scheme (from the surnames of
the authors: Passerini and Tonello).

The SPDP is defined as the probability that the number of detected paths is larger
than or equal to a given path detection threshold (PDth). As shown in the cited figure, the
SPDP of the proposed scheme is higher than that of the PT scheme for all the different path
detection thresholds. As expected, the SPDP increases when PDth decreases. In addition,
the figure shows that an average gain (in terms of noise power) of more than 15 dB can be
reached by using the proposed scheme to offer the same SPDP as the PT scheme. In fact, for
a given SPDP, e.g., 0.9, and a given PDth = 90%, the PT scheme can offer the target SPDP
when the noise power is equal to or less than 71 dBuV. However, the proposed scheme is
able to offer the same SPDP, when the noise power is equal to or less than 89 dBuV, with a
noise power gain of 18 dB. These results confirm the robustness and the accuracy of the
proposed scheme, even for noisy PLC environments.



Energies 2022, 15, 6055 14 of 19

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Time [0.5 us]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

N
o

rm
a

liz
e

d
 C

IR

Perfect CSI

Imperfect CSI

Proposed Paths Detection Scheme

Figure 12. CIR variation in the proposed scheme, as well as for the perfect and imperfect CSIs.
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Figure 13. Comparison of the SPDP for the proposed scheme and the PT scheme vs. noise power, for
Nobs = 100, and for different values of path detection threshold (PDth).

In Figure 14, we present the Successful Path Detection Gain (SPDG) trade-off between
our proposal and the PT scheme for different values of the transmission delay. The SPDG
is defined as the difference between the proposal’s successful path detection probabilities
and the PT scheme in percentage units. For the transmission delay, and without loss of gen-
erality, we have considered the OFDM symbol duration within PRIME technology, which
is equal to 2.048 ms [54]. In accordance with the proposed scheme, for a given number of
observations (NObs ), the same number of OFDM symbols is needed to estimate and conduct
the NObs CIRs average. Consequently, a delay of NObs times the considered OFDM symbol
duration can be observed. For the conducted simulations, different observation values are
used, e.g., NObs = {2, 5, 10, 20, 50, 100}, and hence the different corresponding transmis-
sion delays, 4.09, 10.24, 20.48, 40.96, 102.4, and 204.8 ms, are presented. As shown in the
cited figure, for the different observation numbers/transmission delays, when increasing
the noise power the SPDG increases until it reaches a given maximum, then it decreases and
converges to a null value. To explain the observed behavior, let us define the noise power
efficient range as the range of noise power, between NPmin and NPmax , where the proposed
scheme offers better performance than the PT scheme in terms of SPDP. For a noise power
level less than NPmin , the noise effect on the channel estimation accuracy is negligible for
both schemes—the SPDP having reached the value 1 for both cases, as shown in Figure 13.
In this case, no gain in terms of successful path detection can be observed—the SPDG is
null. However, by increasing the noise power, with values larger than NPmin , our proposal
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outperforms the PT scheme, as the increase in the SPDG shows. This is due to the fact that
the proposal provides a better reduction in the channel estimation error when compared
to the case of the PT scheme. Then, by further increasing the noise power, the gain of the
proposed scheme with respect to the PT scheme is progressively reduced, reaching the
value zero. This is because a higher noise power value significantly affects the accuracy of
both schemes in terms of SPDP, which reaches zero for both schemes for noise power larger
than or equal to NPmax . Hence, no difference between the performance of the two schemes
can be observed in this case due to the significant signal-to-noise ratio (SNR) degradation.
In addition, the cited figure shows that the noise power efficient range and maximum SPDG
increase with the increased number of observations, which is expected. On the other hand,
using a large number of observations, the solution enhances the accuracy of the estimated
CIR, by reducing the channel estimation error, yielding a significant gain with respect to
the PT scheme. On the another hand, increasing the number of observations results in a
transmission delay. However, this delay can be ignored, as the potential applications of
the proposed scheme generally do not require a real-time response. Moreover, the cited
delays are in the order of ms. As an example, in Figure 14, it can be noted that, for a
transmission delay of only 204.8 ms, a noise power efficient range of 30 dB with a successful
path detection gain of more than 90% can be observed.
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Figure 14. Successful path detection gain (SPDG) vs. transmission delay, with respect to the
PT scheme.

In Figure 15, we present the variation in the bit mismatch rate (BMR) vs. the noise
power for different numbers of observations: 2, 5, 10, 20, 50, and 100. In this work, the
BMR is defined as the difference ratio in terms of bits between the PL ID, given by the
proposed scheme, and that given by the perfect CSI. As shown in the cited figure, by
increasing the number of observations, we can easily reduce the CIR errors and hence
the BMR. This is because, as explained for Algorithm 1, by increasing the number of
observations, the average channel estimation error decreases, and hence a reduction in the
channel estimation error can be observed. Additionally, it is shown that the BMR increases
in response to noise and achieves its maximum of 0.8 for this particular scenario. This limit
is the result of the effect of saturation in the generated PL ID in combination with the fixed
parameter of 20% of bits of ones used in the simulation.



Energies 2022, 15, 6055 16 of 19

50 60 70 80 90 100 110

Noise Power [dBuV]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

B
M

R

CIR-based Scheme [6]

Proposed Paths Detection Scheme

100

50

20

10

 2

 5

Figure 15. BMR variations for the proposed scheme and the PT scheme, with different number of
observations: 2, 5, 10, 20, 50, and 100.

6. Conclusions

In this paper, we have proposed a PLC physical layer identification scheme that is
effective even under imperfect channel state information conditions. The solution reduces
the CIR estimation error produced by the noise affecting a power line, hence offering a
highly successful path detection probability. The results show an accurate physical layer
identification of the links connecting the PLC nodes in the network, even under high
noise levels. In particular, with respect to similar solutions using CIR quantization, the
proposal enjoys a path detection gain of more than 80% when the noise power ranges
between 80 dBuV and 90 dBuV. For noise levels below 80 dBuV our solution provides
100% accuracy. This significant improvement in the path detection ability can enable
multiple applications that take advantage of the information provided by the PLC signals.
Moreover, to the best of our knowledge, the proposed scheme is the first one that tackles the
PLC channel estimation error to provide an accurate physical layer identification scheme
under the assumption of an imperfect CSI. Finally, other than being interesting on its own,
the proposed contribution could also pave the way to further research and applications in
the PLC domain.
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