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Abstract: The era of Industry 4.0 is characterized by the use of new telecommunications ICT tech-
nologies and networking of the economy. This results in changes both in the way businesses operate
and in customer expectations of products offered on the market. The use of modern ICT technologies
has made it possible to create cyber-physical systems based on intelligent machines and devices
that communicate with each other in real time and allow the integration of resources from different
companies to carry out joint production projects. Today’s consumer expects products tailored to their
needs and expectations. These expectations can be met by leveraging the potential of highly special-
ized manufacturing service companies centered around e-business platforms. The article presents
the results of research using bibliometric analysis and the results of surveys conducted among small
and medium-sized enterprises. The concept of e-business platforms supporting rapid prototyping
of temporary networks of companies capable of manufacturing personalized products in the envi-
ronment of Industry 4.0 is presented. The task of the platform is to integrate a customer expecting
personalized production with a network of companies having adequate production resources.

Keywords: cyber-physical networks; Industry 4.0; small and medium enterprises; personaliza-
tion; servitization

1. Introduction

The Fourth Industrial Revolution introduces new changes in industry, economy and
society [1]. Companies operating in today’s market are beginning to understand the need
for change, especially in the use of modern communication technologies and building
a competitive advantage on the market through innovative action. The combination of
industrial technologies with modern information and communication technologies (ICT)
is the basis of concept proposed by German experts called Industry 4.0 (I 4.0) [2]. This
concept is the result of the need to increase the level of industrial production in Western
Europe (independence from production coming from the markets of the Middle East) on
the one hand, and on the other hand the opportunities offered by the process of digitization
and networking of the economy [3]. The Industry 4.0 concept is understood as a joining
of intelligent resources and enterprise systems, as well as the introduction of changes in
production processes’ management which are able to increase production efficiency and
flexibility and guarantee a high level of production personalization [4].

Industry 4.0 is called the Fourth Industrial Revolution and is understood as using
intelligent technologies in companies and a new approach to people’s lives in which mobile
devices play an important role in communication. Social networks and unlimited access to
information increase consumers’ awareness, which results in their growing requirements
from products offered on the market [5]. In this case, a modern and innovative approach is
needed in the production management of both the enterprise and the network of enterprises
that will radically increase flexibility, productivity and customer orientation [6]. According
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to Reischauer, the Industry 4.0 concept is understood as “policy-driven innovation dis-
course in manufacturing industries that aims to institutionalize innovation systems that
encompass business, academia, and politics. This view clarifies the core identity of Industry
4.0, the intended outcome of Industry 4.0, and the stability of this intended outcome” [7].

Today’s customers expect tailor-made products, according to their personal prefer-
ences and needs. They expect an impact on the configuration of manufactured products,
but at the same time they require a price similar to the products offered in mass produc-
tion [8,9]. Products are expected to be better tailored to the needs of consumers and even
involve them in the design and manufacturing of products through B2C systems. There is
a growing demand for personalized products [10].

This means that there is a need for changes in the functioning of modern companies,
which must change the business model and focus on the development of service offerings
as a complement to the product offerings. In the organization and management sciences,
more and more attention is being paid to the importance of services in the production
process of goods. Adding services to the modus operandi of modern companies in order to
create additional value for the customer is defined as “servitization” [11] or “service infu-
sion” [12,13]. Servitization helps build better customer–manufacturer interaction, makes
better use of resources, and provides networking opportunities [14]. This may particularly
concern the sector of small and medium enterprises which, unlike large enterprises with
great development potential, see an opportunity for development in the conditions of
Industry 4.0 in cooperation and narrow specialization [15]. Creating network forms of
cooperation is not only an excellent opportunity for manufacturing personalized products
and services, but also for dynamizing business models within the concept of Industry
4.0 and a chance to increase the competitiveness of enterprises. The idea of a production
network means generating common production orders using fully automated processes
of individual network partners, where communication takes place via the internet, and
the necessary data is stored in the cloud (cloud computing). The cooperation within the
network covers the whole chain of creating value for the customer—from designing the
product, through its manufacturing, delivery and use together with offering complemen-
tary services (servitization). In the literature, this type of network is also called “Innovative
Manufacturing Network of Smart Factories” [16], “Virtual Enterprise Network” [17], “Mod-
ular Production Networks” [18] or “Network of Enterprises” [19]. However, focusing on
services for networks and development of own know-how requires solving a number of
problems resulting from a lack of business models of cyber physical networks of small and
medium enterprises [20].

Hence, there is a need for research in the development of business models and concepts
for the formation of networks using intelligent resources for the realization of specific
personalized products in interaction with the customers. The article emphasizes the need
to create e-business platforms that bring together, on the one hand, enterprises offering
services and resources for joint implementation of customized production and, on the other
hand, customers expecting products tailored to their needs. The main aim of the article
is to present the concept of an e-business platform supporting the rapid prototyping of
temporary enterprise networks capable of producing personalized products in the Industry
4.0 environment. Furthermore, the article proposes a concept of a methodology for rapid
network prototyping that guarantees personalized production orders’ execution according
to customer specifications. In the paper the following hypothesis: “The organization of
e-business platforms of small and medium-sized enterprises will allow the integration of
enterprise resources for the formation of cyber-physical networks under the conditions of
the fourth industrial revolution” is considered.

2. Challenges of the Fourth Industrial Revolution—State of Research

Industry 4.0 is based on the application of intelligent machines, robots, means of
transport and equipment within the cyber-physical system, which contains all activities of
product development (product conceptualization, virtual documentation creation, virtual



Energies 2021, 14, 5273 3 of 17

designing, 3D model printing, laboratory and industrial testing, modelling and simulation
and lastly production in the real environment) [21]. In addition, the Industry 4.0 concept
uses advanced computer-aided systems for design, production management, logistics, sales,
service and recycling of products. Dynamic integration of intelligent and autonomous
modules of the entire process of production preparation, production and delivery of the
product to the customer takes place using IoT technology and information stored in big data
and cloud computing. At the same time, a high level of high-efficiency production processes
and the meeting of customer expectations is ensured [22]. The Industry 4.0 concept is aimed
at significantly improving production efficiency by better using the available resources of
enterprises within network cooperation and supply chains [23–25].

Industry 4.0 means the technical integration of all components of cyber-physical
systems (CPS) in production and logistics processes through using the Internet of Things
(IoT) and the Internet of Services (IoS) [26]. The Industry 4.0 concept requires new business
models, reorganization of service and work processes and changes in value chains [27–29].

Under the conditions of the Fourth Industrial Revolution, there is a shift in the manu-
facturing paradigm towards customized production [30]. The need for customer orienta-
tion and offering customers highly personalized products at low prices means the need
to change the existing strategies of enterprises. Successively, there is a greater level of
interaction between the producer and the customer. Customers are more and more often
involved in the creation and even final assembly of a product (e.g., IKEA). In terms of
personalization, there are several basic dimensions [31]:

1. One-customer market—personalization is implemented at the individual level so that
the customer feels that they are the exclusive or preferred recipient of the service
or product.

2. Mass effectiveness—mass customized products are not completely new, as in the case
of craft production. In this model, the idea is to customize the product to individual
preferences, but with limited fulfillment costs [32].

3. Customer co-creation—companies in today’s economy are forced to continually adapt
due to increasingly complex and turbulent market conditions. Customer involvement
in the design process should not be considered in terms of cost minimization but
the chance to obtain higher value. Personalization, in this case, means active interac-
tion with customers. In this case, creating new experiences and building customer
satisfaction is more important than just creating a physical product [33].

4. User experience—producers should better understand the hidden needs of the cus-
tomers instead of the standard exploration of the market potential. Personalization
requires that the product be adaptable and configurable in every dimension, i.e.,
basic structure, design or packaging. It means better meeting the expectations of the
individual preferences of the customer [34].

5. Customer-centric companies mean a personalized approach to production. By better
integrating the supply chain with the customer, it is possible for the customer to
design products online. A highly flexible supply chain will allow for unit production,
but on an industrial scale in real-time. This means adopting a production strategy to
order, which will lead to very short production lead times and the use of machines
with short changeover times [35]. The supply of raw materials and semi-finished
products will be based on demand forecasts derived from the demand. Machines
will be designed to minimize setup times to accommodate changes in demand, batch
sizes, specifications and other parameters [36].

Industry 4.0, by offering incredible technological developments, makes the boundaries
between products and services increasingly blurred, enabling a company to transform from
a product-based to a service-oriented approach [37]. Servitization represents a significant
change in a company’s business model, making service activities an engine of growth for
the company. The infusion of services takes place when the importance of the services
offered increases in relation to the product offer [38].
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The concept of servitization usually encompasses enterprises that produce goods to
which services are additionally provided. In manufacturing companies, it involves the
development and delivery of new services or complex systems that integrate the goods
and services provided (product and service solutions). The manufacturing enterprise is
moving from exchanging goods with the customer to providing complex solutions [39]. For
manufacturing companies, servitization implies a significant change in the perception of
the business being run and the vision of its future shape. It is about shifting from a model
that focuses on the physical, one-off product sold (possible repairs) to one that relies on
regular services around that product [40]. With increasingly complex, high-tech equipment,
customers are relying more than ever on their product vendors for expert service. Instead
of focusing solely on selling a product, manufacturers are reinventing their strategy to meet
the growing needs of customers, resulting in the sale of an entire service system around
the product.

Servitization requires significant changes in many areas of a company’s operations,
and often requires a change in its business model. The product must be seen as a plat-
form for providing a service. It must be accompanied by solutions that customers want.
Indeed, these solutions are often captured in product–service systems and product–service
combinations [41]. Customers only derive value from them if they actually receive the
service—hence, the concept of use value. Servitization can be understood as the process of
building revenue streams for producers from services. There are three levels of it that can
be offered by producers [42]:

Level I: basic services—goods and spare parts, once they leave the factory, cease to be
a problem for the manufacturer; at the same time, they also cease to be a source of revenue.

Level II: intermediate services—product repair, maintenance, overhaul, technical as-
sistance, training, condition monitoring, and product maintenance provide manufacturers
with a constant source of revenue.

Level III: advanced services—take after-sales services to a higher level of customer
interaction, they are more relationship and customer-oriented than just selling and main-
taining the product. In many cases, advanced services are provided in a subscription model
in which the customer pays, for example, for hours of music listened to or pages printed.

The potential benefits of competing through advanced services are increased rev-
enues and profits, better alignment with customer needs, enhanced product innovation,
building new revenue streams, increased customer loyalty and setting higher barriers
to competition [43]. Servitization is usually a subscription model and can be applied to
most industries. It is a way to keep companies profitable and competitive in an era where
the financial aspects of design and production are increasingly threatened by emerging
markets and the life cycle of manufactured products, which is expected to lengthen due
to environmental considerations. The need to include additional services, including con-
sulting, is to improve the efficiency and profitability of the company [44]. Producing
personalized products and incorporating services into their offerings is designed to meet
customer needs [45,46].

3. Materials and Methods

Bibliometric analysis and survey research on a selected group of Polish small and
medium-sized enterprises were used to prove the need for research in the field of orga-
nization of e-platforms and business models of cooperation of small and medium-sized
enterprises within cyber-physical networks.

Bibliometric analysis is a method used to observe the development of science, man-
ifested, inter alia, by creating a network of research connections and the emergence of
new, multidisciplinary fields of science. It allows you to identify the internal logic of the
development of science [47]. The use of this method in the article made it possible for
the reliable assessment of the research results to date and the number of publications and
quotations in the analyzed area of research. The bibliometric analysis was conducted within
the systematic literature review (SLR) steps [48]. They focus on classification of research
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contributions and subjective criteria for selecting papers. The search for scientific publi-
cations was conducted using the Web of Science (WoS) core collection and Scopus. Based
on the methodology adopted in the study, the following steps were proposed: planning,
implementation and reporting (Figure 1).

Figure 1. Bibliometric analysis based on methodology SLR. Source: own study.

The search was divided into three stages, each of which led to specific results, thereby
increasing knowledge of industrial networks, SME and Industry 4.0. The different stages
of the search along with the results they led to are shown in Figure 2.

The bibliometric analysis was intended to provide answers to the following questions:

1. Do authors dealing with industrial networks link this concept to Industry 4.0?
2. Do authors studying the SME sector describe the implementation of Industry 4.0 for

this sector?
3. Do the authors dedicate industrial networks to SME?

Furthermore, the research material consisted of the results of a pilot survey conducted
among Polish production enterprises from the SME sector. The conducted research con-
cerned small and medium-sized production enterprises representing the metalworking
sector. The processes which characterized this sector involved shaping and reshaping
metals to create useful objects, parts, assemblies, and different structures. The research was
conducted in the period from September 2018 to January 2019. The research was carried
out using the CAWI method (computer-assisted web interview), and 50 enterprises took
part in the survey (the sample was purposive). All small and medium enterprises agreed
to fill the questionnaire and participated in the survey. The only criterion for selecting
companies for the study was their size and sector of industry (production). The question-
naire was validated. The pilot surveys were conducted among 15 experts of production
management. The questionnaire was revised with their comments. The questionnaire
consisted of 12 questions. For the presentation of the results, several answers were selected



Energies 2021, 14, 5273 6 of 17

that identified expectations and barriers related to the introduction of the Industry 4.0
concept and future cooperation of small and medium-sized enterprises. The main purpose
of the survey was to demonstrate the need to develop the concept of rapid prototyping
of cyber-physical production networks and the terms of cooperation within the network
proposed in the article.

Figure 2. Search stages with results. Source: own elaboration.

4. Results
4.1. Bibliometric Analysis—Results

The body of knowledge related to SME research, industrial networks and Industry
4.0 is spreading significantly. The bibliometric analysis focused precisely on these three
thematic/research areas. The focus was exclusively on academic articles, published be-
tween 1990 and 2020, in English. The beginning of the search period was defined as 1990,
as this was the beginning of the Third Industrial Revolution, in which automation played a
major role, enabling industrial networks.

For each research area, articles were searched under the category “Topic” (TS), which
includes title, abstract, keywords defined by the authors; and “KeyWords Plus” (words
and phrases extracted from the titles of cited articles). This allowed us to show the number
of publications from each area. In the further part of the analysis, the search was narrowed
down to articles in which the authors indicated as keywords (AK): industrial networks,
SME and Industry 4.0, which guarantees the concentration of the article around this specific
topic. The research areas were then combined to see how many articles were published in
relation to “industrial networks AND Indsutry 4.0”, “SME AND Industry 4.0”, and “SME
AND industrial networks”. Detailed search data are included in Table 1.
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Table 1. Detailed search data from Web of Science and Scopus databases.

Database

Web of Science Scopus

Year range 1990–2020 1990–2020
Languages English English

Type of document Article Article
Field Tags: Number of articles

“Industrial networks”
TS = “industrial networks” 432 836
AK = “industrial networks” 114 387

“SME”
TS = “SME” 8.995 22.111
AK = “SME” 1.990 8.647

“Industry 4.0”
TS = Industry 4.0 5.371 3.877
AK = Industry 4.0 1.220 2.615

Advanced Search
TS = “industrial networks” AND “Industry 4.0” 22 30
AK = “industrial networks” AND “Industry 4.0” 2 7

TS = “SME” AND “Industry 4.0” 44 138
AK = “SME” AND “Industry 4.0” 11 55

TS = “SME” AND “industrial networks” 5 16
AK = “SME” AND “industrial networks” 0 2

Of the three research areas searched, the largest group were articles relating to small
and medium enterprises (WoS—TS:8.995, AK: 1.990; Scopus—TS: 22.111, AK:8.647). A
smaller group were articles on Industry 4.0 (WoS—TS:5.371, AK; 1.220; Scopus—3.877;
AK: 2.615). The smallest group was the articles from the field of “industrial networks”
(WoS—TS: 432, AK: 114; Scopus—TS: 836, AK: 387).

Through the bibliometric analysis, it was found that industrial networks are combined
with Industry 4.0, which is due to the fact that Industry 4.0 technologies are dedicated to
this type of collaboration. Although the research area of SMEs is the largest, the issues of
industrial networks and Industry 4.0 are rarely addressed in relation to SMEs; this indicates
a definite research gap.

The final stage of the bibliometric analysis was a qualitative analysis of the articles
that were extracted during the advanced search. It provided information—what issues are
addressed by their authors. Thus, for the search:

• AK = “industrial networks” AND “Industry 4.0” (2 and 7 articles)—the following
issues were identified: Data management, teaching and learning, internet of things,
Blockchain, Cybersecurity, Digital twin, Digitalization, Supply chain, Command and
control, covert channel, data exfiltration, stealth attacks, Distributed Systems, Internet
of Things, manufacturing, data management, Performance analysis.

• AK = “SME” AND “Industry 4.0” (11 and 55 articles)—the following issues were identi-
fied: production control, smart manufacturing, innovation, digitalization, automation,
internet of things, simulation and modeling, e-Services, Supply Chains, Business
Model, Mass customization, innovation, Internet of things, Cyber physical systems.

• AK = “SME” AND “industrial networks” (0 and 2 articles)—the following problems
were identified: cluster, collaboration, Productivity.

4.2. Results of a Survey of Small and Medium-Sized Enterprises

On the basis of the survey, key problems and expectations of selected companies were
identified, which include the implementation of the Industry 4.0 concept in their strategy.
On the one hand, the surveyed companies plan to adapt to Industry 4.0 technology in
the future, and on the other hand, they do not have a strictly developed implementation
plan (92% of respondents). Interesting from the point of view of the concept proposed
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in the article are the results concerning the expectations of SMEs that can support the
implementation of the Industry 4.0 concept (Figure 3):

• Professional IT systems (platforms) to support networking of enterprises (80% of respondents).
• Business models dedicated for network cooperation of SMEs (72% of respondents).
• Training on how to implement Industry 4.0 (67% respondents).
• Europeanprogramssupportingthe Industry4.0 technologies’ implementation(55% respondents).

Figure 3. Expectations of SMEs that can support the implementation of the Industry 4.0 concept.
Source: own elaboration.

They also indicate the main concerns related to the implementation of Industry
4.0 technology (Figure 4):

• High consulting costs in the field of new technologies (78% respondents).
• Low level of return of investment (75% respondents).
• Lack of qualified employees in the field of new technologies (67% of respondents).
• Lack of knowledge about technologies dedicated to Industry 4.0 (65% respondents).
• Problems with cooperation within networking (55% respondents).
• Low level of automation and digitization of production (45% respondents).

Figure 4. The main concerns of the Industry 4.0 technologies’ implementation. Source: own elaboration.

Moreover, the surveyed companies, in general, are concerned about networking. The
main problems with network cooperation were indicated as follows (Figure 5):

• Low level of cybersecurity for network cooperation (79% respondents).
• Lack of effective business models for the cooperation of small and medium enterprises

(72% respondents).
• Logistical problems (67% of respondents).
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• Disloyalty of network partners (45% of respondents).
• Difficulties in searching for partners for the networks (41% of respondents).
• Problem with co-responsibility for product quality (34% of respondents).

Figure 5. Main problems with network cooperation. Source: own elaboration.

5. Discussion
5.1. Business Model of the Network of Cooperating Enterprises of Industry 4.0

The ongoing development of a knowledge-based economy expressed in an intensive
transfer and diffusion of innovations has a significant impact on changes in business models
and business processes [49]. New forms of competitiveness and cooperation are emerging.
This means that today’s enterprise must abandon the patterns of the past and move from
the old rules of operation envisioned for a resourceful enterprise to the formula of an
intelligent, virtual and networked enterprise. The creation of network forms of cooperation
is an excellent opportunity to dynamize business models within the concept of Industry
4.0 and a chance to increase competitiveness of enterprises [50]. This is confirmed by the
results of bibliometric studies, which show that the technologies of Industry 4.0 enable and
even facilitate and intensify the establishment of cooperation between companies within
industrial networks. This is also confirmed by research among enterprises that confirms the
need for cooperation throughout the implementation of the Industry 4.0 concept. Surveyed
enterprises expect support in the field of European programs supporting the Industry
4.0 technologies’ implementation and business models defining the terms of cooperation.

Today’s economies are characterized by turbulent markets and globalization. This
means for enterprises permanent changes and an intense increase in competition. There
is an intensive development of technologies enabling the networking of the economy,
greater integration of supply chains and cooperation of enterprises. The success of an
enterprise is determined by access to real-time data and unlimited communication in a
virtual environment [51]. The enterprise in the Industry 4.0 concept is seen as an intelligent
module to be used in the value chain. The size of the enterprise is no longer important.
In the cyber physical network, each enterprise offers various capabilities that can be used
throughout the logistics chain within the Industry 4.0 concept. Modern enterprises should
focus on the growth of the innovative technologies used, the level of highly qualified
staff and the openness to unrestricted communication and networking. Meanwhile, the
openness to unlimited communication using cloud computing, big data, and Internet of
Things continues to grow rapidly. The key steps for companies to adapt to networking are
shown in Figure 6.
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Figure 6. The key steps for companies to adapt to networking. Source: own elaboration.

The idea of a cyber-physical production network means the production order execu-
tion within shared intelligent resources of the individual network partners and communica-
tion between resources take place using real-time data and IoT [20]. An important feature
of the cyber-physical network is that all network partners have access to the necessary
information in real-time, regardless of the geographic location of the required resources.
Thanks to the direct communication of intelligent resources, the partnership development is
intensified based on combining key resources and competencies. Combining the resources
of various enterprises into a network contributes to gaining a competitive advantage in the
market and better orientation to the customer’s needs [52].

However, in order to achieve the benefits of cooperation in the network, it is necessary
to overcome the problems related to their creation, especially when the partners are enter-
prises from the SME sector. The process of selecting partners is complicated. Choosing a
network partner requires checking, among others, partner’s available production capacity,
modern technology including intelligent resources, the quality level of services offered,
experience, real-time communication ability, etc. [53]. Each of these areas has a major
impact on the results of network creation. An equally important problem is the lack of
trust, the need to invest in modern technologies and intelligent resources that are able to
cooperate within the cyber-physical networks. This is especially true for the SME sector,
which, due to high implementation and server costs, are only to a limited extent able to
use advanced technologies. Similarly, the surveyed small and medium-sized enterprises
indicate problems related to network cooperation and network forming. The most impor-
tant ones include the low level of cybersecurity for network cooperation indicated by 72%
of the respondents. More than half of the respondents emphasized logistical problems.
Slightly less than half of the enterprises underlined difficulties in searching for partners for
the networks and the problem of the disloyalty of network partners.

In the next stage, enterprises should reduce unnecessary infrastructure costs and
decide on the key area of specialization in the network. This will allow for investments
and, consequently, the development of narrow competencies and know-how that will be
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attractive to cyber-physical networks. Such an approach should guarantee a high level
of use of available resources in the network and ensure the company’s competitiveness
in the market. The adoption of strategic goals focused on the implementation of modern
technologies requires the next stage of transformation, consisting of the identification of in-
telligent resources and technologies required in CPS networks (German National Academy
of Science and Engineering 2011). The last stage is to supplement the necessary resources
and establish cooperation with the platform, the task of which is to organize temporary
cyber-physical networks for the purpose of executing customer orders. Unfortunately,
most of the surveyed small and medium-sized enterprises emphasized the high costs of
consultancy in the field of new technologies (78% of respondents) and a low level of return
on investment (75% of respondents). This can generate serious resistance to the successful
implementation of network collaboration and the Industry 4.0 implementation.

The additional motivating factor to take the risk of investing in new technologies
supporting the organization of cyber-physical networks is the positive experiences of
enterprises, often presented in the literature. The partners cooperating in the network
can offer products and services that better meet the needs of customers. The narrow
specialization of enterprises, a high level of customization and the use of common resources
will allow for the production of more complex and innovative products [54]. In addition, the
functioning of enterprises in the network allows them to gain new experience and develop
know-how. This is an advantage for both the enterprise and the network. The exchange of
knowledge based on mutual relations increases the innovativeness of the offered products
and services of the network [55]. Therefore, solving the problems of creating cyber-physical
networks and cooperation of small and medium-sized enterprises is the basis for taking
advantage of the opportunities offered by the implementation of the Industry 4.0 concept.
The condition for the development of efficiently functioning networks is the development
of a model of cooperation between enterprises. Created networks as CPS should ensure
the collection, processing and access to data resulting from the implementation of physical
material flow processes in the network. The implementation of joint production projects
takes place using IoT and big data technologies used to enable unlimited communication of
intelligent resources, at the same time with negligible participation of the supervising staff.
The construction of the model, therefore, requires the identification of the conditions for
the functioning of the enterprise in the cyber-physical production networks, the creation
of temporary networks, scheduling and control of geographically dispersed intelligent
resources or financial settlements of partners providing resources for production. First of
all, the cyber-physical network requires an initial assessment of the technological potential,
know-how, employees’ competencies and resource sharing ability. This process is also
focused on the production in the company [56]:

• The possibility of reducing the technological gap and ensuring technological readiness.
• Appropriate socio-technological potential.
• The ability to quickly implement innovations.

Cyber-physical production networks are characterized not only by a higher degree of
functional integration but also by guaranteed easier access to the data generated by these
systems (online) [57]. By networking and sharing data, enterprises are able to produce
more efficiently and quickly meet customer needs. High flexibility is achieved by reducing
the setup time it takes for machines to meet new requirements. Production tools can (in
most cases) modify their operation on their own, adapting to new tasks—all it takes is
the application of the appropriate command from the machine software [58]. This allows
producers to execute small-batch production and even one or few products designed and
produced as per the specification of customers, at the cost of standard mass production [56].
One of the key problems is network planning. Hence, the proposal of a concept based on
building capability exchange platforms oriented towards personalized production.
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5.2. The E-Business Platforms for Creating Cyber-Physical Industry Networks

One of the ways of integrating small and medium enterprises and their resources to
carry out joint ventures oriented to the needs of the modern customer is building e-business
platforms. The need to organize e-platforms is indicated by as many as 80% of the surveyed
enterprises. In contrast, the literature review conducted shows a distinct lack of such
solutions for SMEs. The professional IT systems (platforms) to support the networking
of enterprises are, on the one hand, to contact the customer specifying a personalized
product and, on the other hand, to integrate the resources of enterprises involved in a
cyber-physical network organized for the order execution. The platform is the interface
between the customer and the producer. Through the proposed offer of both products and
services, the customer can specify the product and even participate in the design of a new
product online. The companies around the platform have the know-how to offer design,
manufacturing and transport services to temporarily established networks, to which the
resources of those companies are selected that are available at the time and guarantee the
timely execution of the order. Figure 7 presents the e-business platform concept.

Figure 7. The e-business platform concept. Source: own elaboration.

In the Fourth Industrial Revolution era, the enterprise will be an intelligent module
that is part of an integrated network of enterprises offering services to realize personal-
ized products execution. Enterprises using the Industrial Internet of Things (IIoT) and
cloud computing technologies provide real-time information about the status of intelligent
resources (e.g., availability time, utilization cost, etc.) to the e-platform.

Overall, the platform is an excellent brokerage tool that, on the one hand, allows
enterprises to plan tasks related to the execution of a new production order based on the
specifications of the network customer, and on the other hand, allows them to collect and
analyze data about the availability of enterprise resources. Based on the data provided
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by the resources, an appropriate algorithm based on the checking of sufficient conditions
compares the generated plan for the execution of the order with the availability of resources
offered by network partners. The result is a set of acceptable variants of cyber-physical
networks and a detailed schedule of resource operation. From the acceptable variants, one
variant is selected which has the shortest execution time or execution cost, which has a
significant impact on the price. In the proposed approach, the customer decides which
criterion is taken into account.

The methodology for planning a cyber-physical network is based on a sequence of
checking of sufficient conditions. The proposed algorithm takes into account the constraints
related to the availability of intelligent resources, the cost of their use, logistical constraints
taking into account the distance between partners and the cost of transporting components
in the physical material flow. In the proposed approach of cyber-physical networks’
planning, three phases can be distinguished. The outline of the methodology is shown in
Figure 8.

Figure 8. Outline of a platform planning methodology for cyber-physical networking. Source:
own elaboration.

The first phase, called the “application phase”, is the development of the design of the
personalized product and the planning of the manufacturing operations that are associated
with the production and delivery of the product to the customer. In this phase, the e-
platform customer makes contact through an online e-commerce application and makes
product specifications by selecting available product options and variants regarding shape,
size, color or additional specific product features. In future, more advanced platform cases,
the customer will be able to co-design the product through an intuitive computer-aided
design (CAD) tool and create the product from scratch by selecting components from an
available component library. After the product is accepted by the customer and sent for
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realization, the system will automatically create a plan of production operations selecting
the appropriate manufacturing technology and production documentation.

In the next phase, the “declaration phase”, the companies with adequate resources
provide real-time information about the availability of production resources and informa-
tion related to the cost of their use. The real-time transfer of information is possible by
using the Industry 4.0 technologies (Industrial Internet of Things (IIoT), cloud computing
and big data).

In the third phase, network variants are formed on the basis of the selection of re-
sources for production operations, taking into account the succession of operations and
logistical aspects related to the transportation of all materials and components during the
production process for each of the acceptable network variants. At the same time, the cost
of order execution is determined, which is the basis for determining the product price.
As a result of this phase, a set of production networks representing a set of resources of
different companies is obtained. Each variant is characterized by the time and cost of
product realization. The final variant of the network is selected by the customer based
on these two criteria. The price and lead time accepted by the customer means that the
network is formed, and the production stages are launched in the individual enterprises of
the network.

The proposed network formation approach uses a sequence of checks of sufficient
conditions, the fulfilment of which guarantees the execution of the planned production
order based on the analysis of data on available resources transmitted in real time from
individual resources. The proposed planning approach allows for rapid prototyping of
network variants. The proposed planning methodology is less labor and time consuming
in contrast to the modeling and simulation methods and ad-hoc approach often used in
such network planning cases. Nowadays, small and medium enterprises do not have
effective methods for rapid network planning, especially in terms of partner selection and
resource planning to fulfill customer-oriented orders. Hence, further development of the
proposed concept seems to be a justified direction for further research in this area. The
presented research results in the context of the considerations of other authors presented
in the discussion confirm the correctness of the adopted hypothesis. The organization
of e-business platforms of small and medium enterprises will allow the integration of
enterprise resources in order to form cyber-physical networks in the conditions of the
Industry 4.0 concept.

6. Conclusions

Based on the bibliometric analysis, industrial networks are often considered in scien-
tific papers alongside Industry 4.0. This is due to the nature of the Industry 4.0 technologies’
orientation towards networking the economy and the use of dispersed, intelligent resources
along the entire value chain. Although the research area of SMEs is the largest, the issues of
industrial networks including production networks and Industry 4.0 are rarely addressed
in relation to SMEs, indicating a definite research gap.

The concept of Industry 4.0 achieves a high level of resource integration through
unlimited communication of resources and integration of enterprises offering manufac-
turing services. Adding services to the core product offerings of enterprises to create
additional value for the customer—defined as servitization—allows building better inter-
action between the customer and the producer. In addition, servitization makes better use
of enterprise resources and provides opportunities for networking. This may particularly
concern the sector of small and medium enterprises, which, in contrast to large enterprises
with high development potential, see an opportunity for development in the conditions of
Industry 4.0 in cooperation and narrow specialization.

Based on a conducted survey, the SME sector has indicated many expectations, e.g.,
need for professional IT systems (platforms) to support network cooperation, new business
models and training in the area of Industry 4.0 implementation. The surveyed enterprises
also indicate the key problems related to the implementation of the Industry 4.0 concept.
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The main problems concern network cooperation, e.g., difficulties in searching for partners
for the networks, low level of cybersecurity for network cooperation, the disloyalty of
network partners, lack of business models and business platforms. The other important
concerns are as follows: high consulting costs in the field of new technologies, low level
of return of investment lack of qualified employees in the field of new technologies and
lack of knowledge about technologies dedicated to Industry 4.0. Focusing on services for
the network and development of own know-how requires solving a number of problems
resulting from the lack of business models of cyber-physical networks of small and medium
enterprises and methods of establishing cooperation.

The concept of an e-platform supporting cyber-physical production network prototyp-
ing proposed in the paper is a way of integrating, on the one hand, the customer, who, in a
particular case, becomes a consumer of the product after its purchase, with the producer.
On the other hand, the e-platform can integrate small and medium enterprises or rather
resources (machines, equipment, means of transport, employees) and services within the
network. The servitization and organization of e-business platforms allow increasing the
degree of utilization of cooperating companies’ resources, thus increasing the level of
resource productivity.

By providing a platform equipped with e-commerce sales applications through a
web service and creating an intuitive interface for the customer, excellent integration
between the future customer and distributed enterprises is achieved. The offered ability to
specify the product by selecting available options or co-designing represents a significant
improvement in real-time interaction with the customer.

Also noteworthy in the proposed approach is the involvement of the customer in the
final selection of the network variant, thus influencing the price and time of production
order execution.

The authors’ future research focuses on developing detailed algorithms for prototyp-
ing network variants based on checking sufficient conditions based on information from
intelligent resources of enterprises involved in the cooperation within the networks. The
next step of research is developing a prototype e-business platform for small and medium
industrial enterprises.
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