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Abstract: Water is increasingly taking center stage when it comes to coping with climate change.
Especially in urban areas, negative consequences from heavy rainfall events and prolonged dry
periods are rising worldwide. In the past, the various tasks of urban water management were
performed by different departments that often did not cooperate with each other (water supply,
wastewater disposal, green space irrigation, etc.), as the required water supply was not a question
of available water volumes. This is already changing with climate change, in some cases even
dramatically. More and more, it is necessary to consider how to distribute available water resources
in urban areas, especially during dry periods, since wastewater treatment is also becoming more
complex and costly. In the future, urban water management will examine water use in terms of its
various objectives, and will need to provide alternative water resources for these different purposes
(groundwater, river water, storm water, treated wastewater, etc.). The necessary technological
interconnection requires intelligent digital systems. Furthermore, the water industry must also play
its role in global CO, reduction and make its procedural treatment processes more efficient; this
will also only succeed with adequate digital systems. Although digitization has experienced an
enormous surge in development over the last five years and numerous solutions are available to
address the challenges described previously, there is still a large gap between the scope of offerings
and their implementation. Researchers at Hof University of Applied Sciences have investigated
the reasons for this imbalance as part of WaterExe4.0, the first meta-study on digitization in the
German-speaking water industry, funded by the German Federal Ministry of Education and Research.
Only 11% of roughly 700 identified products, projects and studies relate to real applications. For
example, the surveyed experts of the water sector stated that everyday problems are considered too
little or hardly at all in new solutions, which greatly overburdens users. Furthermore, they see no
adequate possibility for a systematic analysis of new ideas to identify significant obstacles and to find
the best way to start and implement a digitization project. The results from four methodologically
different sub-surveys (literature and market research, survey, expert interviews and workshops)
provide a reliable overview of the current situation in the German-speaking water industry and its
expectations for the future. The results are also transferable to other countries.

Keywords: smart water; success factors; digitization; sustainability

1. Introduction

In the last five years, digitization activities in the German-speaking water industry
have multiplied, and digitization has become a core topic [1-3]. Internationally, rapidly
increasing developments can be observed in the areas of product development and solution
offerings [4]. Nevertheless, the persistence of public clients is also evident in digitalization
topics, even though this behavior has been known for decades. New things are only
hesitantly accepted and put into practice. Overall, however, there is a conspicuous lack of
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scientific studies on the dynamics of water innovation, both nationally [5] and internation-
ally [4], although an urgent need for water innovation is becoming increasingly clear. The
increase in funding sources indicates a broad recognition of this need. Examples in Europe
include the Horizon 2020 program (for research, development and innovation activities),
the Structural Funds, LIFE 2014-2020 (the EU funding instrument for environment and
climate action) and special grants for researchers throughout the European Research Coun-
cil to conduct basic research. Unfortunately, financial investment in the water sector lags
far behind sectors such as energy [6]. In Germany, there are currently not many research
programs or R&D competitions that exclusively address innovations in the water sector. It
is not only in Germany that the water sector is considered less innovative than other sectors,
with innovation indicators suggesting that far less is invested in research and development
(R&D) in the water sector than in other sectors [7], as the water sector is dominated globally
by a pattern of innovation that follows the natural progression of sectors dominated by
providers [4]. Municipal organizations dominate, and less willingness to innovate or even
a rejection of change is the consequence [8].

Although the German-speaking public water industry will have a greater willingness
to innovate than the general public sector (because of required technology) [9], the water
industry still lacks the necessary implementation momentum [5]. For example, the advan-
tages of digitization are not being optimally exploited in order to more effectively meet the
challenges of climate change. Already in 2018-2020, two major research projects on digiti-
zation in the German-speaking water industry, SMADIWA [10] and KOMMUNAL 4.0 [11],
identified considerable non-technical reservations on the municipal side regarding the
increasing number of digitization developments. In the vast majority of projects examined
within the meta-study the focus was on technical feasibility, solution development and
application goals (e.g., [12-14]). User-oriented topics dealt almost exclusively with hints
on usability, the unification/standardization of data and structures, application-related
settings at the software level (e.g., [15-17]) or with legal issues in some cases (e.g., [18,19]).
Only the topic of cybersecurity was considered intensively from both a technical and an
application perspective (e.g., [20,21]. Occasionally, the aspects of education and added
value of data were also subjects of some investigations [22,23]. Internationally, too, it is now
recognized that a sole focus on technology is not enough [24,25]. Although global research
on smart water solutions is accelerating to meet industry and government demand [26-28],
the conceptual, technical and practical gaps between providers and customers are still not
sufficiently closed [29]. Here, there is a particular lack of solutions that can be integrated
into everyday working life and do not present additional barriers [30].

A scientific investigation of the framework conditions underlying this strategy or a sci-
entific verification of the positive effects has not yet been carried out. The WaterExe4.0 meta-
study was the first to systematically investigate the state of digitization technology in the
German-speaking water sector.

2. Materials and Methods

Within the framework of WaterExe4.0, a systematized analysis of the digitization of
municipal water management in Germany, Austria and Switzerland was carried out. The
scientific work comprised four methodological sections:

1. Literature and market research;
2. Online survey;

3. Expert interviews;

4. User workshops.

In the first methodological part, nearly 700 projects, products, complete solutions,
services and studies were identified and subsequently analyzed. For this purpose, extensive
literature and market research was carried out. All German-speaking universities and
colleges that had planned, started or completed research projects on the topic of digitization
in the water industry between 2015 and 2021 were contacted. In addition, internet research
and the evaluation of company advertisements in trade journals on available products



Energies 2021, 14, 7709

3of21

and solutions from industrial companies (cyber physical machines, sensors, software
solutions, Al systems, etc.) were part of these works. As a third pillar, a literature and
internet search of realized digitalization projects in the municipal sector was conducted.
If the publicly available information was not sufficiently informative, the companies and
municipalities were contacted and asked for further information; in individual cases,
personal communication with project managers also took place. All results were assigned
to different aspects and categories, which are summarized in Table 1. Some of these aspects
and categories were already defined in the planning phase of the investigations as a result
of preliminary research. Further aspects and categories were defined after the study results
were presented, as these could be derived from the content of the identified digitization
elements (projects, products, systems and studies).

Table 1. Aspects and categories for the evaluation of the identified digitization elements.

Areas of Application Digitization Practical

Application Maturity Concept Relevance

Waste'wa'ter disposal Idea/concept . Digital technology Benefit/effect

Drinking water Development/demonstration .

. Business model method data Relevance
Water bodies phase . .

- analysis Transferability

Rainwater Test phase/prototype Data use Suitability as best practice
Process water /domestic water Market-ready/continuous y P

Sludge treatment

. Degree of networking
operation

For practical application, three key elements which have an implementation perspec-
tive could be identified for the digitization of the water management complex [31]:

- Digital information base for decision support systems in water management (digitiza-
tion of maps, databases available via application programming interface (API), etc.);

- Digitization of production—"smart” infrastructure, robot structures, equipment with
artificial intelligence (Al), analytics, satellites and drones, distribution systems, trans-
port, water supply and sanitation, etc. Analytics and big data—analytics platforms
for all sectors of the water industry: water content prediction, negative impacts of
water, water consumption, transboundary and climate risks;

- Digitization of distribution—traceability of a resource from “source to consumer”
based on blockchain technologies, exchange for the distribution of water resources
and ecosystem services.

The considerable amount of identified products, projects, studies and other digiti-
zation elements required a clear classification structure, especially for future extended
analysis. For this purpose, the terms commonly used in the field of digitalization were
combined with the common terms from IT/automation in the water industry (see Figure 1).
On this basis, the detailed technological structuring of all 698 identified individual elements
was carried out.

In the online survey conducted in parallel, in which around 120 industry representa-
tives took part, various aspects of digitization in the water industry were addressed. In
addition to asking about existing experience with digitization projects, the survey asked
in particular about success factors and obstacles experienced, and specifically about non-
technical influencing parameters that survey participants were able to identify or derive
from their project experience. They were also asked in which areas digitization should
shape the future and what benefits are expected from digitization projects. Since digitiza-
tion also has to be increasingly sustainable, they were asked for their personal assessment
of the role of sustainability in future digitization projects (sustainability has been studied in
water management for more than two decades [32-34]). The online survey was primarily
designed as a quantitative survey, but allowed participants to add their own thoughts to
the quantitative questions. This made it possible to identify further digitization projects
that had not previously been reported publicly. Furthermore, aspects of digitization were
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seen that had either not been addressed at all or only marginally in previous research.
A strict separation of qualitative and quantitative methods is also evaluated critically in
empirical social research. Here, the danger is seen in too strong a demarcation, that the full
potential that each individual method can provide for answering concrete questions can
remain unused [35].

digital twins

stochastic methods

big data

decision support system
cloud storage

artificial intelligence
cloud analysis
visualization maps
visualization dashboard
cloud service
forecasting

simulation

business intelligence  ju

communication

process control systems safety

client portals

1 |intelligent networking and control

scada drive-by / walk-by readout
cyber-physical systems online portals
robotics mobile device integration

design model

data warehouse

data transfer

data acquisition (real time)

data administration

data analytics/ information and decision-making
data processing (automatic.) / visualization

water quality
smart meter
alarm
infrastructure

Figure 1. Structure of the category formation.

The quantitative portion of the responses was evaluated using state-of-the-art sta-
tistical methods. In addition to single- and multiple-choice options, scaling questions
were also used so that survey participants could also make assessments in selected topic
categories. This research methodology was used particularly where subjective assessments
of positive or negative impact factors on the success of digitization projects have to be
done. Classic technological research was limited to what was measurable, i.e., quantitative
analysis and data evaluation. This is also confirmed by the identified research projects
within WaterExe4.0. Modern and future-oriented technological research is increasingly
incorporating social debates and consequential considerations [36].

In order to minimize the risk of an unintentional reduction in possible impact factors
on the success of digitization projects through the type and content of the quantitative
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questions, around 30 experts from the water industry were interviewed in addition to the
possibility of entering free thoughts in the survey form. According to [37], experts are
individuals who have specialized knowledge and experience on the particular research
question and the associated contextual conditions, and who are expected to make a valuable
contribution by answering the research question. The survey was designed using guided
interviews [38], which on the one hand focused on personal experiences in digitization
projects in the German-speaking water industry, and on the other hand allowed sufficient
freedom for thoughts and hypotheses that went beyond this. The experts were selected
according to the theoretical sampling model, which originates from the grounded theory
methodology [39]. Care was taken to ensure that the selection of experts was neither purely
theory-driven nor the result of subjective premises in advance as a defined top-down
strategy. The expert selection was carried out as a data-driven bottom-up process in which
the specific selection criteria were always related to the collected data material of the
first method section in order to also be able to compare new findings from the research
work with expert statements. The evaluation was based on a multilevel content analysis
according to Mayring [40]. This analysis is category-based. Categories refer to aspects
within texts or personal statements in order to bring the meaning of these aspects to the
point. The related text analysis is thus limited to the chosen category system. Text contents
that are not addressed by the categories or holistic impressions are not considered. Special
models help to describe the procedure step by step. In WaterExe4.0, the model of qualitative
content analysis was applied, which is characterized by strict regularity and systematics.
In order to be able to make an additional quantitative comparison of survey participants
and experts, the experts were asked to answer some quantitative scaling questions as a
conclusion to the interviews. Here, too, the advantages of a combination of qualitative and
quantitative survey methods were targeted, as was already the case with the online survey.

As a fourth research component, the results of several special workshops were
analyzed on the topics of cost-benefit analysis in the water sector [41,42] and compe-
tence requirements.

3. Results and Discussion
3.1. From Sensor to Network Management—Technological Diversity vs. Implementation Barriers

The identified digitization elements (products, solutions and research projects) are
proof of highly sophisticated technological development. Currently, the industry offers
digital solutions for almost all areas of water supply and wastewater disposal. Their range
varies from simple sensors via cyber-physical systems up to web-connected complete
networking solutions (Figure 1).

About two-thirds of identified digitization elements are located at the business side.
Research elements accounts for as much as a quarter. Only 11% are currently placed
in the municipal water supply and wastewater disposal companies, which indicates an
imbalance between supply and demand. Although more than 60% of the publicly presented
digitization solutions can now be described as ready for the market (Figure 2), there
has been a reluctance of procurement on the municipal side since the beginning of the
digitization wave [10]. While companies are increasingly focusing on product development,
municipalities tend to look for complete or system solutions. Of all industrial side identified
digitization elements, 57% are products, but less than 5% are used as pure product solutions
in municipalities. In addition, products are also part of projects on the municipal side,
whose share is probably about max. 50% (estimation based on more than 200 interviews
that one of the authors has done between 2016 and 2019 within the research project
KOMMUNAL 4.0 [11]). The greatest convergence between supply and municipal demand
was identified in digitization projects. Of all digitization elements, 8% can be attributed to
studies carried out on the municipal side.
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Figure 2. Distribution of the identified digitization elements (1 = 698).
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2% N\ / product
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In the field of research, three-quarters of identified digitization elements are stud-
ies. Only 2% of the accessible projects involve concrete product developments. R&D
activities for industrial product developments with scientific institutions could not be
recorded. About one-fifth of digitization elements deal with complex solutions, which have
a predominantly project character.

Approx. 60% of the digitization elements are in the water supply and wastewater
disposal sectors. The application fields of water, rainwater and industrial water are roughly
equally distributed. A digitization solution development for sewage sludge treatment is
rare (Figure 3).

1 (idea / concept / study)

2 (development / demonstration phase)

4 (ready for market / continuous
operation)

63%

3 (test phase / prototype)

Figure 3. Development status of identified digitization elements (1 = 698).

The results of the study from the perspective of analysis by technology type are
shown in Figure 4. All results were divided into four subcategories. The largest number
can be classified as “business intelligence” (43%, n = 300). Within this sub-category, the
majority of the solutions could be classified as “simulation” (23%), “forecasting” (17%) and
“cloud service”(16%). The second place was taken by the category “communication” (21%,
n = 143). Within this sub-category, the largest numbers were “mobile device integration”
(33%), “drive-by /walk-by readout” (22%) and “Intelligent networking and control” (19%).
In the sub-category “data processing”, the area of “data analytics” is predominant. In the
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sub-category “sensors”, the majority of solutions were found for “smart meters” (40%). On
the one hand, the subdivision into various subcategories shows the diversity of the solutions
available to date; on the other hand, it also reveals that the area of artificial intelligence
is still not very well-developed. The current subdivision also allows an evaluation of the
development speed of individual aspects/topics or technologies in future studies.

sewage sludge
2% .
° bodies of water
tap water
. rainwater
16%
process water/
domestic water
wastewater

Figure 4. Application areas of identified digitization elements (1 = 698).

The limited project time frame did not allow for the full complexity of the meta-
analysis (see Figure 5) to be fully reflected and the type of digital technology to clearly
be assigned. This mainly results in partly unclear information content. Due to the users’
predominant need for complete solutions, this effort did not seem justified in the project,
but should be taken into account in future research.

smart meter
40%

Sensors
sensors
8% _ water quality
 — 27%

design model
1%

Number of innovation and research
projects

infrastructure
data processing 27%

10% alarm

business intelligence
43%

scada
3%

simulation
3%

cyber-physical systems
05% data analytics/ information and

process control systems
decision-making

14%

robotics

Business Intelligence
communication 2%

forecasting
17% 21% Data processing
data processing
(automatic.)/ visualization
7%

cloud serw‘ce.
16%

cloud analysis

cloud storage inis i
5% 8 data administration

mobile device integration ‘Communication 10%

38%

decision support system
1%

2%

o artificial intelligence dlient portals data transfer
digital mns bigdata 3% _— s Q@ 5% data warehouse
4% %

drive-by / walk-by /\
readout \ safety
% \ 8%

22
intelligent networking and ‘ @ online portals
control

13% 11%

data acquisition (real time)
4%

Figure 5. Technological distribution of identified digitization elements (1 = 698).
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The categories assigned were closely connected to each other. For example, “Internet
of Things” is closely related to “communication”, and “neurotechnology and artificial
intelligence” is to many types of data processing. It has to be noted that several categorical
items could be used within a subcategory for a separate digital solution or for a group of
technological parts.

3.2. Where the Water Industry Is Stuck When It Comes to Digitization

Previous studies have already pointed out that industrial development is far ahead of
municipal demand [10,43—45]. Therefore, the quantitative survey and qualitative expert
interviews served to find out the reasons for the existing discrepancy between supply and
demand as well as which obstacles play the biggest role in the projects (Table 2)—indications
of this have already been identified in the KOMMUNAL 4.0 research project [11].

Table 2. Requested barriers in digitization projects (n = 91).

Classic Factors Arithmetic Variance Star.lda.rd
Mean Deviation

5 = great importance; 1 = less importance; and 0 = no importance

Generous time budget 2.84 1.83 1.35
Sufficient financial budget 3.51 1.66 1.29
Communication across departments 3.63 2.06 1.44
Competence of the project manager 3.97 1.37 1.17
Staff competence 4.00 1.19 1.09
Expertise from specialists 3.68 1.59 1.26
Orientation towards available best practices 3.02 1.89 1.38
Exchange with third parties who already have experience 3.25 2.35 1.53
Further training offers 2.31 2.18 1.48

@ 3.36

Particularly in the public sector, which includes the water sector in the broader sense,
the development of digitization is proving extremely difficult. While proponents claim
that even a small amount of data can significantly increase the efficiency of administrative
processes, opponents of digitization are fearful of surveillance and the loss of privacy [46].
Somewhere between these extreme poles, digitization projects will settle. Where exactly
each individual project will end up is not visible to most of those affected at the outset,
leading to rejection or strong reluctance [47,48].

The main obstacle is seen in the lack of staff among the interviewed, closely followed
by an unexpected high overall effort. In a certain distance, the lack of internal competences
and insufficient funding are also mentioned.

Furthermore, the survey participants were allowed to name further, very individual
obstacles (see Table 3). These included typical factors such as fear of change or insufficient
involvement of employees, as well as technical aspects such as unresolved IT security
and a lack of standardized interfaces. However, a lack of time to sufficiently deal with
the existing digital possibilities due to their complexity or the priority of everyday tasks
prevent many from starting a digital project. A lack of time could be defused if the practical
benefits of digital offers and the relationship between benefit and price become visible very
early. Furthermore, it would help if providers show more engagement to respect the needs
of the municipal side and provide more individual advice.

Looking at the factors that were positively evaluated in the project, in the end it is the
own staff competencies and reasonably successful internal communication that, with the
support of external experts, have ultimately made projects a success.
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Table 3. Freely expressed obstacles in digitization projects (n = 91).

Obstacles Arithmetic Variance Stal}da.rd
Mean Deviation

5 = great importance; 1 = less importance; and 0 = no importance

Lack of financing 2.52 3.96 1.99

No sufficient financing 2.74 3.05 1.75

Total expenditure greater than expected 3.36 1.70 1.31

Lack of internal competencies 2.85 2.13 1.46

Lack of external competencies 2.52 2.21 1.49

Lack of staff 3.53 1.85 1.36

Lack of IT security 2.30 1.75 1.32

Inadequate legislation 1.83 2.93 1.71

Lack of best practices 2.27 1.44 1.56

Missing guidelines and implementation aids 2.32 2.39 1.55

No suitable further training opportunities 1.92 2.36 1.54
() 2.56

Regarding success factors, the respondents were allowed again to name their individ-
ual success factors. These range from needs-based digitization, clear project goals, practical
relevance, an internal understanding of digitization and confidence in the matter to clear
benefits such as simplification of processes and structures, acceleration of processes and
improvement of transparency. The interviewed experts also mentioned similar factors and
place particular emphasis on benefits which are not visible in many places:

“Uncomplicated use”
“Showing how projects are actually implemented in practice”.

“Does it make sense? is the question we ask ourselves. If something analogue
already doesn’t meet today’s requirements in terms of sustainability, realisation
time, benefits, it doesn’t make sense when it’s digitally enhanced”.

“Digitization is a means to an end, the focus is on solving problems”.

“In principle, the most important factor was always the integration of all employ-
ees concerned. From the cooperation, processes and needs could be analysed as
quickly as possible and implemented using the best practice method”.

“What can the organisation (still) achieve?”

“Finding relevant use cases. After all, digitization should not be an end in itself,
but should bring benefits and solve problems”.

“The most important thing is the practical benefit of a project. This must not be
imposed, but must be supported by all participants. Different understanding of
goals and contents endanger a project. In the application phase, the user himself
must be able to operate it. Otherwise, the value of a project is lost”.

The survey also asked about the benefits users expect from digitization solutions,
as shown in Table 4. The most important thing for survey participants was information
transparency, closely followed by an increase in process efficiency and location-independent
data access. However, improvement in time efficiency in daily work was also one important
wish for digitization solutions.
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Table 4. Expected benefits from digitization projects (n = 88).

. Arithmetic . Standard
Benefits Variance A
Mean Deviation

5 = great importance; 1 = less importance; and 0 = no importance

Time efficiency 391 1.51 1.23
Cost efficiency 3.63 1.51 1.23
Process efficiency 4.23 1.08 1.04
Transparency of information 425 1.16 1.08
Data access from anywhere 3.98 1.73 1.31
Knowledge retention and transfer 3.51 2.06 1.44
Security of supply and disposal 3.42 2.97 1.44
Showing that you are up to date 2.39 2.16 1.47
Making work easier for employees 3.73 1.38 1.17
Danger detection/alerting 3.77 1.83 1.35
Future-proofing 3.99 1.58 1.26

() 3.71

Looking at the average value of the arithmetic mean of success factors, the significance
of obstacles and the benefits of digitization solutions show that the benefits have the highest
significance of the three aspects with an average value of the arithmetic mean of 3,71 (out
of a maximum of 5). At 3,36, the barriers (Table 2) are currently much more important than
the experienced success factors, which have a value of 2,56. Some of the results correspond
with a survey done in 2017 about the German water industry [49].

Additionally, the survey participants were once again allowed to name the individual
aspects by which they recognize and evaluate the success of a digitization project (Table 5).

Table 5. Freely named success factors (1 = 99).

Success-Generating Factor Nominations

Opportunities to Drive Digitization Forward

w

Pilot projects/best practice
Generational change/cultural change/readiness for change
Change in cooperation 1
Develop management level

N

Engaging and listening to staff 4
Common database of all sectors 3
Further Success Factors
Competence/know-how 3
Willingness of employees to participate 1
Readiness of clients 1
Recognizable added value 15
User-friendliness /user-oriented 7
Resources (time and money) 3
Project planning 1
Communication of projects 2
IT security 4
Key person (CEO/responsible person) 2
Be able to present quick successes 1
Transparency 5
Acceptance (MA and people) 10
Economic aspects 1
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Table 5. Cont.

Success-Generating Factor Nominations

Opportunities to Drive Digitization Forward

Connectivity /networkability
Interfaces
Overall strategy
Suitable (external) partners
Preserve the tried and tested
Education/training
Data basis/inventory data

BN N R e,

Promising Technologies/Solutions of the Future

Create standard
IoT
Automatic maintenance/predictive maintenance
Intelligent data analysis
Al
Sensors/data acquisition
Central collection of all data

P NP, R, NRPRDN

Reasons for the Need of Digitization

Regulatory requirement to be able to present data as quickly as
possible

Skills of the Project Manager/Project Team

Availability for customers 1

The survey shows a heterogeneous distribution of industry participants with different
responsibilities and digitization expertise. Since 30 experts from Germany, Austria and
Switzerland were interviewed parallel to the survey, a direct comparison of the expert
statements and the survey results could be made (Table 6) in order to identify any deviations
between experts and “normal” users.

Table 6. Comparison of expert testimonies and survey results.

Online Survey Expert Interview Frequency Proportion
Nomination Yo

Recognizable added value 15 15.15
Recognizable added value 11 8.53
Acceptance by users/staff 10 10.10
Acceptance by users/staff 11 8.53
User-friendliness /user-oriented 7 7.07
Pilot projects/best practice 8 6.20
Transparency 5 5.05
Key person 7 543
Overall strategy 4 4.04
Overall strategy 7 543

Surprisingly, the comparison shows a high degree of agreement in the five most
frequently mentioned aspects of success. The two most frequently mentioned factors are
identical for both groups, these being that “high added value” must result from a digitiza-
tion solution and that it is imperative to achieve a “high acceptance among users/staff”.
Both factors show a clear gap to the following factors, which highlights their importance
as a success factor for digitization projects in the water industry. There is also further
agreement on rank 5, with the need for an overarching strategy.

In earlier research projects [44,45], industry participants repeatedly pointed out that
there are no flagship projects or tools that can be used to adequately calculate possible
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digitization solutions and evaluate them regarding the own expected benefits. The con-
sequence of this lack is that potential digitization solutions are not procured in the first
place, or that the necessary resources are calculated incorrectly. The interviewed experts
identified this aspect also as one of the greatest inhibiting factors in digitization projects.
Therefore, in addition to the conducted survey and expert interviews, four intensive work-
shops were offered on the topics of “cost-benefit analysis” and “required staff competences”
in relation to successful digitization projects. In addition to the results from the discussions,
which could be recorded in detail through double moderation, the participants were also
surveyed. Table 7 shows the results of the survey, which was completed by nine of sixteen
participants. The participants felt rather uncertain or insufficiently informed both in terms
of safe cost calculation and in relation to the assessment of the required competences of their
staff. The development of suitable staff competences in relation to planned digitization
projects is assessed as necessary. The determination of comprehensive costs that arise with
a digitization project is also rated as very important.

Table 7. Participant survey intensive workshop (1 = 9).

Average

Value Median

Question

How well informed do you feel about assessment methodology of
competences related to digitization. 2.3 2
(1 =notatall, 5 = very detailed)

How important is the competence assessment of your employees in
relation to digitization for you? 3.0 3
(1 = very low, 5 = very high)

What role does the exact fit of your employees’ competences play
in relation to a successful digitization project? 3.4 3
(1 =no role, 5 = important role)

What role does knowledge of all relevant costs play for you when
deciding for or against a digitization project? 3.1 3
(1 =no role, 5 = important role)

How confident do you feel in being able to capture all the costs to
be considered for a digitization project? 2.6 3
(1 = very uncertain, 5 = very certain)

How do you assess the information currently available to
determine the costs to be considered for a digitization project? 2.8 2
(1 = there is no available offer for this, 5 = very good offer available)

What value would it have for you if the recording and individual
assessment of all costs to be considered for a digitization project
were offered by a new system?

(1 = no importance, 5 = very high importance)

3.6 4

The congruence with practice is also confirmed by the results of the “Digitalisation
Index Water Management” [50]. In the best case, use cases for the necessity of digital
possibilities are recognized by the employees themselves, if they are at the same time suffi-
ciently familiarized with digital possibilities and trained in the ability to make competent
assessments. Promoting this or taking it sufficiently into account in the development of
digitization projects not only a significant influence on the motivation of involved staff, but
also on the probability of success of digitization projects.

3.3. The Role of Cost and Competence Analysis for Digitization

Cost and competence analysis as a result of the aforementioned workshops turned out
to be essential as one of the results of the other three method components when it comes
to improving the evaluation of digital projects for municipal users. The respondents and
interviewees considered the availability of an easy-to-use and target-oriented evaluation
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tool to compare their own digitization ideas with the solutions available on the market and
obtain a meaningful cost-benefit analysis as a result to be a future success factor.

3.4. Water Management of the Future—What Direction Does It Go?

Despite the criticism of digitization, which has still been the case for the last five
years [11,45], today there is a clear difference in the water industry: the WaterExe4.0 study
has shown that there is hardly anybody in the German-speaking water industry who does
not deal with the topic of digitization. For almost all respondents and interviewees the
consequences of experiences of the last five years and the deduction for the future are
nearly identical. It does not play a significant role whether the respondents have their own
practical experience with digitization or whether they are dealing with the topic in any
analytical way.

While only the expert interviews specifically asked about future expectations, the
participants in the survey named various aspects of the future when freely naming success
factors, which are listed in Table 8.

Table 8. Sustainability aspects in future digitization projects (1 = 85).

Aspects of Sustainability in Future Digitization Projects Nominations

N

Economic factor predominates
Sustainability and digitization processes do not go together
Social factor predominates (employees)
Sustainability has been gaining importance for years
Digitization supports sustainability
Sustainability cannot be guaranteed for every project
Efficiency is the real driver
Sustainability is taken into account in decisions
Circular economy
Sustainability increases the acceptance of the project
Persuasion through data leads to sustainability
Sustainability is the solution to many challenges
Local conditions determine the weighting of the three factors
Standard projects prevent sustainability

== O N WWWUTIoo N = =

The topic of sustainability as one of the central political topics for the future [51]
was surveyed separately (Figure 6, Table 8). It can be seen that more than 70% of the
respondents rate the importance of sustainability in future digitization projects as “very
important” or “important”. The most common view is that digitization generally supports
sustainability in water management, but also provides a solution to many other challenges.
However, it is also expected that sustainability aspects cannot be considered in every
digitization project.

For the interviewed experts, the staff that municipal organizations need or must
train in digitization projects have first priority in the future. In addition, it is of central
importance that digitization solutions demonstrate a clear added value (benefit) in relation
to the individual situation of each organization. Technologically, the experts see the
topics of cloud application, automatic maintenance/predictive maintenance, IT security
and Al as the focus of future developments and applications (Table 9). This view to the
future coincides with the EU’s “Digital Goals 2030” [52]. The topics of human resources
and Al in particular must be seen in context. Due to the increase in available data (big
data), there is the opportunity to obtain assessable data for almost all areas of operational
water management and to design processes and workflows more efficiently, more targeted
and more benefit-oriented. However, Al-based systems will not be able to carry out the
necessary data processing and data analyses completely autonomously in the foreseeable
future, so additional personnel will be necessary for increasing use. On the other hand,
users in the water industry also want corresponding transparency of internal processes in
digital systems, which will also limit the use of Al variants [53].
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5 = great importance; 1 = less importance; 0 = no importance
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Figure 6. Importance of sustainability in future digitization projects (n = 85).

Table 9. Future topics named by experts in relation to digitization (1 = 64).

Future Success-Generating Factor Nominations

Promising Technologies/Solutions of the Future

Cloud
Creating standards
Internet of things (IoT)
Automatic maintenance/predictive maintenance
Cyber-security
Control via smartphone
Building information modeling (BIM)
Geographical information system (GIS)
Intelligent data analysis
Use of webcams/image processing
Precipitation forecasts
Event-related sewer network operation
Digital twin
Al
Central data management
Open source
Sensors/data acquisition
Smart meter
Simulation
Modeling
Interfaces
Hormone elimination in wastewater
Summary of all data
Operating assistants for plants
Data availability
Uniting different systems and processes
Digitization of customer management
Digital services

= = =, N R R R = = NNE WO N WO WOR WR O Wk O

Other future topics relate to the integration of water management as part of a smart
city and the consideration of sustainability.

In the end, very extensive data material was collected and evaluated in WaterExe 4.0.
It allows, for the first time, scientifically validated statements on the status of digitization
in the German-speaking municipal water management sector.
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3.5. WaterExe4.0 in the International Context

Many articles in different journals deal with a variety of new technologies or method-
ological approaches that address the digitization of the water sector [54-60]. Some articles
have already been cited as sources in the previous sections. Nearly all articles agree that
water and wastewater systems in urban areas must be prepared for the digital age. Dig-
itization promises significant benefits for all users and providers, but also for society as
a whole. As shown in WaterExe4.0 for the German-speaking region, the authors also see
considerable challenges to be mastered in the international context, for example in the
areas of data protection and cyber security. Even in international publications, the aspects
to be considered are not limited to technologies alone. In contrast to the WaterExe4.0 study,
the central and multi-layered role of research is increasingly emphasized [61-65].

Additionally, not addressed was the special role of digitization when it comes to the
design, introduction and implementation of integrated water management. This topic plays
an important role internationally in funding projects and concept analyses [66]. In view of
increasing water shortages, which are now also affecting individual regions in German-
speaking countries, the topic of wastewater reuse or irrigation [67] is increasingly being
discussed as a building block of integrated industrial water management. Although it has
been known for a long time, especially in German regions such as Berlin and Brandenburg
or in parts of Lower Saxony [68], that precipitation is declining and that more and more
irrigation in agriculture has become required, these application areas of the water sector
have not yet been focused on in digitization projects.

Another aspect that is increasingly discussed internationally is the topic of aquaculture,
which only has a niche existence in the German-speaking world (Hof University of Applied
Sciences has its own research group dealing with this topic [69]). Here, too, digitization
now plays an important role when it comes to maintaining water quality and the necessary
waste/water treatment [70,71].

3.6. Multi-Criteria Approach

Based on the results of preliminary studies as well as their own professional experience,
the authors were aware that innovation decisions are usually based on multi-criteria
decisions. This was therefore also to be expected in the context of digitalization in water
management. It was therefore not surprising that the free expression of opinions in the
expert interviews in particular made the multi-layered nature of decision-making processes
clear. Thus, the WaterExe4.0 study identified a variety of factors that can be decisive
for the success of digitization projects. The information provided by the participants in
the online survey and the experts interviewed is based on personal and thus subjective
assessments, highly dependent on the individual circumstances of the respective project.
The funded work of WaterExe4.0 did not provide any further analysis; this is to be carried
out in future follow-up projects. Nevertheless, a first simple estimate of a multi-criteria
analysis was made to evaluate the partly very heterogeneous criteria in a more structured
way. Therefore, all quantitative queries as well as qualitative-free statements were checked
for consistency of content. Since the aim of the study was to identify decisive success
factors, only the success factors named by the study participants were analyzed for further
multi-criteria evaluation. Thus, according to Table 10, a total of 19 success criteria could be
identified, which all study participants agreed to be relevant. In order to take into account
the importance of the expert statements, the number of mentions was multiplied by a
factor of two (one mention = two points) and the mentions of the participants in the online
survey were given a simple rating (one mention = one point). This increase in the rating of
the expert statements was necessary because it could be assumed that the knowledge and
experience of the experts was partly many times higher than that of the participants in the
online survey.
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Table 10. Success factors mentioned by all survey participants.

Success Factors Mentioned by Participants from Online

Survey and by Experts Online Survey Ratings Expert Ratings  Total Ratings
Opportunities to Drive Digitization Forward
Pilot projects/best practice 3 16 19
Generational change/cultural change/readiness for change 2 6 8
Change in cooperation 1 4 5
Developing the management level 1 4 5
Engaging and listening to staff 4 4 8
Common database for all areas 3 2 5
Success Factors in Digitization Projects
Competence/know-how 3 8 11
Willingness of employees 1 8 9
Recognizable added value 15 22 37
Resources (time and money) 3 10 13
IT security 4 10 14
Key person (CEO/responsible person) 2 14 16
Transparency 5 2 7
Acceptance (staff and people) 10 22 32
Economic aspects 1 4 5
Connectivity /networkability 1 2 3
Interfaces 1 2 3
Overall strategy 4 14 18
Suitable (external) partners 2 10 12
Promising Technologies/Solutions of the Future
IoT 1 2 3

Particular attention should be paid to the criteria “Recognizable added value” with
37 points and “Acceptance (staff and people)” with 32 points. With a significant dis-
tance, the criteria “Pilot projects/best practice”, with 19 points, “Overall strategy”, with
18 points and “Key person (CEO/responsible person)”, with 16 points, must also be con-
sidered. The simplified multi-criteria evaluation carried out confirms the importance of
non-technical criteria described at the beginning as essential success factors for digitization
in water management.

3.7. Reflection of Results

The study has shown that only a small number of the diverse research ideas, numerous
products and solutions have been implemented in the municipal water sector. The main
reason for this implementation deficit, according to the respondents and interviewed
experts, is the difficulty of transferring solution offers to respective individual tasks. There
is also a fundamental lack of comprehensible best practices. In addition, too little attention
is paid to the challenges of everyday work, which means an enormous additional burden
for employees at the start of digitization projects. Here, the survey participants wish to
see a better integration of digitization projects into the workflow of everyday work. The
focus of a digitization project must be the employee and not only the technical solution.
On the one hand, in most cases there is not enough employee involvement. On the other
hand, the focus must be on the assigned role of employees in a digitization project, as they
are the strongest drivers (or the biggest obstacle) of successful projects, according to the
survey participants. In the absence of sufficiently qualified employees, projects encounter
numerous and varied difficulties, and the desired success fails. Projects also do not work
without qualified employees. Nevertheless, the survey participants associate digitization
with the hope to master future challenges in a better way, such as, e.g., climate change, and
to make everyday work easier for employees.
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Comparing the results of the study with international research studies, numerous over-
laps in the success factors and obstacles in digitization projects can be found. Non-technical
aspects also receive a great deal of attention internationally, as was emphasized by the
respondents in the WaterExe4.0 study and identified as lacking in German-speaking areas.

4. Conclusions

For the first time, it was possible to identify sufficiently precisely described success
factors and obstacles that can promote or slow down digitization in the water industry,
especially on the user side. Due to the requests from potential users of digital solutions
in water management to get support in digitization projects due to the lack of guides and
working aids, which were sent to the researchers at Hof University of Applied Sciences
before the start of the project, the study results are to become part of such guides and
working aids. In addition, some of the previously described research gaps could be closed
in the approach.

What are the consequences of the study? What does research have to change? What
is the future path of the industry to bring more digitization solutions into municipal
infrastructures? Additionally, what is the role of municipal clients within these challenges?
The clear message of the survey and expert interviews is that people are the central
success factor in digitization projects. Contrary to modern Industry 4.0 factories, water
supply and wastewater disposal is not a clearly linear definable process. Without well-
trained, motivated people who think for themselves, digitization in the water industry
is neither possible nor feasible, either today or in the future. All thought experiments
and technological developments for further digitization, including Al, are only able to
automate a part of water management, and require the additional participation of operating
personnel. Neither the wastewater volume nor the drinking water supply represent ideal,
fully describable and thus predictable systems. Looking only at the input variable of
precipitation, reliable predictions are not possible in the near future to manage water
infrastructures based solely on data and machines. In any case, the use of digital systems
is becoming more and more necessary. The number and complexity of future challenges
in water management are continuously increasing, especially due to the consequences of
climate change, so good decisions and effective process flows require more and more data
in addition to the evaluation of their results. It is therefore the joint task of industry, science
and municipal users to find the optimal balance between necessary technology systems
and motivated operating personnel. WaterExe4.0 has shown that digitization in the water
industry is on the right track, but people still need to be more involved. At the same time, it
is necessary for the user side to be more open-minded in order to participate actively in the
development process. In particular, previously unspoken expectations on the municipal
side need to be more strongly and clearly communicated; it is not enough to hear about
them within scientific surveys. Industrial companies and researchers have to combine new
solution developments much better with the challenges of daily work. The main players
in the municipal water industry must talk to each other to recommend or reject technical
solutions. Another point derived from the workshops was that the current generation of
municipal leaders prefers face-to-face meetings to make judgments, not the internet [72].
Therefore, they want early dialog with researchers and industry and do not want to make
their statement only when a specific solution is installed and adaption results are needed
for a great effort. In addition, it became clear in the study that the benefits of a digital
solution must be highlighted much more strongly, not only in a general way, but also
specifically for individual cases. If this benefit is not presented to the user in all clarity and
depth, it will be difficult to achieve sufficient acceptance and thus project implementation.

With WaterExe4.0, a comprehensive and valuable database has been created for
German-speaking regions with regard to the digitization of the water industry. In addition
to a well-founded overview of application areas, application breadths and depths as well
as used technologies, the conducted surveys and interviews provided comprehensive
information on success factors and possible obstacles. Based on the desire of potential
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users in the water sector for support aids and guidelines in the phase of the selection and
introduction of digital solutions, results can be used to create these desired aids. Although
new data will be constantly identified and entered into the database as part of the study,
the result of the project is a snapshot. The innovation dynamics of digitization continue to
increase in the water sector. Even if the development dynamics in the water sector are not
as intensive as in other industries, there will be a significant increase in solution variants
and in the applications of complex systems, such as Al Climate change must be seen as a
strong driver for digital developments. A large part of the effects of climate change has
a direct or indirect impact on the earth’s water balance. Humans and technology should
be combined together in the best way possible to preserve the most important food on
earth: water!
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