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Abstract: Smart grids are a reality in distribution systems. They have assisted in the operation,
control, and most of all, the protection of urban networks, significantly solving the contingencies
of these networks. This paper treats the initial stage of implementing smart grid switching devices
in distribution networks. In this stage, smart grid technologies need to operate with the traditional
protection elements (such as fuses, reclosers, and sectionalizers). This fact can create trouble in the
protection schemes because there are two distinctive philosophies. In some companies, especially
those without substantial capital, these two protection philosophies can run together for many years.
The most popular intelligent electronic devices (IEDs) available in the market are studied to verify
their features and the possibility to incorporate techniques to allow the two philosophies to work
together. After that, the proposed approach shows how the existing IEDs can interact with the
traditional devices. Special functions can also be incorporated to inform the control center of an
operational problem, increasing the observability of the network. With the proposed approach, the
IEDs are transformed into intelligent agents. Practical examples using real distribution systems are
presented and discussed, proving the efficacy of the proposed methodology.

Keywords: smart grids; power distribution; traditional urban protection; contingencies; IED;
intelligent agents; rule-based system; multiagent systems

1. Introduction

Electrical distribution networks have been structured and operated since their in-
ception to meet the needs of their loads, which are constantly evolving and presenting
new demands and operational problems [1]. Distribution systems have become increas-
ingly more important due to the increasing number of branches and growing complexity.
New challenges stand in the way of delivering quality energy, which more and more
consumers demand.

In traditional distribution networks, the protection system has played a significant
role in preventing problems at one point in the network from spreading and causing
disturbances in other parts of the circuit [2]. In addition, they create a necessary operational
guarantee because they act autonomously, aiming at the security of the network and the
people who are close to it.

With the advent of the new devices and philosophies of smart grids, there has been a
gradual exchange of traditional devices for smart devices in all distribution systems. Two
types of devices and philosophies exist at the moment. Depending on the power distribu-
tion company’s investment capacity and operational needs, deployment of new technology
can take a few months to several years. Moreover, the growing presence of distributed
energy resources (DERs) is increasing the challenges of the protection philosophies and the
integration of different devices. Thus, in this context, one should notice that several recent
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works in the literature have presented innovative protection philosophies for distribution
systems. The traditional protection schemes and operations are not dealt with in most of
these works.

1.1. Overview of the Smart Grid Strategies

The main idea of this section is not to present a complete and systematic overview
of all smart grid strategies, but only to show that the previous works do not deal with
traditional protection. They contribute with new control and protection strategies using
smart grid devices only. They do not deal with the integration of the traditional protection
elements (such as fuses, reclosers, and sectionalizers). This paper uses the terms “smart
grid device” and “smart device” interchangeably. They refer to switches existing in the
network that have some degree of automatism or intelligence.

In [3], a new strategy for adaptive overcurrent protection was prepared for short-circuit
currents when distribution generation exists. This proposed strategy is based on intelligent
electronic devices (IEDs) only, establishing procedures for islanded circuits. In [4], active
network management is presented, defining operational and network structure changes
according to the load and areas without energy. IEDs work together, without other infor-
mation, to determine the best performance according to data from the overcurrent relays.
In [5], a new strategy for optimal protection coordination using dual-setting, directional
over-current relays was installed in switches connected in IEDs. There was communication
among the IEDs. The reference [6] proposes a meta-heuristic approach for feeder reconfigu-
ration after a short-circuit. The process is based on a discrete particle swarm optimization
technique. It considers the load of each branch, the branch capacities, and the IED switch
positions to define the best new reconfiguration of the distribution network. In reference [7],
fast islanding detection after a protection scheme operation is studied in many different
situations with several points of view. Microgrid protection, operating in a grid-connected
or an island situation, is also studied. Any single line is devoted to traditional protection
elements in all these references. The proposed strategies are established for IEDs only.
Equipment such as reclosers and sectionalizers without IEDs features and fuses are not
dealt with in those papers.

Some papers related to distribution protection in smart grids follow. In [8], many
analyses about protection devices, including distribution generation, are studied with
control methodologies to change power flow in protection operation and reconfiguration
schemes. In [9], some relay protection strategies are also examined, and the traditional relay
protection tuning technology is incorporated in the proposed approach, aiming for wide-
area protection. Additionally, in [10], an adaptive instantaneous overcurrent protection
scheme is proposed, which sets parameters of IEDs using a real-time Thevenin equivalent
circuit. Non-linear equations and Gauss solutions are involved in the IED settings. Only
IEDs are implicated in the problem’s resolution, and no traditional protection is mentioned.

Recently, more papers have been published on smart grid devices’ implementations
and their acting in the contingency problems in distribution networks. In [11], an interesting
approach is introduced using two layers, one for power and another for communication.
Several catastrophic contingencies are studied, and the smart grid device features and
acting are studied. Experiments were carried out. In [12], several operational conditions
and contingencies are studied to locate distributed generation units and shunt capacitors
in the distribution network. Those studies took into consideration the actuation of smart
devices only. In [13], the system reconfiguration strategy is based on smart devices and
external energy sources to supply the critical load of the network. Mixed-integer linear
programming runs a stochastic model to create reconfiguration solutions for the network.
In [14], a new strategy for forming microgrids in the reconfiguration problem is described.
The issue of reverse power flow, the frequency/voltage regulation provided by inverters,
and grid support capabilities are studied. The contingency is isolated by the smart grid
devices only. Finally, reference [15] presents an interesting complete overview of the smart
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grid computational methods. In those methods, only smart devices are used to solve
protection and contingency problems. Traditional protection is not mentioned.

Therefore, there is a research gap in the integration of smart grid devices into the
traditional protection devices presented in distribution networks, which neglects the reality
of these systems in many places around the world. Thus, there is a need to study the
implementations of the functions in IEDs and in the traditional protection schemes. It
is crucial to notice that the term “intelligent” in “intelligent electronic devices” is not
appropriate. The reason for that is presented in a section of this paper.

This paper deals with the integration of smart grid devices into the traditional protec-
tion devices of distribution networks more practically. Our main contribution is to present
a proposal for precisely integrating a rule-based system into IEDs, transforming them into
“real” intelligent devices (named intelligent agents) interacting with the existing devices in
the protection systems of current distribution networks.

1.2. Operation in an Incomplete Smart Grid

This consideration is crucial, because these two operational philosophies can remain
simultaneously active for months or years. It depends on the power distribution company’s
financial capacity and the network’s necessities. In fact, in most developing countries, this
incomplete integration will remain for years without a deadline. For example, in Brazil [16],
as in many developing countries, such as India, Russia, China, Thailand, Mexico, and South
Africa, the most critical aspect to accelerating the substitution of one structure for another
is the consumers’ power supply continuity indexes.

The integration analysis for the two philosophies presented in this paper is funda-
mental mainly for crowded cities with millions of inhabitants. These cities in developing
countries have distribution systems in several stages of evolution. For instance, a city with
two million inhabitants has around twenty substations spread throughout. Each substation
has 5 to 10 circuits, and each circuit is 50 to 70 km and has 500 transformers for low voltage
supply. Usually, the distribution protection system is using reclosers in some critical points
of the circuit (around 10 per circuit), sectionalizers (approximately 2 to 4 per reclosers), and
fuses at each branch of the circuit and in all transformers.

Table 1 shows an aerial photo of a region supplied by two substations (SS1 and
SS2), and only three 13.8 kV circuits are represented. SS1 and SS2 have 8 and 10 circuits,
respectively. In these three circuits, there are 283 transformers, more than 5000 consumers,
79 branches, and 18 km of extensions, supplying approximately 15 MVA [17–19]. The
red squares represent the locations of nine existing reclosers (three per circuit with three
sectionalizers each), and the green squares are the three tie switches (Figure 1).

Table 1. Typical load values for branches before 6 pm on a Friday.

S8–S9 S9–S10 S10–S11 S11–X

15A 15A 15A 5A

Regarding these circuits in a smart grid implementation process, the first switches that
would be transformed in IEDs are some of the nine reclosers and twenty-seven sectionaliz-
ers, and primarily the three tie switches [17]. A significant number of the circuits would
continue with the traditional protection (the reclosers and sectionalizers not transformed
in IEDs, and the fuses, would be around 350). Thus, it is clear that the implemented IEDs
need to interact with the fuses and the other traditional devices (not transformed into IEDs)
to seek collaboration in the network trying to integrate the two protection philosophies.
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Figure 1. Example of a real distribution network [17].

This paper offers a step in this direction, presenting how simple rules can be incor-
porated into the IEDs to integrate operations of the traditional devices. It starts with an
overview of the main concepts of the traditional protection elements for urban and rural
networks and the main elements of the smart grid and intelligent systems. After that, the
general structure of an IED is shown, and the most popular devices used in the automation
distribution systems are presented along with an analysis of their features and a comparison
among them. Then, possible integration of IEDs with fuses is proposed, after introducing
the concept of load partitioning each branch. Then, the integration of intelligent agents with
reclosers and sectionalizers is presented. Finally, case studies using an existing distribution
network are presented, and the computational implementation results prove the efficacy of
the proposed methodology.

2. Presentation of Important Concepts
2.1. Main Concepts of the Traditional Protection for Distribution Networks

When protection structures in urban and rural distribution networks are observed, it
is possible to verify that they have some switches to open short-circuits along with their
circuits, such as fuses, reclosers, and sectionalizers.

A fuse is an element that interrupts the short-circuit current by burning its filament,
which then has to be physically replaced by a utility maintenance team. This repair can
sometimes take hours (between fault detection and travelling to the location), although the
exchange can be done in just a few minutes.

Reclosers are devices that can eliminate short-circuits, including the entire reconnection
procedure, by the verification of non-permanent short-circuits.

The sectionalizers act in conjunction with the reclosers, but cannot eliminate short-
circuits. Suppose a sectionalizer observes a short-circuit current at one of the reconnection
openings. In that case, it opens and remains open by isolating the power from the short-
circuit and allowing the rest of the circuit to continue to operate.
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Other topics in the protection of traditional urban networks are their coordination
and selectivity. These two concepts are fundamental [20]. Coordination is the act of
disposing of two or more pieces of protective equipment in series, according to a specific
order. Selectivity is the ability of protective devices to act before their backup devices. For
example, only one protection device should work as close as possible to the short-circuit
when a short-circuit occurs. When this happens, it is said that there was coordination
between the protection devices and that there was selectivity between them. Another
example of this situation is when some (or all) protective devices that have seen the short-
circuit current act. In this case, it is said that there was no selectivity, but that coordination
occurred. Finally, neither selectivity nor coordination happened when both the nearest
protective device (or devices) did not act, and Figure 2 shows these situations.
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2.2. Differences between Smart Grids and Intelligent Systems Concepts

The aim of writing this section was not to present a complete overview of the smart
grid concepts and their structures, but only to show some points related to the proposed
developments. Firstly, it is important to distinguish between two concepts: smart grids
and intelligent systems. Some smart grids can be intelligent systems, but not every smart
grid is intelligent; they only are if intelligent techniques are applied to solve a problem.
Thus, it is fundamental not to confuse systems with automatisms with intelligent systems.
Many manufacturers often falsely sell their products as intelligent products, but they do
not include intelligent techniques. Example of these types of devices which have in their
names the word intelligent are the IEDs (intelligent electronic devices). They each have
a set of structures (analyzed in the next section) to produce an answer automatically, but
they are not intelligent devices.

Figure 3 presents a Venn diagram, showing that smart grids do not always include
intelligent systems and that intelligent systems are not always applied in smart grids. The
important point for this work is the elements that can be present in both: the intelligent
elements of the smart grids.

In the region of interest, there are devices with intelligent techniques to solve certain
problems. These devices have communication systems to exchange information with other
devices or a central system for the most part. If they do, they have all the features necessary
to make them “intelligent agents” [21].
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Other important differences introduced by smart grid technology compared with
traditional protection are two-way communication, self-monitoring, self-healing, and
pervasive control. In traditional protection systems, there is no communication, manual
monitoring, manual restoration, and limited control [22]. Additionally, a smart grid has
sensors throughout the network, increasing the observability, and the communication
allows interactive activity among devices and with multiple stakeholders [23].

3. Overview of IEDs

The term intelligent electronic device refers to an extensive range of electronic devices
that automate a system, be it a power plant, a substation, or a distribution system. Several
functions can be incorporated into IEDs, such as protection, monitoring, and local control.
The main aims of this section are to address whether there is any mention in the literature
about the interactions of these IEDs and traditional protection elements and to verify if the
IEDs have features to support the proposed approach. This section initially discusses the
structure of an IED, showing its features and how an external program can be incorporated
into it. Then, the most popular IEDs used currently in distribution system automation are
shown. Finally, we show how a set of IEDs can be transformed into a multi-agent system
(MAS), producing an intelligent multi-agent system.

3.1. General Structure of an IED

A typical IED architecture consists of microprocessors, local memory, digital and
analog inputs, outputs, a communication system, and a power supply. The functions of the
microprocessors include the execution of the protection algorithms. Most software used
in IEDs works through a set of pre-programmed tasks, which only require adjustments
to their parameters. These functions include displaying voltage and current values and
limits, data recording, local database control, switch status, interlocking, self-reconnection,
and adjusting groups of protections. Within this set of tasks, an essential component is
the real-time operating system (RTOS), whose role is to ensure that all other tasks are
performed appropriately and in the established priority order [24].

Concerning the software’s logic, it is usually made by a human–machine interface or a
dedicated communication port. These logics can be written in simple languages, such as
Ladder, or directly in more elaborate programming languages, such as C.

Nowadays, for communication, IEDs use IEC 61850 [25], which is a standard for
communication networks and systems in substations. Additionally, the IEC TC57 [26]
standard has been developed for distribution network automation, and it is based on
IEC 61850 guidelines. These standards allow all IEDs from different manufacturers to
communicate, exchanging data and messages. The GOOSE protocol [27] provides an
efficient way for IEDs to send and receive messages.

3.2. Overview of the Most Popular IEDs Systems Used in Distribution Systems

This section includes the analysis of some of the technological solutions of IEDs sys-
tems used in distribution systems available in the market, which are: Schneider Electric’s
Intelligent Loop Automation, S&C Electric Company’s IntelliTeam SG, Eaton’s Yukon
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Feeder Automation, NovaTech’s Distribution Automation, SEL’s DAC, Hitachi Energy’s
Distribution Feeder Automation, and the Siemens Self-Optimizing Grid. The intention is to
show the possibility of incorporating functions in all these systems, especially those pro-
posed later in this article, and to map these devices’ functional characteristics, applications,
and strengths.

3.2.1. Schneider Electric’s Intelligent Loop Automation (ILA)

ILA [28] uses a distributed architecture based on logical schemes embedded in the
ADVC reclosers’ controllers and the disconnector switches’ controllers. Depending on the
mode of operation, each IED has one of three possible pre-programmed functions: feeder,
tie, or mid-point. A feeder IED usually is closed and opens when it detects an overcurrent
in its terminals. The tie IED is the point of the normally open scheme that closes when it
catches a loss of voltage in the source terminal or the load terminal. The mid-point IED is
located along the feeder, anywhere between a feeder IED and a tie IED. The mid-point IED
changes protection group and enters before the tie device closes to maintain the radiality of
the circuit.

The loop automation schema can contain two feeder IEDs, multiple mid-point IEDs,
and one tie IED. It is necessary to integrate the various LA schemes configured within a
distribution system to use a remote terminal unit (RTU) to control the hybrid system. The
most current versions of firmware support overload control, which allows the system to
avoid transferring load to a feeder that cannot support it. ILA still has an editor to create
and supervise the network architecture, in which some additional rules can be incorporated.

3.2.2. S&C Electric Company’s IntelliTeam SG

IntelliTeam SG [29] uses a decentralized architecture with an RTU (called IntelliNode)
installed at the top of each participating IED (relays, reclosers, circuit breakers, and dis-
connector switches) or directly on S&C’s reclosers. IntelliTeam SG monitors voltages and
currents in real-time using sensors built into fault-sectioning devices. Each IED is config-
ured to know its normal function in the system and other essential parameters, such as the
amount of load the device is authorized to receive, the role of the device in the set, and the
priority of the source.

The system divides the network topology into groups called teams, hence the system’s
name. The manufacturer states that there is no limit to the size of the system. S&C offers a
topology configurator that also acts as a SCADA to edit and supervise what IntelliTEAM
does. It can edit the topology almost freely by inserting the IEDs and connecting them
within the schema. This tool also has a replay option, allowing one to visualize in a graphic
diagram what happened before, during, and after self-recovery procedures. The S&C
system can prioritize sources, handle multiple short-circuits, and avoid feeder overloading.
Additionally, it is possible to restore the system to its normal configuration state or decide
on a new normal configuration state after the self-healing process has been completed.

3.2.3. NovaTech’s Distribution Automation

The Orion DA-Master is a NovaTech Orion system [30] with specialized software
that functions as an independent master controller in a single or multi-feeder, single or
multi-substation distribution automation system. The DA-Master scans measurements,
analyzes the data, and initiates the opening and closing commands in the various IEDs
installed in the distribution system to perform user-defined system reconfiguration in
response to abnormal system conditions. The DA-Master supports several communication
protocol options that are available in the various IEDs currently found on the market.

If remote monitoring or control is required, the DA-Master can also communicate with
an existing SCADA master system in the distribution system. NovaTech Communications
Director (NCD) is the logical configurator and has a vast library and protocol profiles of the
various modern IEDs. A computational package called DA-Simulator is also available that
allows the user to model the distribution system, simulate different short-circuit conditions



Energies 2022, 15, 2518 8 of 28

in each participating IED, and predict the actions of the self-healing algorithm before the
equipment is installed in the field.

3.2.4. Eaton’s Yukon Feeder Automation (YFA)

YFA [31] uses a centralized architecture with a self-healing algorithm configured in an
RTU, usually installed in the substation. A dynamic system integrates real-time data from
the distribution system to detect disturbances and automatically reconfigure the system to
isolate the short-circuit, minimizing the total number of affected customers. Several IEDs
can be integrated, such as relays, disconnector switches, capacitor bank controllers, voltage
regulators, and short-circuit indicators.

YFA scans the participating IEDs of the self-healing system with various communica-
tion protocols, managing all automation functionalities of the distribution system, and can
also be integrated into existing SCADA systems. The YFA editing program is a dynamic
and configurable platform that uses object-oriented programming. It has a topology editor
and a simulator, offering the user the possibility to test the configured programming and
its response under normal and abnormal conditions in the distribution system.

3.2.5. SEL’s Distribution Automation Controller (DAC)

The DAC [32] uses a hybrid architecture with a self-healing algorithm configured in
an RTU, usually installed in a substation. The RTU responsible for data concentration,
execution of logical schematics of self-healing, and data communication processing is a real-
time automation controller. The system has a primary real-time automation controller that
communicates with other substations and the IEDs participating in the distribution network.
In this controller, the computer program responsible for the automatism of the network
exists. The controller performs algorithms automating isolation and power restoration
procedures during short-circuit situations, while additional algorithms optimize network’s
performance through voltage control and reactive power control. Overload reduction
techniques are also used in cases of abnormal electrical system operation.

The system is independent of the IED manufacturer. It can also be integrated into the
existing SCADA system, and the configuration is based on libraries and protocol profiles of
the various IEDs available on the market. The various IEDs, such as relays, disconnector
switches, capacitor bank controllers, voltage regulators, and short-circuit indicators, can
be integrated.

3.2.6. Hitachi’s Distribution Feeder Automation

Hitachi’s Distribution Feeder Automation [33] uses a decentralized solution installed
in the field. The RTU500 series are controllers with an integrated predefined algorithm that
allows integrations in medium and low-voltage grids. Sensors and functions work using
motorized switches to quickly identify a faulty cable, isolate the fault, and restore the supply.
This application uses an Automatic Transfer System (ATS) for simple reconfiguration
functionality and includes a high-level solution with peer-to-peer communication. The
trigger happens by a failure detection in the primary active source.

This system contains all necessary applications connected to a distribution system
to small-scale or mobile power stations. This RTU-based application includes a commu-
nication link, automatic speed, power factor, and voltage control. The system registers
long-term or periodic overload stresses, and the asset’s maintenance plan algorithm can
support them.

3.2.7. Siemens Self-Optimizing Grid

The Siemens Self-Optimizing Grid system [34] is based on a regional controller on the
substation level, ensuring automatic fault localization, isolation, and restoration. Special
controllers make the interface with the control center. They measure data through the distri-
bution network and host the grid’s regional and centralized applications. Self-Optimizing
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Grid solutions integrate the different grid levels, and depending on integration level, can
be: centralized, hybrid, or decentralized.

The Self-Optimized Grid solution comprises the most relevant applications for hybrid
solutions. These applications accurately monitor the grid and remotely control stations to
ensure high supply reliability and improve system performance. The solution integrates
these intelligent automation functions: self-healing, load management, automatic source
transfer, overload reduction, and area voltage control.

3.2.8. Comparative Analysis of the Described Technologies

It is known that the structure of a smart grid must be elaborated so that its equipment
allows interoperability with different systems. Thus, different algorithms can be deployed
for system optimization. The seven systems offered have applications in distribution
networks with different evolutionary levels of automation. Altogether, they cover each level
of automation and every available network. It is important to note that the evolutionary
level of each system is not linked to the technical capacity of the company that owns it,
nor the ability of its technical development team. This evolutionary level is related to a
company’s market strategy, aiming to target one type of system more than another.

The usefulness of the described systems is easily verified by their automation of
the identification, isolation, and restoration operations in response to the short-circuits.
However, none of them confirmed the existence of functions that deal with traditional
protection systems. They would need functions to interact with reclosers, sectionalizers,
and fuses. Nevertheless, all shown IEDs have a way to write and manage these functions
and analyze the data coming from the network. It is essential to note that traditional devices
do not communicate with IEDs. Still, the current that passes through an IED makes it
possible to make inferences, as shown later in this article.

3.3. Transforming a Set of IEDs into a Multi-Agent System

The shown IEDs can also be called agents [35] because they have all the main features
of them: autonomy, adaptivity, contextuality, and sociability. They have a degree of
autonomy which can be chosen based on the system they are to be used in. They also
have a certain level of adaptivity to choose the best actions to take. They can contextualize
their activities to define if an action must be taken. Finally, they have the ability to interact
with others IEDs (sociability). The main elements of the agent are represented in Figure 4.
In this figure, the intelligent controller is in a recloser; however, it can be put in another
distribution network switch. The intelligent controller receives the data (such as current
and voltage measurements and the status of the switch, among others) though its sensors.
These data are given to the processing unit of the control, which contains algorithmic,
numerical, and intelligent parts. Each part has a specific mission. The algorithm controls
the entire process of the IED. The intelligent part provides inferences for each operational
state of the network and the controlled switch. It uses the data from the sensors and the data
saved in the local memory to choose an action for the controlled switch and to communicate
information with other IEDs. The intelligent part usually triggers the numerical part, but
the algorithmic part also uses the numerical part a few times. The local memory contains
data of the observed part of the network observed by the agent. Finally, the communication
system is the way to send and receive messages from and to the other agents.

An agent can be of two types: a common agent or an intelligent agent. The common
agent is the one that reacts (or acts) according to a certain logic but without the basis of
techniques of an intelligent system. In the world of artificial intelligence (AI), an intelligent
agent is a computational system that is able to perform independent actions for the benefit
of itself or its controller. Agents are expected to act rationally, operate autonomously,
perceive their environment, adapt to changes, and achieve their goals. When uncertain, a
rational agent obtains the best or expected outcome.
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Agents can interact among them to find a better solution to a problem, creating a mul-
tiagent system (MAS) [36]. The MAS may have one more qualifier, the word “intelligent.”
There are two situations in which an intelligent multiagent system can be found. The first
is when the system has intelligent agents that interact and perform functions capable of
accomplishing the objective proposed by the system in which they are inserted. The second
type is one in which there are only “common” agents (which do not use AI techniques), but
that “intelligence” emerges from their interaction. In this work, the intelligent multiagent
system is composed of intelligent agents; however, the acronym MAS is maintained.

In a MAS, all intelligent agents should be able to communicate. Each must have the
knowledge and skills to perform a particular task and may or may not cooperate to achieve
a global goal. It is noteworthy that each agent in a MAS has incomplete information,
and agents form a system with sufficient knowledge and ability to solve the problem.
Nowadays, MAS is the most important technique to operate distribution networks [37],
helping especially during the contingencies, such as short-circuits. In a complete MAS,
all actions to eliminate a short-circuit, isolate the branch in which it occurred, and restore
the branches without energy, are done by the intelligent agents distributed along with the
electrical distribution network [38].

The MAS can be classified into three main types: centralized, decentralized, and hybrid.
In the centralized MAS, there is a central process control that maintains communications
with all agents, performs the main operation strategies of the network, and sends which
actions each agent must produce. Only a few inferences are made locally, and the most part
is done in the central unit. Examples of this type of MAS are presented in [39–41].

There is no central unit in the decentralized MAS, which means the agents must make
all performances and inferences locally. The agents communicate with other agents to
provide a solution for a problem. There is no global system control, decentralized data, and
asynchronous computation. Examples of the decentralized MAS are presented in [42–44].
In this work, the MAS considered is of this type, and all the processing is done locally in
the agents.

There is a balance between the central and local inference in the hybrid MAS. Central
control performs the computation linking all data from the network, such as numerical
programs (like load flows) or main strategies (like load shedding). In contrast, the local
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control performs by the agent taking care of the switching strategies and local verification
of the overload, over (or under) voltage, or short-circuit detections. Examples of the hybrid
MAS are presented in [45–47].

4. Proposed Methodology

This section presents the proposed methodology for integrating smart grid devices
into the traditional protection of distribution networks. The section presents functions
to work with fuses, reclosers, and sectionalizers, and then a summary of the intelligent
agent rules.

4.1. Functions to Work with Fuses

In a decentralized MAS, all functions must be in the agents to be performed through
inference processes. This section presents a function that incorporates the intelligent agent
that allows interactions with fuses. The inclusion of this function allows a more gradual
introduction of smart grid elements next to traditional urban networks. Over time and
with financial availability, one could replace fuses with intelligent agents.

Implementing this function in the smart agent is not enough to detect the time to
break the fuse links before it acts. The intelligent agent should monitor this loss of load
and have a supervisory function; i.e., it should inform the operating plant about the
fuse link disruption and the consequent loss of load. This allows the utility to send the
maintenance team to change the fuse before receiving calls from consumers without power,
reducing the durations of power outages and improving the reliability of the System
Average Interruption Duration Index (SAIDI). This is one of the advantages of a smart grid.

Agents always supervise fuses downstream and monitor a load loss resulting from
opening one of these fuses. The strategy is easy to understand, but its implementation
needs a set of calculations that to be performed, depending on the current reduction view
by the agent, involving daily load behavior and load forecasting. The load reduction
perception function detects “abnormal” variations in the current and places the agent at
the attention level.

The system shown in Figure 5 can be helpful to illustrate how this function performs.
This figure contains a hybrid protection system merging intelligent agents, fuses, reclosers,
and sectionalizers. Each switch S is one protection device. For instance, the elements S7
and S8 are intelligent agents; and S9, S10, S11, S12, and S13 are fuses. Agent S7 supervises
fuses S12 and S13, while agent S8 supervises fuses S9, S10, and S11.
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Thus, when the S11 fuse opens, S7 and S8 check the load reduction. They must
communicate to determine if this occurred in the fuses supervised by S7 or S8. If both
noticed, the loss is on agent S8’s line, but if only S7 realized, it was one of the fuses it
supervises. Again, if both detected the load reduction, then it is one of the fuses supervised
by S8, and it should start an analysis process to know if it was the fuse of S9, S10, or S11
that broke.

4.1.1. Verifying Which Fuse Has a Problem

Once an agent has established that it is likely responsible for the fuse that acted, this
verification procedure is initiated. The intelligent agent infers whether the abrupt load
reduction occurred due to the opening of a fuse or the simple removal of a large load block
(for example, a factory). This check is done through a procedure that investigates whether a
short-circuit current occurred immediately before the reduction of a large load block. If this
happened, there is a strong chance that the fuse link would have broken; otherwise, there
must have been a load reduction. However, the question remains: are these statements
entirely factual? The answer to this question is no, because the short-circuit may have
occurred within a factory, and in this case, its main circuit breaker has removed the factory
without burning the fuse link. In the second hypothesis, the fuse link has been burned due
to an overload in the circuit.

It should be remembered that the fuse link has a “memory” of the events that passed
through it. This memory exists because it does not necessarily merge at once. It is de-
graded whenever an overload or a short-circuit current passes through (which is not
primarily responsible for opening). Remember that this degradation process is thermal
and irreversible.

Although this procedure is not foolproof, it increases the observability of the electrical
network, because an agent closer to the event will have greater sensitivity to direct net-
work maintenance efforts than the total lack of observability that occurs in networks with
traditional protections.

After checking for a short-circuit current, the agent calculates the load drop, in per-
centage, by the difference between the pre-fault current and the current divided by the
pre-fault current value. The result is used in the next steps of this procedure.

The agent verifies whether the value of the percentage load drop was higher than a
pre-established ∆ value: if yes, the continuous inference process moves to the next step; if
not, the process is completed, and the agent returns to normal. This ∆ value allows minor
typical load variations to not be confused with load dropouts.

With the process continuing, the next step is to check the memory of the intelligent
agent for the load partitioning of each branch. It is placed there when the agent is the
initial setup.

This load partitioning is done through the expected workload in the branches, and
it represents the typical workload of the branch for one week. Usually, purely residential
branches have similar load profiles, only vertically moving the data curve. In contrast, other
load profiles (industrial or commercial, or composed of various load types) have different
profiles. Power utilities have this data because they carry out measurement campaigns for
other purposes.

Thus, when the inference is being made (or during an event, which is the same), it
searches for the nearest whole time, and calculates the load of each switch for this time and
the partitioning values in percentages. Hence, these partitioning values are compared with
the percentage value of load drop, checking the nearest. The nearest value defines the fuse
that acted.

Then, the agent must send information to the substation informing it of the broken
fuse link to expedite the maintenance process and return energy to the branch (or branches).
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4.1.2. Example of Integration of Fuses with Smart Grid Devices

Consider Figure 5, where, as reported above, agent S7 supervises fuses S12 and S13;
and agent S8 supervises fuses S9, S10, and S11. Suppose a short-circuit occurs in branch
S10–S11. By the coordination criteria, the proper response is the fuse of S10 interrupting
the power supply of branch S10–S11 and the branch after S11.

As the short-circuit occurred on the S10–S11 branch, the intelligent agents S7 and
S8 observed the short-circuit current. Other agents may also have seen the short-circuit
current. Still, due to the simplicity of the explanation, the inferences are reported only by
agents S7 and S8, since the other agents will verify that they should not take any action, as
would occur in the case of agent S7.

Agent S7 notes that at least one of the agents of each team also observed the short-
circuit current, and for this reason infers that it should not take any action because the
short-circuit did not occur in its observation area.

Agent S8, on the contrary, alone in its team received this information, and hence infers
that the short occurred in its observation area. Hence, this agent differentiates between
the pre-fault current and the actual current. Assuming that these values are 45 and 32A,
respectively, the percentage value of load drop is calculated: 29% (=(45 − 32)/45 × 100%).

Assuming that the ∆ value is 4%, the agent infers that one of the fuse links it oversees
has been opened. Thus, its rules observe the current hours and take the nearest whole
hour. Adopting in this example 17:42 h on a Friday, the typical load data of 18:00 h of each
branch are accessed. For example, consider the data shown in Table 1. Table 2 shows the
percentage value of the load drop of 29%, showing that the S10 fuse link broke.

Table 2. Typical loads on agent S8 and the fuses S9, S10, and S11 at 6 pm on a Friday.

S8 S9 S10 S11

50A 35A 20A 5A

- 70% 40% 5%

4.2. Functions to Work with Reclosers and Sectionalizers

Other devices that have been used in the traditional protection of urban networks are
reclosers and sectionalizers. The function of the reclosers, as stated above, is similar to that
of circuit breakers in substations. They can also eliminate a short-circuit and are provided
with automatism that allows the timed interruption of the short-circuit current with two
main objectives: to verify if the short-circuit is transient and enable the operation of the
other protection devices closer to the fault. The sectionalizers also observe the short-circuit
current but cannot interrupt it. This opening only occurs in one of the interruptions caused
by the recloser. There can be multiple sectionalizers together with a recloser. For example,
consider the network of Figure 5, where the S15 protection device is a reconnector, and the
S17 and S20 devices are sectionalizers. The main idea behind this configuration is that faults
in the branches after S17 (or S20) are interrupted by the sectionalizer responsible for the
branch (not by S15). It causes the faults to be restricted to a minor portion of the network.

It is essential to mention that these two devices may not be simultaneous. Still, the
number of times the reconnector takes action can be counted by the sectionalizer agent.

4.2.1. Integration Function Procedure with Reclosers and Sectionalizers

To exemplify the integration function with reclosers and sectionalizers, consider the
network of Figure 5, where the protection device S15 is a recloser; devices S17 and S20 are
sectionalizers; S4, S5, S14, S16, and S18 are switches for intelligent agents; and S19, S21,
and S22 are fuse switches. It is important to note that S15, S17, S19, S20, S21, and S22 are
traditional devices without intelligent agents. Thus, the communication happens in the
following teams (formed in the area of interest of the example): S4–S5–S14–S16, S16–S18.

The procedure of this function is similar to that presented in the previous section. It
uses the concept of load block loss. This loss occurs with the opening of the fuse (breaking
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of its link); this loss is caused by the opening of the recloser or a sectionalizer. Thus, it is
essential to know which agent monitors which device.

In this example, agent S4 supervises S15; agent S16 supervises S17, S20, S21, and S22;
and agent S18 supervises S19. There is no difference between monitoring a fuse (S21 or S22)
and a device (S17 or S20—sectionalizers) to the agent. What matters is simply knowing the
load partition on each branch so that the calculation described above can be performed by
the agent that monitors these protection devices (which is S16).

Three illustrative cases are studied in this section, with short branches between S17
and S18, between S21 and S22, and between S16, S17, and S20.

In the first case, the short-circuit occurs on branch S17–S18. Hence, the protection acts
as follows: S15 verifies whether the short-circuit is temporary or permanent, and if it is
permanent, in one of its openings, the S17 sectionalizer opens. Then, after eliminating the
short, the agents begin their verification process and possible restoration of the branches.
Agents S4 and S16 observed the short-circuit current, and S18 continued.

Thus, agent S4 concluded that nothing should be done because the short-circuit is
not in its team’s area (S16 also observed the short-circuit current). Agent S18 did not
notice anything, then continued right away. Agent S16, which also noticed the short-circuit
current, contacts agent S18 and verifies that the short ran through it and is not beyond
agent S18.

As agent S16 monitors S17, S20, S21, and S22 protection devices, it should verify which
device acted. This is done by the same load partitioning process shown earlier. Thus, it is
determined that S17 was the device that acted.

One could also have an additional rule that would indicate whether there are protective
devices between S16 and S18 (which ran out of power), and if this second agent ran out
of energy, it is because a protective device activated between them. This rule verifies the
veracity of completion performed by agent S16. Moreover, when the agent infers that a
device has acted, it sends a signal towards the substation informing it of the fact (in this
case, device S17).

In the second case, the short-circuit occurs on branch S21–S22. Hence, the protection
acts analogously: S15 verifies the type of short-circuit, and being permanent, in one of its
openings, the fuse link S21 opens. Then, after eliminating the short, the agents begin their
verification process and possible restoration of the branches. Agents S4 and S16 observed
the short-circuit current, and S18 did not observe it. Thus, agent S16 infers that the short
ran through it and that it happened no further than agent S18.

Agent S16 contacts agent S18, informing it of its actual current. In this way, the agent,
as it has the protection devices S17, S20, S21, and S22 under it, performs the calculation of
the load loss with the load partition process and checks which device is closer to the load
loss, which in this case should be S21. It will send this information to the substation.

In the middle of this process, the verification of the veracity of conclusion is performed,
using the rule, which confirms that if S18 also observes the current, it is because S17 did
not act.

These two cases involve similar actions and are based only on the partitioning of loads
between the branches. The following case is a little different.

In the third case, the short-circuit occurs on branch S16–S17–S20. Hence, the protection
acts similarly to the past: S15 checks whether the short-circuit is permanent; it opens, as no
other device acted. Then, after eliminating the short-circuit, the agents begin their inference
process. Agents S4 and S16 observed the short-circuit current, and S18 did not maintain
it. Thus, agent S16 infers that the short ran from after it and was from no further than
agent S18. It also verifies that it is out of charge current and that the short-circuit insulation
process should begin.

Then, agent S16 starts this process by opening, locking, and sending a message so
that S18 also opens and locks. If there were relief circuits, the restoration process would
continue in the same way as this document presented.
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When opening, S16 sends a signal, in this case, to S4, stating that the circuit breaker
can close. As there is a load current in S4 and it monitors a traditional protection device, it
turns this message into an acting message for the S15 protection device. There is a problem
with the branch after S16 and before S18 (branches S16–S17–S20, S17–S18, S20–S21, S21–S22,
and S22–X). When the S15 recloser reaches its standby time, it automatically closes, and
there is no longer a short-circuited power supply, and the branch S15–S16 powers back up.

4.2.2. Incorporation of an Intelligent Agent in Reclosers and Sectionalizers

The proposed agent is structured to act on any type of switch, with or without the
ability to eliminate the short-circuit current. Until this point in this work, the agent has
been used in two ways: in the switches of the substations (circuit breakers—which open
short-circuit current) and in the branch switches (disconnectors—which do not open short-
circuit current). However, it important to remember that the agent’s structure is the same
for each of these switches, regardless of their type.

Thus, the inclusion of the proposed agent, reclosers, and sectionalizers does not
bring about any problem, because reclosers are similar (in their performance) to circuit
breakers. At the same time, sectionalizers are identical (in their performance) to disconnec-
tors. The philosophies of coordination and selectivity should be kept from the traditional
protection structure.

With the agents placed over the protection devices S15, S17, and S20 of Figure 5, the
new teams formed in the area of interest are: S4–S5–S14–S15, S15–S16, S16–S17–S20, and
S17–S18.

4.3. Intelligent Agent Rules for Integration with Traditional Protection Devices

This section summarizes the key actions (rules) of the intelligent agent (IEDs plus
knowledge-based system—KBS) for integration with traditional protection devices. All
inference processes start when the IED notes a short-circuit current. After the short-circuit
area’s elimination, the KBS starts to be executed. It can be divided into two main parts:
verifying the performance of a traditional protection device and validation of the integrity
of the conclusion, and the KBS is shown here through production rules.

4.3.1. Verification of the Integrity of the Supervised Switches

This rule is used to confirm (or change) the checklist of devices that have provided
the loss of a load block. This occurs when these devices are between two intelligent agents.
There are two possible situations for using these rules, which are always activated after
setting the short location by the agent on one of its sides.

The first case is when the agent has load current and the adjacent agent does not. The
second case is when both have load current after the short’s elimination. With this, in the
first case, it turns out that the device that operated is between the two agents and that all
the devices between the two are the ones that make up the list of devices to be checked. In
the second case, it was concluded that neither device between the two agents put up with
it, so neither device should be on the list to be checked.

Notwithstanding these facts, all devices must be present in the composition of the
load partition calculation. The rules for this check of the completion veracity are as follows:

Check the load currents of the agents if both are nonzero. Action: Delete devices
between these agents from the solution list.

If I of the agent 6= 0 and I of the adjacent agent 6= 0, then delete the devices between
these agents from the solution list.

Check the load currents of the agents, and one of them is zero. Action: The solution
list consists of the devices between these agents.

If I of the agent 6= 0 and I of the adjacent agent = 0, then the solution list comprises the
devices between these agents.
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4.3.2. Verification of the Performance of a Traditional Protection Device

The first part of the ruleset is to verify that the intelligent agent is responsible for
searching for the possible action of a traditional protection device (fuse, recloser, or section-
alizer). The IED must communicate with the adjacent agents (adjacent IEDs) and verify
that they have also recognized the short-circuit current (ISC). If at least one of the agents
on each side recognized this short-circuit current, it is not the agent responsible for doing
this check. However, suppose neither of the agents adjacent to it observed the short-circuit
current. In that case, it is responsible for searching for a possible action by a traditional
device supervised by it. The rules for this are:

Check the short-circuit current, verify that at least one adjacent agent observed the
short current, and verify that no agent on the other side noted the short-circuit current.
Action: Search for the device that acted.

If ISC was recorded, if one of the teams did not observe ISC, then seek action for
the device.

If ISC was recorded by any of the agents of the two teams who observed ISC, then
return to the normal state of operation.

The second part of the rule, which is applied only to the agent who went through the
first part, is to verify if the traditional protection device has been active, with a consequent
loss of a load block. Thus, when the current returns to “normal,” it should be verified
whether the difference between the pre-fault current (IPF) and the actual current (I) is
greater than the ∆ value (pre-fixed, which is smaller than the load partition of the branches).
If yes, it should be assumed that one of the devices supervised by the agent operated; if
not, it is taken that there was no operation of supervised protection, and the agent returns
to a normal state. The rules for this are:

Check if the difference between the pre-fault current and the actual current was greater
than ∆. Action: continue the search for the device that acted.

If IPF − I > ∆, then continue searching for the device that acted.
The third part of the rule is the search for the device that operated, and this is related

to the loss of a load block (difference between the pre-fault current and the actual current
in the agent) and the time of day. There is a pre-registered form in the agent’s memory
that supervises the load partitioning among the traditional devices. This load partitioning
is registered on an hourly basis. Thus, the agent should approximate the current time to
the nearest hour and compare the percentage of load block with the partitions at this time,
and infer that the traditional protection that acted was the one with the most immediate
partition. The rules for this third part are:

Transform the difference between the pre-fault current and the actual current to a
percentage value and check the current time (assuming the nearest whole time). Action:
Search for the closest percentage value.

If d = IPF – I, assuming H:00 time, then check the partition closest to d to H.

4.3.3. Application of the Proposed Approach

This section shows the entire proposed approach where the intelligent agents handle
the traditional protection operations. Figure 6 presents all necessary steps of this approach.
At the start, the agent assumes all the required data from the observed (traditional) switches:
the switch loads for each hour during the week. Additionally, the agent measures its actual
current. The algorithm starts with validating the traditional switches observed by the agent.
The process continues when a short-circuit current (ISC) is detected. Initially, the agent
needs to verify if it should take part in the process or not. If any adjacent agents did not
observe the short-circuit current, the agent takes part in the process. Otherwise, if at least
one adjacent agent on either side observed the short-circuit, it ends the process. This is
performed using the first part of the rule presented above.
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The next step is to verify the value of ∆, a pre-fixed value, and compute the difference
between the pre-fault current (IPF) and the actual current (I). This value must be smaller
than the small load of the observed switch. If this difference value is bigger than ∆, the
process continues; otherwise, the process ends. This step starts only after the system
operation returns because the agent needs to know the (post-fault) current (I, named here
actual current). The focus of this step is performance and is addressed by using the second
part of the ruleset presented above.

After these previous steps are performed, the agent is ready to determine a list of
possible operated switches. The first step of this part is to determine the value of H—the
integer value of the time. For the time between T hours and zero minutes and T hours
and twenty-nine minutes, the assumed value of H is T; and between T hours and thirty
minutes until T hours and fifty-nine minutes, the implied value of H is T + 1. This part of
the approach uses the third part of the ruleset.

In the next step, the updating of the load data occurs. The pre-saved hourly load of
each switch for the H value must be updated using a proportionality between the pre-saved
value of agent load (I0) for H and pre-fault current (IPF). Then, for each switch, the pre-
saved load value (ISWx) must be updated to a new load value (ISWx-new) for the following
relation: ISWx-new = ISWx × IPF/I0. This step’s main idea is to promote an update of the
values as if it were a system of forecasting load in the very short term.

The next step is the computation to determine a list of the closest values to the
difference between the pre-fault current (IPF) and the actual current (I). This list can contain
a pre-defined number of switches or selected switches by a given criterium, like a pre-
defined interval or percentage of the difference value. It is essential to notice the values
used for this computation, the ISWx-new values.

Finally, the message with a list of possible operated switches is sent to the distribution
control center, ending the process.

4.3.4. Final Remarks

It is worth mentioning that other characteristics than coordination and selectivity,
such as characteristic curves, coordination issues, and other concepts of the traditional
protection schemes, are not necessary to understand the proposed approach and are out of
the scope of this paper. Moreover, in the proposed approach, the protection studies and the
protection element settings continue unchanged. They are not modified by the introduction
of smart devices to the network.

5. Application of the Proposed Strategy for Intelligent Agents

This section presents the proposed approach applied in case studies to illustrate the
use of the proposed methodology in a didactic way. For that, the network shown in Figure 7
was used. It shows a single-line diagram of a real network of a Brazilian distribution
company, which is described in [1,48]. Each bus has a protection device: fuse, recloser,
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sectionalizer, or intelligent agent. This network’s data contains one-hour load curves
divided into working days, Saturdays, and Sundays/holidays. This network is a smart
metering pilot project with more than 7000 residential/commercial low-voltage consumers.
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In this case study, the part of the interest of this network is located from switch
64 onward, i.e., switches 64–84. These switches can be classified as intelligent agents (64,
68), a recloser (64), and sectionalizers (69, 70, 78). For switch 64, the agent was built in the
recloser. All other devices are fuses (65, 66, 67, 69, 71, 72, 73, 74, 75, 76, 77, 79, 80, 81, 82, 83,
84). According to the configuration of Figure 7, agent 64 supervises the devices 65, 66, 67,
79, 80, 81, 82, and 83; and agent 68 supervises the following devices: 69, 70, 71, 72, 73, 74, 75,
76, 77, and 78. Notice that the terminal branches are not represented in this figure; however,
they exist. For instance, after switch 76, there is a branch with consumers and a load.

Three case studies were created by causing short-circuits in branches 82–83, 70–71,
and 74–76 to evaluate the performance of the proposed approach. A fourth case study is
presented wherein the protection did not occur correctly.

5.1. Case Study 1: Short-Circuit in Branch 82–83

In this case study, the short-circuit happened in branch 82–83. First, the traditional
protection eliminated the short-circuit, and the fuse 82 broke. As agent 64 found the short-
circuit current, it established communication with agent 68 and verified this agent did not
see this current. Agent 64 inferred the short-circuit happened in its supervised area. Then,
it started the computation of the load partitioning of each branch under its supervision.
These branches are 64–65, 65–66, 66–67, 67–68, 64–82, 82–83, 82–84, 65–79, 65–80, 80–81,
79–X, 81–X, 83–X, and 84–X.

The agent measured the actual current, computed the difference between the pre-fault
current and the actual current, and computed the percentage value of load drop. In this
data-driven solution, the current time was verified, and the data were extracted from the
agent memory (computed by a previous computation). The entire database used in this
example can be found in [19,49].
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The load in each bus was transformed into percentual values using the data extracted
from the memory. The agent, comparing the percentage value of load drop and the
percentual values of each bus, detected the operation of switch 82. Immediately, it sent a
message to the substation informing it that switch 82 was broken.

5.2. Case Study 2: Short-Circuit in Branch 70–71

In this second case study, the short-circuit happened in branch 70–71. The traditional
protection eliminated the short-circuit using recloser 65 and sectionalizer 70. Then, after
three attempts to close the circuit by recloser 64, sectionalizer 70 opened, interrupting the
energy in branches 70–71 and 71–X. If the sectionalizer 70 had a problem opening, in the
fourth attempt to close the circuit, sectionalizer 69 (the backup protection of 70) could open,
but this was not the case.

Then, agents 64 and 68 noticed the short-circuit current. They established communi-
cation among them. Agent 64, as agent 68 noticed the short-circuit current, inferred that
the short-circuit was not located in its supervised area. Agent 68 inferred the short-circuit
happened in its supervised area. Thus, it was one of the branches 69–70, 70–71, 69–73,
73–74, 74–75, 74–76, 71–X, 75–X, and 76–X.

Agent 68 followed the same strategy presented in the previous case study, measuring
the actual current, computing the difference between pre-fault and actual current, and
computing the percentage value of load drop. After that, data were searched for in the
memory (according to the current time), and the load in each bus was composed and
transformed into a percentual value. By comparing the percentage value of load drop with
the percentual values of each bus, agent 68 inferred the operation was of switch 70, so it
sent a message with this information to the substation.

5.3. Case Study 3: Short-Circuit in Branch 74–76

This case study presents a short-circuit in branch 74–76, and via traditional protection,
the fuse 74 acted, interrupting the short-circuit. The inference processes in agents 64 and 68
were similar to those in case study 2. Agent 64 inferred the short-circuit happened out of
its supervised area. Then, agent 68 started the load partitioning of each branch, concluding,
in the end, that fuse 74 acted, so it sent this information to the substation.

5.4. Case Study 4: Wrong Actuation of the Traditional Protection

Suppose that fuse 74 did not act in the previous case study and its backup protection
(fuse 73) broke. This fact is not a problem for the inference process of intelligent agents,
and the agents would promote the inference process in the same way. Agent 64 would do
nothing because the short-circuit is not in its supervised area. In contrast, agent 68 would
compute the load partitioning of each branch, conclude that fuse 73 acted, and send this
information to the substation.

The answer is correct because fuse 73 acted, but only the maintenance team will verify
the malfunction of the protection system in this part of the network.

6. Computational Validation of the Proposed Approach

Computational programs were prepared to validate the proposed approach. This
section presents the results of the developed computational programs after many tests
were performed.

The first sub-section below presents the structure of the computational program
developed to test the validity of the proposed approach. In the second sub-section, we
describe how the developed program with the proposed algorithm was executed once
to determine a list of operated switches, creating a separate single short-circuit for each
branch. The third sub-section shows validation of the proposed approach; thousands of
tests were executed, and the quality of the answer is analyzed therein.
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6.1. Presentation of the Validating Computer Program

The developed computational program was written to be run thousand times to
validate the proposed approach. This section describes what happens when the program is
run once. Figure 8 shows the flowchart of the computer program. At the start, the agent
is provided with the structure of the monitored network, the positions of the switches,
and the positions of the adjacent agents. It starts with a random set of loads (expressed in
current) for each branch. The next step is to compute the initial current (I0) through the
agent using the random load of each branch. The agent will use these loads in the following
steps. This part of the algorithm is equivalent to the proposed approach when the agent
knows each branch’s hourly load registered in the local memory.
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After that, the program reads a value of ε (a percentage), the maximum variation, to
modify the load branches. In the next step, each load branch is modified using random
values between −ε and +ε drawn individually for each branch. It is equivalent to the load
variation during regular operation. Then, the current in the agent is computed using these
new loads. This current is the pre-fault current (IPF) at the proposed approach. Notice
that these new loads are used to determine the operated switch, but only to compute the
pre-fault current, and in some steps ahead, the actual current (I).

The algorithm starts the test in each branch, simulating a short-circuit and the con-
sequent operation of the switch responsible for eliminating it. This process is performed
individually for all observed branches of the agent. After selecting one branch, the actual
current (I) is computed without a switching operation, eliminating the load branches.

The list of operated switches is then composed following these actions: (1) update
values of the initial values of branch load with the relation IPF/I0; (2) using the initial
configuration of the system, determine the current in each switch; (3) compute the difference
between IPF − I, determining of the loss of a load block; and (4) compose a list with the
possible switches, observing the closest values of the load switch. All these actions are
represented in the flowchart in a single box.

The next step verifies if all branches were tested or not. If no, the process continues in
the next branch; if yes, the process is ended.

This flowchart presents a single execution of the validation algorithm. However, in
practice, the algorithm is run a thousand times, and for each execution, a new set of branch
loads is chosen, but the value of ε is not modified. Maintaining a ε constant is done to
know the algorithm’s performance for a given load variation. Notice that changing the
load individually for each branch continues to occur.
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6.2. Executing the Computational Program Once

In this example, part of the circuit presented in Figure 7 is used, as shown in Figure 9.
In this section, two examples are shown. In the first one, the agent is located in switch 64;
in the second example, two agents are situated in switches 64 and 68.
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In the first example, suppose the agent has been assembled in the recloser (switch 64).
This switch is responsible for observing the switches numbered between 65 to 81.

In this situation, the program is executed, providing a random load for each branch,
including the branches after the last switches (as 84, 83, 79, and so on). These branches are
also included in the list of branches with single short-circuits.

A single operation of the algorithm randomly generates the values presented in these
examples, and they are shown to offer a complete illustrative example.

In the initial step, the network structure after switch 64 is introduced to the program.
After that, the program randomly creates loads (I0, in pu) for each branch, as shown below
in the second column in Table 3.

Table 3. Loads of the example: Initial Load (I0), Pre-fault Load (IPF), and Up-date Initial Load.

Bus Registrated Load (I0SWx) Load (IPF) Up-Date Registrated Load (ISWx-new)

64 5.067 5.168 5.062

65 1.259 1.239 1.258

66 2.836 2.738 2.833

67 2.522 2.637 2.519

68 5.786 5.691 5.780

69 5.421 5.199 5.415

70 6.796 6.521 6.789
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Table 3. Cont.

Bus Registrated Load (I0SWx) Load (IPF) Up-Date Registrated Load (ISWx-new)

71 1.675 1.733 1.674

72 3.798 3.837 3.794

73 1.312 1.352 1.310

74 2.515 2.573 2.512

75 4.342 4.358 4.338

76 1.292 1.353 1.291

77 2.379 2.350 2.377

78 5.242 5.269 5.237

79 4.511 4.660 4.506

80 2.483 2.512 2.480

81 4.792 4.966 4.787

82 6.132 6.179 6.125

83 1.138 1.161 1.135

84 6.114 5.836 6.098

Using the network structure and the branch loads, the program computes the agent’s
initial current (I0), 77.414 pu.

In this example, the value (ε) was defined as 5%. This value is related to the load
forecasting error, and this one is classified as enormous. Usually, this value is below 1% in
one-hour forecasting. Next, the branch loads are randomly modified with values between
−5% and +5%.

Then, using the network structure and these new branch loads, the program computes
the pre-fault current (IPF) in the agent, 77.332 pu. Then, the initial load value (I0SWx) is
updated using the value 0.9989 (=IPF/I0 = 77.332/77.414), generating a new set of load
branch values (ISWx-new), as shown in the fourth column in Table 3. In this case, this load
update computation is not relevant, but sometimes it is.

Following that, the switches for all branches start to be tested individually. The actual
current (I) is defined by the new structure of the network and the modified loads. The loss
of a load block difference is obtained from IPF − I. The loss of load block is compared with
the current of each modified initial load to compose the list of possible operated switches.
Table 4 shows the results for short-circuits applied in all studied branches. It presents the
operated switch, the list of possible operated switches, and the true operated switch’s rank.

Table 4. Examples of short-circuits in all branches, with one agent located in switch 64.

Operated Switch Complete Ordered List Rank of Correct Switch

64 [64, 65, 66, 67, 68, 69, 82, 73, 78, 70, 74, 80, 84, 81, 79, 75, 72, 77, 71, 76, 83] 1

65 [65, 66, 67, 64, 68, 69, 82, 73, 78, 70, 74, 80, 84, 81, 79, 75, 72, 77, 71, 76, 83] 1

66 [66, 67, 68, 65, 69, 64, 82, 73, 78, 70, 74, 80, 84, 81, 79, 75, 72, 77, 71, 76, 83] 1

67 [67, 68, 66, 65, 69, 82, 73, 78, 64, 70, 74, 80, 84, 81, 79, 75, 72, 77, 71, 76, 83] 1

68 [68, 67, 66, 69, 65, 82, 73, 78, 70, 74, 80, 84, 81, 79, 75, 72, 64, 77, 71, 76, 83] 1

69 [69, 82, 73, 78, 70, 74, 80, 68, 84, 81, 79, 75, 72, 67, 77, 71, 76, 83, 66, 65, 64] 1

70 [74, 70, 78, 80, 73, 84, 81, 79, 75, 72, 82, 77, 71, 76, 83, 69, 68, 67, 66, 65, 64] 2

71 [71, 76, 83, 77, 72, 75, 79, 81, 84, 80, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

72 [72, 75, 79, 81, 77, 84, 71, 76, 83, 80, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1
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Table 4. Cont.

Operated Switch Complete Ordered List Rank of Correct Switch

73 [73, 78, 70, 74, 80, 82, 84, 81, 79, 75, 72, 77, 71, 76, 83, 69, 68, 67, 66, 65, 64] 1

74 [74, 70, 78, 80, 73, 84, 81, 79, 75, 72, 82, 77, 71, 76, 83, 69, 68, 67, 66, 65, 64] 1

75 [75, 79, 81, 72, 84, 77, 71, 80, 76, 83, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

76 [76, 83, 71, 77, 72, 75, 79, 81, 84, 80, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

77 [77, 71, 76, 83, 72, 75, 79, 81, 84, 80, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

78 [78, 73, 70, 74, 80, 84, 82, 81, 79, 75, 72, 77, 71, 76, 83, 69, 68, 67, 66, 65, 64] 1

79 [81, 79, 75, 72, 84, 77, 80, 71, 76, 83, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 2

80 [80, 74, 70, 84, 78, 73, 81, 79, 75, 72, 77, 71, 82, 76, 83, 69, 68, 67, 66, 65, 64] 1

81 [81, 79, 75, 84, 72, 80, 77, 71, 74, 70, 76, 83, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

82 [82, 73, 78, 70, 74, 80, 84, 81, 79, 75, 72, 69, 77, 71, 76, 83, 68, 67, 66, 65, 64] 1

83 [83, 76, 71, 77, 72, 75, 79, 81, 84, 80, 74, 70, 78, 73, 82, 69, 68, 67, 66, 65, 64] 1

84 [84, 81, 79, 75, 80, 72, 74, 70, 78, 77, 73, 71, 76, 83, 82, 69, 68, 67, 66, 65, 64] 1

By observing the results of Table 4, it is possible to verify that the proposed approach
hit the target in most tests. For instance, in the first example, the short-circuit was applied
in branch 64–65 with the operation of switch 64; notice that this switch is in the first place
on the possible operating switch list. The correct solution was found in second place when
switches 70 and 79 were operated.

In the second example, two agents are located in switches 64 and 68 of Figure 9,
dividing the observability of this part of the network. The same data in Table 3 were used,
and the results are shown in Table 5.

Table 5. Examples of short-circuits in all branches, with two agents located in switches 64 and 68.

Operated Switch Complete Ordered List Rank of Correct Switch

64 [64, 69, 65, 73, 74, 70, 66, 75, 67, 78, 76, 77, 68, 72, 71, 82, 79, 80, 83, 84, 81] 1

65 [65, 69, 66, 67, 68, 64, 73, 74, 70, 75, 78, 76, 77, 72, 71, 82, 79, 80, 83, 84, 81] 1

66 [66, 67, 68, 69, 65, 73, 74, 82, 70, 64, 75, 78, 76, 77, 72, 71, 79, 80, 83, 84, 81] 1

67 [67, 66, 68, 69, 65, 73, 74, 82, 70, 75, 64, 78, 76, 77, 72, 71, 79, 80, 83, 84, 81] 1

68 [68, 67, 66, 69, 65, 73, 82, 74, 70, 75, 78, 79, 80, 76, 77, 83, 84, 64, 72, 71, 81] 1

69 [69, 73, 82, 68, 74, 67, 66, 70, 75, 78, 79, 80, 76, 77, 83, 84, 72, 71, 81, 65, 64] 1

70 [70, 75, 78, 79, 80, 76, 77, 83, 84, 72, 71, 81, 74, 82, 73, 69, 68, 67, 66, 65, 64] 1

71 [81, 71, 72, 84, 77, 83, 76, 80, 79, 78, 75, 70, 74, 82, 73, 69, 68, 67, 66, 65, 64] 2

72 [72, 71, 81, 84, 77, 83, 76, 80, 79, 78, 75, 70, 74, 82, 73, 69, 68, 67, 66, 65, 64] 1

73 [73, 82, 74, 70, 75, 69, 78, 79, 80, 76, 77, 83, 84, 72, 71, 81, 68, 67, 66, 65, 64] 1

74 [74, 82, 73, 70, 75, 78, 79, 80, 76, 77, 83, 84, 72, 71, 81, 69, 68, 67, 66, 65, 64] 1

75 [75, 70, 78, 79, 80, 76, 77, 83, 84, 72, 71, 81, 74, 82, 73, 69, 68, 67, 66, 65, 64] 1

76 [76, 83, 77, 80, 79, 78, 84, 72, 71, 81, 75, 70, 74, 82, 73, 69, 68, 67, 66, 65, 64] 1

77 [76, 83, 77, 80, 79, 78, 84, 72, 71, 81, 75, 70, 74, 82, 73, 69, 68, 67, 66, 65, 64] 3

78 [78, 79, 80, 76, 77, 83, 75, 84, 72, 71, 81, 70, 74, 82, 73, 69, 68, 67, 66, 65, 64] 1

79 [80, 79, 83, 84, 81, 71, 72, 77, 76, 78, 75, 70, 82, 74, 73, 69, 68, 67, 66, 65, 64] 2

80 [80, 79, 83, 84, 81, 71, 72, 77, 76, 78, 75, 70, 82, 74, 73, 69, 68, 67, 66, 65, 64] 1
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Table 5. Cont.

Operated Switch Complete Ordered List Rank of Correct Switch

81 [81, 84, 83, 80, 79, 71, 72, 77, 76, 78, 75, 70, 82, 74, 73, 69, 68, 67, 66, 65, 64] 1

82 [82, 71, 72, 77, 76, 78, 75, 70, 79, 80, 83, 84, 81, 74, 73, 68, 67, 66, 69, 65, 64] 1

83 [83, 80, 84, 79, 81, 71, 72, 77, 76, 78, 75, 70, 82, 74, 73, 69, 68, 67, 66, 65, 64] 1

84 [84, 83, 80, 79, 81, 71, 72, 77, 76, 78, 75, 70, 82, 74, 73, 69, 68, 67, 66, 65, 64] 1

Most of these attempts also hit the correct target. Only faults 71 and 79 are ranked in
second place, and 77 in the third place.

Note that the program uses random load values, and each time the program is ex-
ecuted, one result appears. The program must be run hundreds of times to validate the
proposed approach and create substantiated statistical results.

This computational program can be run at the repository in [50].

6.3. Validating Test of the Proposed Approach

The computational program uses drawn and random processes, so it is necessary to
validate the proposed approach with a thousand tests. It includes different branch loads
and different values of ε for the same network structure.

In the first validation test, the structure shown in Figure 9 was used, and the agent
was also located in recloser 64. One thousand executions of the program were run for each
value of ε, and the values of ε chosen were 1%, 2%, 5%, and 10%, so 4000 executions were
performed. Table 6 shows these results.

Table 6. Results of the correct switches in the list (in percentages).

Position in the List Error Hits Error Hits

ε 1st 2nd 3rd 4th Total Total 1st 1st + 2nd

1% 96.19% 3.81% 0.00% 0.00% 0.00% 100.00% 3.81% 0.00%

2% 95.24% 4.29% 0.48% 0.00% 0.00% 100.00% 4.76% 0.48%

5% 92.00% 4.67% 3.33% 0.00% 0.00% 100.00% 8.00% 3.33%

10% 74.29% 18.57% 6.19% 0.48% 0.48% 99.52% 25.71% 7.14%

By observing the results above table, it is possible to verify that the number of hits
which are first place in the list is higher when the value of ε is small. This fact is expected,
because the difference between the modified loads and the modified initial loads increases
with the value of ε. The worst outcome occurred when ε was equal to 10%. This value
in practice does not exist because, as mentioned before, the value of ε is related to load
forecasting. This size of load change is not common in a distribution operation. This
example was included to verify the quality of detection of the proposed approach even in
extreme situations.

Other values of Table 6 show the expected error level when the list sent to the operator
contains only one element (one switch) or two elements (two switches). For instance,
when the value of ε is 2%, the maximum value hit in most situations is under 8% in the
one-element list and 3% in the two-element list. These values are 4.76% and 0.48% in the
table, respectively.

Now two examples can be presented from this validation process, using intelligent
agents located in switches 64 and 68. In this situation, this part of the circuit is divided into
two parts: one observed by switch 64 (monitoring switches 65–67 and 79–84) and another
observed by switch 68 (monitoring switches 69–78). The same tests as described above
were performed for these switches, and the results are shown in Table 7.
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Table 7. Results of the correct switches in the list (in percentages)—tests using switches 64 and 68.

Position in the List

ε 1st 2nd 3rd 4th Error Hits

1% 99.52% 0.48% 0.00% 0.00% 0.00% 100.00%

2% 95.71% 3.81% 0.48% 0.00% 0.00% 100.00%

5% 92.86% 6.67% 0.48% 0.00% 0.00% 100.00%

10% 79.05% 14.29% 3.33% 2.38% 0.95% 99.05%

6.4. Discussions

Other real and simulated distribution circuits have been tested similarly, and the
results have been similar. The proposed approach indeed merges smart grid devices and
traditional protection elements, increasing the network’s observability.

Regarding the results of the two previous tables, we verified that the level of hit degree
is increased. This was also expected because the test was for a network of almost the same
size, and two observed agents divided the monitoring of the switches. After running the
program thousands of times, the error was continuously below 3%, which validates the
proposed approach in the worst cases. This computational program can be run at the
repository in [51].

An error above 10% would be accepted because the system operator has no observabil-
ity in traditional distribution networks. Thus, any contribution is very welcome during the
operation, even partly unreliable ones. The proposed approach can hit this level of error
(around 10%) when an intelligent agent monitors the protection of hundreds of branches.
However, this case occurs only when the number of intelligent agents is few compared
with the number of supervised protection branches.

7. Conclusions

This study aimed to make smart grid agents compatible with traditional protection de-
vices of urban distribution electrical networks. This study of compatibilization is necessary
because protection devices are being changed step-by-step. For a reasonable period of time,
they will act together, mainly in concessionaires without significant financial resources.
Thus, if agents can, from the beginning of their operations in networks, interact with the
protection devices (even indirectly), increasing the observability of the network, it would
be helpful.

Unlike traditional articles, this article discussed a more practical implementation of
installing a smart grid. This topic had not yet been addressed in scientific papers, but it
is of fundamental importance for companies in this phase of technological development.
Many of them will still be at this stage of their smart grids for many years, and with the
techniques presented in this article, they will be able to use the benefits of some (really)
intelligent devices in their networks.

It is noticed that most articles deal with more advanced smart grids by proposing
operational and troubleshooting techniques. Thus, a critical review of the main articles was
not performed because they do not present strategies involving traditional protection. In
addition, and for an analogous reason, no comparisons were made with other methods.

The proposed agent had precisely these purposes: to increase the observability of
the network for the operation centers, reduce the response time for interventions in the
network, and assist in lowering the reliability indexes (CAIDI and SAIDI). The operation
team can focus on other essential tasks, such as sending maintenance teams to the site
to repair problems in the faulty section of the feeder, optimizing resources, and reducing
service outage time.

The first function analyzed provides the interactions with fuse switches: verifying
which fuse supervised by the agent had its link broken by a short-circuit current. It uses
the comparative load proportionality metric. When the agent supervises fewer fuses, its
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accuracy is greater. The proposed method is not always foolproof because it acts with
typical proportional loads. However, it is preferable to present a false positive to the
operating center than wait for a consumer complaint to be taken.

The second function, for interacting with reclosers and sectionalizers, was then ana-
lyzed. Those devices are monitored analogously to the fuses. Despite having completely
different roles, they are treated similarly in their integration to intelligent agents; and the
comparative metric of load proportionality is used in the same way.

Thus, in the end, the urban protection devices continue to act traditionally. Different
treatment only occurs in the analysis of loss of a load block.

This paper also presented the possibility of integrating intelligent agents into the
reclosers and sectionalizers existing in the distribution networks. It can be done without
any additional action, because the reclosers open short-circuit currents like the circuit
breakers, and the sectionalizers, which do not open short-circuit currents, resemble the
disconnectors. Both circuit breakers and disconnectors are switches receiving the intelligent
agent in the papers available in the literature. Thus, this embedding was done without the
inclusion of any extra elements.

The integration proposal in this paper was tested in an existing distribution system,
using random data and producing a list of the operated switches. The degree of correct hits
in thousands of tests was higher than 97% in various situations, proving the quality of the
proposed approach.

Finally, the proposed approach opens many possibilities for new analyses, such as
studies about the optimal locations for smart devices, interactive network observability,
and innovative protection schemes using smart grid devices and traditional devices. Even
in a transitory situation between the traditional protection and smart grid world, this initial
phase of smart grid device implementation creates many possibilities with the proposed
interaction of the two philosophies.
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