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Abstract: Blockchain technology is used as a distributed ledger to store and secure data and perform
transactions between entities in smart grids. This paper proposes a platform based on blockchain
technology and the multi-agent system paradigm to allow for the creation of an automated peer-to-
peer electricity market in micro-grids. The use of a permissioned blockchain network has multiple
benefits as it reduces transaction costs and enables micro-transactions. Moreover, an improvement
in security is obtained, eliminating the single point of failure in the control and management of
the platform along with creating the possibility to trace back the actions of the participants and a
mechanism of identification. Furthermore, it provides the opportunity to create a decentralized and
democratic energy market while complying with the current legislation and regulations on user
privacy and data protection by incorporating Zero-Knowledge Proof protocols and ring signatures.

Keywords: blockchain; energy market; multi-agent system; negotiation; distributed ledger technology

1. Introduction

The current traditional power grid is designed to transport energy over long distances.
This characteristic of the traditional system implies that certain limitations exist, such as
the maximum voltage capacity supported by the distribution lines [1]. When this capacity
is exceeded, the heat generated by a line can cause it to sag or break, resulting in power
supply instabilities such as phase and voltage fluctuations. Because the capacity of a line
depends on its length and the transmission voltage, one solution is to create shorter lines
and distribute the functionalities of the current power grid in smaller smart networks.
These networks are called smart micro-grids, which are a type of discrete energy system
that includes appropriated energy sources as well as power loads that provide power to
residential, commercial, industrial, and governmental consumers. The main purpose of
smart micro-grids is to provide affordable energy to areas independently of the main power
supply network while optimizing the transmission of the energy.

In the current context of energy generation, thanks to renewable sources such as
solar or wind, and together with the emergence of a new type of actor that consumes
and produces energy within the system—the so-called prosumers—micro-grids have the
potential to replace the traditional energy transmission system in the near future [2]. How-
ever, the rise of smart micro-grids comes with some challenges that must be faced. These
challenges range from the vulnerability of platforms to DDOS attacks, to the emergence
of intermediaries that do not contribute to energy distribution but end up making it more
expensive [3].

In the past, some authors have proposed strategies for energy management on micro-
grid platforms. For example, in [4], the excess or shortage of energy could be compensated
by exchanging it with the utility grid or other external sources. However, that paper did not
allow for direct energy exchange between individuals, nor did it allow for the automation
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and distribution of the platform. Without the use of blockchain technology, democratized
energy markets could not be created. A blockchain network acts as a reliable distributed
ledger that is governed by the platform and where information of value is stored. The
network can be utilized to distribute the control and governance of the smart grid, along
with the communication that is carried out within it, thus avoiding the single point of
failure and eliminating those intermediaries that do not give any value to the platform.
Moreover, blockchain technology (BT) provides a mechanism for protecting the actors
against identity theft by signing direct communications between peers [5].

After studying the literature on this topic, it was found that none of the works had been
able to propose a truly decentralized platform that enables peer-to-peer energy trading,
automatically, and with dynamic prices. For this reason, we propose a distributed Multi-
Agent System (MAS) based on blockchain technology to enable decentralized control
over a micro-grid platform that allows for an automated exchange of energy between
its actors. In the proposed system, the MAS manages the workflow of the micro-grid,
e.g., the negotiations between peers in the local market, or the correct balancing of the
energy network. By using a blockchain network, the control of the platform is distributed
between the agents while the resilience of the communication channel between them is
improved. This allows for the deployment of a platform without a single point of failure.
Moreover, existing research works do not take into consideration users’ anonymity and
privacy, something that we would also like to tackle with the proposed framework.

This paper shows a thorough study of the most important features of blockchain
technology and smart micro-grids in Section 2. Section 3 studies how previous works in
the literature tackle the challenges of using blockchain technology in smart micro-grids.
Furthermore, the section studies how automated negotiation between machines could be
achieved and its viability. Section 4 describes the proposed platform, which is a combination
of a MAS and a blockchain network for improved decentralization, as well as the security
of the platform, along with the viability of the creation of a local automated energy market
that optimizes the payoffs for the micro-grid stakeholders. Finally, Section 5 draws up
conclusions and some final remarks on the conducted research.

Contributions

This work is relevant for designers, developers, and practitioners alike who are work-
ing in the field of energy distribution and renewable energy adoption and who will get
the most benefits from the proposed framework. The main contributions of this paper are
as follows:

• The design of a framework that will help developers to create new platforms that allow
for the appearance of automatic peer-to-peer energy markets with dynamic prices.

• The proposed framework also provides user flexibility in the negotiation algorithms
used. They will be able to implement the algorithm they want depending on their
needs, with the only prerequisite being that the communications between agents
follow the same ontology.

• The framework designed also provides anonymity to their users, complying with the
current data regulations.

• Following the proposed framework, the future platforms developed and deployed
will be more democratic and decentralized, thus eliminating the single point of failure.

2. Conceptual Foundations of Micro-Grid Platforms and Blockchain Technology

Traditional power grids deliver energy from a few central generators to a large number
of consumers. This creates a closed market in which energy prices are dictated in a
monopolistic way. Sometimes, to avoid abusive pricing by companies towards consumers,
states need to implement regulatory measures, with the European Union [6,7] being an
example in this case.
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In the face of this monopolistic behavior, the literature has proposed the distribution
of the traditional main grid into smaller micro-grids [2]. These micro-grids are comprised
of a set of loads and generators. The set of generators can be composed of individual
houses with solar panels on the roof. The entry of more entities into the energy market
reduces the risk of oligopolies and avoids the intervention of states by imposing the use of
regularization measures. This way, the energy market is converted into a more democratic
market in which the offer and demand of energy will be the only factors that can regulate
the energy price.

Micro-grid platforms make use of a great number of Internet of Things (IoT) devices
that exchange crucial information between them. The continuous communication between
the devices allows for the distribution of the management and control of any IoT platform.
This helps with the optimization of the workflow of the system, but not without some
drawbacks [8].

• Heavy reliance on exchanged messages. Since each part of the system is controlled
by an independent entity, the other entities have to trust the messages received to
understand the system’s global state. If a malicious entity could somehow modify
the content of those messages, the proper functioning of the entire platform would
be compromised.

• Reliance on the truthfulness of the transmitted data. Entities of the platform have to
rely on the fact that the data transmitted have not been tampered with by the sender
entity to make an unfair profit. In addition, it is a possibility that databases will be
attacked in order to steal, modify, or delete sensitive information about the entities
that are taking part in the system’s workflow.

In the literature, the use of BT has been proposed to overcome the listed flaws of this
kind of platform. BT consists of a peer-to-peer (P2P) network of nodes, governed by a con-
sensus algorithm that dictates how the information is stored within the network. This tech-
nology allows for the creation of a distributed ledger where anything of value can be stored.

The use of a blockchain network within any IoT system makes it possible to distribute
the process workflow while eliminating other centralized entities [8]. In addition, by
eliminating the single point of failure factor of centralized platforms, protection against
some traditional forms of cyberattacks is gained. In this way, the blockchain is used as a
bulletin where important information about the system is stored. Furthermore, the data
stored within the blockchain network are kept in the same state after their storage, which
means that the information is tamper-proof [9].

Within a blockchain-based system, a cryptographic mechanism of pairs of asymmet-
ric keys is used, which signs and encrypts the data transmitted. Hence, as long as the
blockchain network is big enough, the consensus algorithm keeps the information in a
consistent state [10], the keys are not compromised, and the information transmitted and
stored is secure from any attack, thus maintaining its integrity and authorship [11]. If this
mechanism is also used in the exchange of messages between individuals of the system,
then the messages are protected from being read and modified by unauthorized third
parties [12].

A user needs to generate a random private key to make use of a blockchain protocol.
This key is usually part of a cryptography mechanism that uses a key pair mechanism:
the random private key mentioned and a public one derived from that. This public-key
cryptography mechanism is used, not only because they allow for an efficient management
of the keys, but also because it is impossible for an attacker to obtain the private key even
when knowing the public one.

To interact with a blockchain protocol, an individual needs to generate at least one
wallet address as an identifier. It is a three-step process, which starts with the generation
of a random private key that only the owner should know. Then, through a one-way
algorithmic transformation, the public key is obtained, which is shared with the network
and is used to verify the signatures made by the user with their private key. Finally, the
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public key is hashed in order to obtain the wallet address to be used in the exchange of
virtual assets between individuals within the blockchain protocol.

The process of exchanging assets is quite straightforward and shares the same steps as
in every blockchain. Figure 1 illustrates how a user, Alice, wants to initiate a transaction
with Bob with 2 coins. To do that, Alice signs the transaction (Tx) with her private key and
broadcasts it in the network. Then, each node of the network verifies Alice’s signature with
her public key, and if the check is correct and the transaction is proven to have come from
Alice, the network validates that she has the coins she wants to spend. If everything goes
well, the transaction will be added to the blockchain.

Figure 1. Example of the signature mechanism in a transaction.

2.1. Blockchain Consensus Algorithms

A consensus algorithm describes the mechanism that allows all agents in the system
to coordinate in a distributed environment. It constitutes the only source of truth. Thanks
to the consensus algorithm employed by the network of nodes, it is possible to keep
the information stored and replicated in a consistent state. Among the functions of any
consensus algorithm is ensuring that there is only one blockchain in the system, which can
be an issue when a part of the network accepts a blockchain while the remaining nodes
accept a different one (Fork). The consensus algorithm should enable the convergence of
the chains into one as soon as possible. Moreover, it should offer resilience against attempts
by malicious actors to take over the network and guarantee that there will not be any
consensus failure when nodes try to add new blocks of data to the blockchain. Keeping the
data stored in a blockchain makes it more difficult for attackers to take down the services
of a system, and the attacker is forced to take down the majority of them to successfully
hack the data [8].

There is a great variety of consensus algorithms, including the Proof of Work (PoW),
Proof of Stake (PoS), and Practical Byzantine Fault Tolerance (PBFT) (see Table 1), or any
of their variants that are the most widespread and have proven their effectiveness in
practice [13].
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Table 1. Comparison between consensus algorithms and their common usage.

Algorithm Scalability Consistency Decentralization Usage

PoW No Yes Yes Public blockchains

PoS Yes No Yes Public and permissioned
blockchains

PBFT Yes Yes No Permissioned blockchains

PoW requires work to be performed by the miner and then verified by the network.
The work required usually consists of the performance of a series of operations, algorithms,
and mathematical calculations to be solved by the miners. These calculations vary and
are different depending on the blockchain network they want to participate in. Each
mathematical problem posed can only be solved by a very high computational calculation,
which then encourages the nodes to behave in a certain way on the platform as compared
with the simplicity of verifying the block mined. The greater problem of this algorithm is
that a network using a consensus algorithm based on PoW wastes a massive amount of
energy and is very slow. Therefore, it is not environmentally friendly and also not suitable
for platforms that need to store information quickly [14].

PoS algorithms are based on the assumption that those who own more units of a PoS-
based coin are especially interested in the survival and good functioning of the network that
gives value to those coins. Therefore, they are the most suited to bearing the responsibility
of protecting the system from possible attacks. That is why the protocol rewards them with
lower difficulty in finding blocks (it is inversely proportional to the number of coins they
prove to possess). The PoS algorithm has a theoretical vulnerability called the Nothing at
Stake Theory, which has not been proven in practice. That theory states that forks in the
blockchain network will occur more frequently [15].

In a PBFT consensus algorithm, all nodes communicate with each other, with the
objective that honest nodes reach an agreement on the state of the system following the
majority rule. Nodes not only have to verify that the message comes from a specific node,
but they also have to verify that the message has not been tampered with. For the model to
work, it is assumed that the number of simultaneous malicious nodes can never be equal to
or greater than one-third of the total number of nodes. Therefore, the more nodes there
are in the system, the more difficult it will be to reach that third. It is called practical in the
sense that this proposal can work in asynchronous environments. This algorithm is used
only in permissioned platforms and cannot be used in a public one, where nodes can access
it freely [16].

In [17], the authors discussed the “blockchain trilemma”, a term coined by Ethereum’s
founder Vitalik Butering to explain the problem of developing blockchain technology. Ac-
cording to this study, no blockchain satisfies the following three characteristics: scalability,
consistency, and decentralization (see Table 1). For example, PoW solves the consistency
and decentralization problems, but it lacks scalability. On the other hand, PoS can offer scal-
ability and decentralization, but at the cost of consistency. Finally, PBFT-based algorithms
can solve consistency problems while being scalable, but they centralize the process.

2.2. Blockchain Accessibility

The implementation of blockchain technology in the real world depends on the acces-
sibility of the network underlying this kind of platform. If a player needs permission to be
part of the blockchain network, it is said that it is a permissioned one. These kinds of net-
works are used in platforms where the actors are known, although they each have different
interests. On the other hand, if anyone can be part of the network without requirements,
the network is called a public blockchain.

A public blockchain, based on PoW, is less efficient in terms of reaching consensus
and therefore managing transactions per second because it offers a truly decentralized
ecosystem with proven security against attacks, with Bitcoin and Ethereum being their main
representatives [10] (see Table 1). Public blockchains that make use of another consensus
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algorithm, such as PoS or any of its variants, are far more efficient, although they lose
some consistency. Blockchain networks that use PBFT-based consensus algorithms could
only be used in permissioned environments because they lose decentralization in favor of
scalability; to have consistency, it is required that the actors are known.

2.3. Smart Contracts

Another relevant aspect of some blockchain technologies is that they allow for the
deployment and execution of coded scripts called smart contracts. Those scripts, due to the
immutability feature of the blockchain technology, are considered self-enforcing and are
used to automatize some processes, such as payments between entities within a platform
that would otherwise need human intervention and/or that of third parties [18]. The code
of smart contracts is transparent to the players that can make use of it, which means that
they know the programmed clauses that rule it. Then, when those parties agree to use a
smart contract, the workflow of the interactions between them is governed by the rules
coded in the smart contract, all without the need for human hands to verify the process [19].
A smart contract ensures that the agreement will be carried out automatically when the
conditions agreed upon are met [20].

3. Related Work on Micro-Grid Platforms Based on BT

Blockchain technology has been used to improve the performance of a broad range
of platforms in today’s industries. The state of the art encompasses, to enumerate a
few examples, the pharmaceutical industry [21,22], the agri-food sector [23,24] as well as
healthcare [8,25–27] and education services [28–30].

In this section, we will detail a small study on the state of the art related to the use
of blockchain technology in the field of micro-grid platforms. Then, it will be followed
by a study on the automatic negotiation algorithms that have been proposed in order to
understand the requirements that need to be implemented in this type of platform.

3.1. Blockchain Technology and Micro-Grid Platforms

In the literature, we found some works that discussed the use of blockchain-based micro-
grid platforms to create energy markets, focusing on specific characteristics such as the use of
cryptocurrencies, decentralization, security, privacy, and state estimations [12,31–34].

Pichler et al. [35] studied real-world use cases of platforms based on blockchain
technology and whose aim was to allow for the direct exchange of energy between its
actors. The platforms studied have a general common aim: to create local markets based
on renewable energy communities. However, they share the same cons: they do not try to
create an autonomous market, and they do not offer real anonymity and privacy to their
users (see Table 2).

A working example is the Pylon network [36], a Spanish startup that makes use of its
permissioned blockchain-based Litecoin technology combined with a smart meter to certify
energy flows and enable virtual transactions with the use of their own token. It makes use
of a Proof of Cooperation (PoC) consensus algorithm, and its main aim is to create a neutral
database, one that is not governed by the companies that sell the energy,in order to help
the user decide how to optimize the energy costs. They made their platform open source
to receive help from the community in case any kind of improvement is needed for their
network. In Slovenia, SunContract [37] has created a market for peer-to-peer transactions
of energy based on BT. They launched a crypto-asset within the Ethereum network in
order to use it in the exchange of energy between the entities that are participating in the
platform. On the other hand, there is Enosi [38], an Australian company whose aim is
similar to that of SunContract: to create a community of peers transacting energy directly
between them. By using smart metering, they trace, match, and settle energy production
and consumption. Because of the platform, the producers can directly offer a price to the
end consumer, with cheaper prices instead of the artificial ones that the power oligopolies
have in the traditional energy market.
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In the case of the Brooklyn micro-grid [39], LO3 developed the TransActive Grid
elements (TAG-e), which allows for the exchange of energy between peers, the balancing
of the grid, or the emergency management of the network. A TAG-e is composed of two
elements: an electric meter and a computer. They are meant to read the information on the
state of the grid and share it with other TAG-e in order to act upon the collected information.
The market created with this platform allows for the trading of energy between peers with
fixed prices; however, automatic negotiations within it are not permitted.

Table 2. Comparison of the studied startups.

Project Description Pros Cons

Pylon Network [36]

The main aim is to create a neutral
database. Makes use of its
permissioned blockchain-based
Litecoin technology. It makes use of a
Proof of Cooperation (PoC)
consensus algorithm. In addition, a
smart meter (METRON) certifies
energy flows and enables virtual
transactions using their own token.

• Open source
• Scalable
• Latency
• Improve prices

• Nothing about user’s
data privacy

• It is not designed to create
an autonomous market

SunContract [37]

The main aim is to create a
marketplace that allows customers to
trade energy without the need for
intermediaries. They managed a
market for P2P energy transactions
based on BT for more than 2 years.
They enable virtual energy
transactions using their own token.

• Scalable
• Latency
• Improve prices

• Nothing about user’s
data privacy

• It is not designed to create
an autonomous market

Enosi [38]

Their main aim is to create a
marketplace that allows the energy
customers to trade energy without the
need for intermediaries. They certify
energy flows via smart metering.

• Scalable
• Latency
• Improve prices

• Nothing about user’s
data privacy

• It is not designed to create
an autonomous market

Brooklyn Micro-grid
Network [39]

This project created a local energy
marketplace in Brooklyn. Bacuase of
it, prosumers can trade their energy
surplus with their neighbors.

• Scalable
• Latency
• Improve prices

• Nothing about user’s
data privacy

• It is not designed to create
an autonomous market

3.2. Negotiation Algorithms on BT-Based Micro-Grid Platforms

Due to the increase in the production of renewable energy, grid consumers need
to be flexible in adjusting their energy consumption. This adjustment occurs through
different demand response mechanisms: either by reducing electricity consumption during
hours where the global consumption is at its highest (peak hours) or by discouraging the
consumption during those hours by affecting the prices with financial incentives. Regarding
the last demand response mechanism, it is possible to implement it in a negotiation process
based on the law of supply and demand. Then, peers of the network can trade energy
directly through a local P2P network, thus allowing for the movement of local funds within
the local economy [40] (see Figure 2).
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Figure 2. Basic diagram of a micro-grid architecture. The actors of the P2P network exchange energy
locally and can potentially sell energy outside the community thanks to the existence of a smart
meter coordinator.

In the study by Long et al. [41], in order to optimize the energy prizes for the players
participating in the micro-grid community, they proposed a non-linear programming
optimization algorithm with a rolling horizon of 30 min. The method proposed made use
of a model based on the supply and demand proposed in [42]. In this model, the prices of
energy fluctuate through the day, with a constraint that the price of the energy generated
within the micro-grid should never be higher than the price of the energy bought from
outside the grid. Moreover, the prize of the energy sold to the external grid must always be
higher than that of the energy sold within the micro-grid. In this work, it was found that
the smart meter coordinator was the most vulnerable part of the architecture proposed. The
possibility of the smart meter being hacked was not considered, since BT was a mechanism
that was required to avoid this kind of vulnerability while distributing the control of the
activities and the negotiations carried out within the community.

Authors of [43] modeled a micro-grid scenario in which two variants appear, one
based on cooperation between the different actors on the platform, and the other in which
the actors play more selfishly in the market. This platform is only viable when all costs
are equally shared between all households; therefore, there is no automated negotiation
between the peers of the platform proposed. In this paper, it was also stated that a real
scenario wherein all the actors collaborate is not feasible.

The companies studied in Section 3.1 allow for the trading of energy at a fixed price
given by the producer. In other theoretical works such as that by Noor et al. [44], to allow for
the exchange of energy with dynamic prizes, a game theory-based model was proposed. In
this work, the blockchain network was used to distribute the control of the platform along
with the exchange of information as a transparent energy market was created. Here, the
actors that formed part of the platform negotiated the price of the energy in an automatic
manner using a non-cooperative game-based algorithm to optimize their payoffs, based
on the energy load of the entire grid. An important downside of this approach is that the
system must know which specific appliances are connected throughout the entire network;
this, along with the fact that no mechanism of encryption is used to store the data within
the blockchain, creates a great privacy problem for the users.

3.3. Literature Review Conclusions and Manuscript Objectives

The present paper aims to create a transparent energy market with proven distributed
security. Because of the nature of this kind of system, it will be impossible to use a public
blockchain such as Ethereum due to its high fees and slow speed. A consortium of peers
in the micro-grid will be needed to create a permissioned network that makes use of a
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protocol such as PBFT, PoS, or dPOS, where it is assumed that all the network’s participants
are known and have the common goal of wanting the platform to work.

One of the features that the companies studied are lacking is the use of an automatic ne-
gotiation between the players of each platform. Our model makes use of a non-cooperative
game between the consumers and producers that will regulate the energy market price in
an autonomous way, thus allowing the stakeholders optimize their payoffs. Our model
and its interactions with the blockchain are thoroughly explained to help startups and en-
trepreneurs to develop this kind of system. Furthermore, the scenario proposed in our work
is based on a rolling horizon such as the one proposed by Long et al. [41], but with a time
window of an hour to make the transactions more viable in the actual Ethereum network.

In the literature, compliance with the General Data Protection Regulation (GDPR) [45]
has been found to be an important issue. Because of this, a careful selection of which data
are to be collected and stored in the public ledger is needed, as well as which data must
be encrypted and hidden from unauthorized peers. Moreover, ensuring the integrity and
authenticity of the data is required by protecting it and the communication channels from
unauthorized users [35]. Another issue of the proposed platform is its heavy dependence
on the legislative framework of the country where it is to be installed. Laws that regulate
the transaction of renewable energy between peers within communities are needed, such
as in the case of Belgium, Greece, and Germany [35].

4. Proposed Architecture Design

In this section, we will describe the design of the proposed architecture, which aims
to: (i) decentralize the energy market, (ii) automate, as much as possible, the energy
market in small communities, (iii) and provide anonymity and privacy to its users. In
the literature studied in the Section 3, there are working proposals that meet some of the
above-mentioned requirements, although not all of them together.

The proposed architecture will follow the paradigm of distributed Multi-Agent Sys-
tems (MAS), which, in combination with blockchain technology, allows for the distribution
of the processes and the control of the platform. The use of multi-agent systems was
chosen because other works successfully achieved their main objective with the use of this
paradigm, with the optimization and decentralization of platforms of any kind [46]. In the
proposed architecture, features from different works studied in the literature have been put
together, thus enabling decentralized control over the platform without a single point of
failure and allowing for a negotiation process between the peers of the network as well as
complying with the GDPR.

• Through the MAS, the control and management of the micro-grid platform is achieved,
along with the negotiation between peers for energy in the market. However, to
achieve full decentralization of the platform, the use of a blockchain platform is
required, in which the smart contracts deployed will be used by the agents in the
workflow of the platform. Thanks to this approach: (i) we will achieve a decentralized
platform without a single point of failure; (ii) we will provide confidence to platform
users and agents that agreements would be enforced, and in case they are not, encour-
age trust that the platform will compensate those who behave while punishing those
agents who do not; and (iii) we will allow for the optimization of the prices of the
energy transacted within the platform, balancing them while maximizing the payoffs
of each kind of actor involved.

• The smart meters read the energy consumed and/or produced by each household.
They are connected to each independent house, representing a peer in the micro-
grid network. Each smart meter is connected to the internet and interacts with the
blockchain on behalf of the household. Moreover, the agent who negotiates with their
peers to buy or sell energy should be deployed here or in a device connected to the
smart meter.

• The use of a blockchain network allows for the distribution of the communication and
the interactions between the agents of the platform. The network is used not only as a
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historical log in that each agent stores their activity on the platform, but it is also used
as a validation and tamper-proof system that will help them to trust the platform and
the activities of the actors involved. In addition, the smart contracts deployed in the
network help in the control of the workflow of the platform.

• The information stored in the blockchain is encrypted, maintaining the data hidden
from others. It is possible to maintain a verified and encrypted log in the blockchain by
using Zero-Knowledge Proof (ZKP) protocols. Furthermore, by using ring signatures,
the identity of the entities that store information within the blockchain is kept secret.

4.1. Blockchain Technology and Smart Contracts

The design of the proposed platform is based on the negotiation, payment, and
exchange of energy. In time windows of one hour, agents negotiate the energy prices based
on the amount they wish to transact during the following hour. The platform will use a
permissioned blockchain, governed in a consortium way between the market actors. A
permissioned blockchain network, as seen in the background section, allows for a high
transaction output but with a very low cost.

The use of a permissioned network is proposed because it achieves two things that
cannot be achieved using a permissionless network [47]: (i) transaction speed, since there
are only known nodes within the network, it is possible to make use of faster consensus
algorithms at the cost of a certain level of security; (ii) system scalability, because of
the above-mentioned characteristics, by not requiring a large computational capacity to
reach consensus, the system is scalable; (iii) the network protocols can be adapted to the
system requirements during development, e.g., with the addition of ZKP protocols and
ring signatures that are not available in any permissionless blockchain that allows for the
deployment of smart contracts.

In a consortium blockchain, only verifiable actors are allowed to take part in the
proposed platform. If new actors, e.g., new households, want to take part in the created
market within the micro-grid, they have to make a proposition to the platform; here, in a
consortium and not in an automated way, the actors of the micro-grid will vote if they will
let them enter or not. If the actors suspect that the new actor trying to enter the platform
has no good intentions or has intentions that are not aligned with the well-being of the
platform, they will not be allowed to enter. On the other hand, if it is a typical household
that wants to benefit from the good use of the platform, they will allow it to enter. To
summarize, the consortium blockchain proposed in this framework should be governed
equally by all the nodes of the blockchain; they all have equal voting rights.

Due to the characteristics of the blockchain network used, the platform will need
a margin to store the agreements carried out by the agents. In the proposed platform,
the margin is 5 min, enough time for the network to validate the information of the
platform [48]. In that time window of 5 min, agents cannot continue their negotiations.
Then, after 55 min, the agents will only sign the agreements that best benefit them after
the negotiation period. In this way, the energy prices are fixed by each batch of energy
independently negotiated, dependent only on the supply and demand, and each buyer and
seller will make their own decisions based on their situation and the payoffs they want.

On the platform, smart contracts are used to generate tokens that represent the amount
(in KWh) of energy available for exchange in the batteries. The virtualization of this energy
is achieved by using Ethereum’s fungible token standard: ERC20. Making use of standards
is important for future system extensions as well as for the improvement of interoperability.

In the proposed platform, a smart contract is used to control the workflow of the plat-
form (see Figure 3). The usual sequence of steps followed by the platform is described below:

1. Through the function PublishInfo(), agents can identify themselves on the platform.
They can store data in relation to how other agents can initiate negotiations with them,
the household they belong to, etc. With that information, it is possible for authorized
actors to carry out auditory processes as well as to track their activity on the platform.
This step should be performed the first time an agent is deployed in the system.
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2. To publish any energy offer on the platform, authors should call the function Make-
Offer(). Agents can calculate the forecasted energy surplus that could be sold to the net-
work and create an offer with the predicted amount of energy for the next time window.

3. When an agent predicts a need to buy energy for the next time window, it will need to
call the function GetOffers(). This function will return all the information related to the
offers published for the next time window. Then, the agent will start the negotiation
process directly with all the publishers of offers.

4. During the negotiation process, the agents try to reach an equilibrium on the price
of the energy and the amount that must be bought. The price of the energy sold has
an upper constraint, which is the price of the energy bought from outside the grid.
It also has a lower constraint, which is the minimum price needed to produce the
energy. Between those thresholds, agents have the autonomy to decide; they could
use whatever negotiation algorithm they find more comfortable with as long as it
exchanges messages following the ontology defined by the platform communications.
The agents negotiate on the basis of different parameters such as the energy needed
to buy or sell, the time left to finish the negotiation, the number of buyers or sellers,
the amount of energy to be expected to generate or consume in the next time window,
etc. When the last minutes of the negotiation are reached, each seller agent will start
agreeing to sell the energy to those that offer the higher prices until the energy is all
sold out. The buyer agents will do the opposite—they will buy at the lower prices
given by the sellers during their negotiation. Because of the constraints, it is ensured
that all the energy will be sold out; no buyer will buy from the main grid while energy
is still available within the system. Therefore, each agent should have a time out to get
answers from an offer. If they do not receive an answer during that time out, they will
have to drop the offer and try to reach an agreement with the next best offer on their
list. This will ensure an equilibrium point while avoiding getting stuck in infinite
waiting periods.

5. After negotiating the price and the amount of energy to sell and to whom, the seller
can publish on the blockchain to whom, how much, and for how much they are selling
the energy with the function AllowTransaction().

6. Finally, when the corresponding smart meters have detected the flow of energy to and
from a house, automatic payments can be made by calling the function MakeTransaction().

For the platform to function optimally, the amount of energy available to exchange
within the market must be auditable. A guarantee is needed that this energy exists on
the platform, so the smart meters in charge of reading this energy from the batteries and
virtualizing it into tokens for sale undergo periodic auditing processes to ensure its proper
functioning [47]. In addition, the smart meters are in charge of reading the energy flow in
and out of the houses, another critical element for the proper functioning of the platform. In
this sense, we call smart meters oracles, since they are in charge of virtualizing real-world
data in smart contracts, a critical point of any platform based on blockchain and of which it
is necessary to be very cautious [49].

Each agent of the platform interacting in one way or another with the blockchain
network needs to make use of a wallet. Some agents, such as those in charge of using
virtual money in exchanges, need to obtain that money beforehand. For example, if a
household consumes more energy than it produces, it will need to put fiat money on
the platform; hence, a consortium of human agents and/or machines will be needed to
virtualize the money introduced and mint more tokens that represent it. In addition, they
must allow the withdrawal of real money when a user decides to take out part of the virtual
money for use outside the platform.



Energies 2022, 15, 3046 12 of 20

Figure 3. UML diagram of a sample workflow of the proposed platform.

4.2. Privacy Preservation Protocols

One of the problems that arise in state-of-the-art literature is that of user privacy
and data protection, which are needed to comply with the GDPR. In this regard, the
proposed model has been designed using protocols based on ZKPs used by the Monero
cryptocurrency and described in [50]. Thanks to the use of these protocols, it is possible
to hide the users who perform transactions within a blockchain as well as the related
information [51].

For example, in [52], the authors proposed a framework that allows people who have
been in close contact with infectious disease patients to be traced. Moreover, the authors
proposed the use of ZKP to protect patient information based on bulletproofs [53].

The ring signatures protocol is used to allow actors to call smart contracts anonymously.
This protocol requires what is called a Key Image [51], obtained from a list of randomly
selected public keys (see Figure 4). The public key of the actor performing the transaction is
also required since the transaction must be signed. Given that all the selected keys have the
same probability of performing the transaction, it is not possible to associate the transaction
with the real user. In addition, these groups of actors are improvised randomly from the
pool of transactions.
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Figure 4. Key image, created from a list of the signatures of the users Bob, Alice, Carla, and Dani.

To complement the ring transaction signing process and ensure the anonymity of the
actors within the system, stealth addresses are used in the smart contracts to identify actors.
It is impossible to link these addresses to a user; however, a user can identify the stealth
addresses that belongs to it. Taking advantage of the properties of elliptic curves [51], a
stealth address (P) is defined by Equation (1):

P = F + S (1)

where F is defined in (2), and S is the public key of the recipient of the transaction.

F = Hash(rS) ∗ G (2)

where r is a random private key generated by the actor that emits the transaction, and G is
the base point of the elliptic curve.

To identify which stealth address belongs to a user, thanks to the properties of
Equation (3), the actor can hash the product of the address public key (R) and its pri-
vate key (s), then the public key (S) has to be added, and the final result is the stealth
address. For a user to prove that a stealth address belongs to them, they need to recover
the one-time private key generated for that transaction. By hashing the product of the
stealth-address public key (R) and the user private key (s), and then adding the private
key s to the obtained hash, it is possible to recover the one-time private key of the address
(r). Then, it is necessary to sign the transactions from that address with that key to prove
the ownership.

rS = rsG = rGs = Rs (3)
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where R is the public key of the randomly generated private key, and s is the private key of
the transaction recipient.

The use of these protocols increases the need for the computational power of each
actor that makes use of them. In Figure 3, it is possible to study the number of times each
agent must write to the blockchain, thus making use of these protocols, within a system
based on the proposed framework. The agents only need to write the information in the
following cases:

1. When they are registered within the system and store information related to them. In
the whole life cycle of the platform, this occurs once for each agent.

2. At the end of each hour, every agent writes in the blockchain the agreement reached
during the negotiation process. For example, if Alice reaches an agreement with
Bob and Carla, then Alice will need to create two transactions. On the other hand,
according to the example, Bob and Carla only need to create one each.

This step will depend on the number of agents involved, but with the time limits
proposed—from 5 to 10 min—in a permissioned blockchain, it is enough time to not
overcharge the agents and their computational resources. Therefore, the performance will
not be affected when the system escalates.

4.3. Security Model

This section details the security assumptions made by the framework and how the data
generated within the platform are treated. The implementation of blockchain technology in
this platform ensures the application of a secure identification protocol between the actors.
Furthermore, the information stored is tamper-proof, and the smart contracts deployed
allow for the decentralized control of the platform, ensuring that there will not be a single
point of failure that will be prone to attacks.

Regarding the storage of the generated data, which will be used to create the predic-
tive models that will help with the proper functioning of the system, each actor will be
responsible for them. We assume that each actor is responsible for providing an access
point to their data so that they can control to whom they give access to the data. For each
hour, a batch can be created with the generated data, storing in the blockchain a hash of
such data that will help to verify that it has not been modified afterwards. The use of
auditability systems allows for the generation of data that can be trusted. Otherwise, it
would be impossible to know that the generated data has not been modified before the
storage of its hash in the blockchain [47].

As for the proposed privacy protocols, they ensure that the information stored in the
blockchain cannot be read by third parties without permission, nor will it be possible to
identify or track user activity. This information that is stored is, for example, the energy bids
posted, the money paid for energy transactions, or the amount of energy transacted. The
only vulnerability of this platform is when an attacker steals the keys of a user. However,
this is not possible just by using the platform; it can only happen if the user is not careful
enough with the passwords used or with where the keys are stored.

In this work, we have made security assumptions that the network of blockchain
nodes is large enough so that it is not easy to throw it from a typical Distributed Denial
of Services (DDOS) attack. It has also been assumed that the actors that are part of the
platform benefit more from its proper functioning than from trying to sabotage it. Different
actors could collude with each other to achieve a greater benefit, but this scenario is not
realistic based on the study conducted by [43]. Having in mind the previous assumptions,
we can thus say that the actors of the platform will benefit from the creation of this platform
and the competition between them rather than in trying to sabotage the negotiation process
and the well-being of the platform.

4.4. Multi-Agent System

This section will describe the MAS structure in detail. It is divided into four different
subsystems, in which the agents are grouped according to their function within the platform
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(see Figure 5). The following is a detailed description of the different subsystems and the
agents that comprise them:

• Device Driver System (DDS). This system groups all the agents in charge of the
management and control of the different smart devices of the platform (e.g., batteries,
smart meters, PV panels). These agents are allowed to interact with the blockchain
network, so they also have an assigned wallet to identify and track their activity
within the platform, thus helping in the auditing process. The agents in charge of
monitoring the state of the PV panels (e.g., their energy production, the provided
voltage and current, and their active and reactive powers) are the PV agents (PVA).
They store those data in the blockchain, which helps their owners to monitor them
while also owning that information which they could sell in the future. The batteries
are monitored by agents called Battery State Agents (BSA). They store in the blockchain
data related to the state of a battery, its charge and discharge capability, and its current
state of charge. The agent that stores the data related to the flow of current from or to
a household is the Smart Meter Agent (SMA).

• Micro-grid Operator System (MGOS). In this system, all those agents that are respon-
sible for monitoring, controlling, and managing the status and good credit of the
micro-grid are grouped together. These agents are also connected to the blockchain,
storing the relevant information that favors the traceability of the micro-grid moni-
toring, flows of power to and from the utility network, the balance of the micro-grid
power, and the voltage level (Micro-grid Operator agent or MGO), or the energy
transactions made from the grid to the micro-grid and vice versa (External Market In-
teractor Agent or EMI). In addition, this system owns a series of batteries that improve
the balance of the grid load, governed by the State Of Charge agents (SOC). This part
of the platform is economically maintained by the penalties of users who do not fulfill
their part of the contracts and by the exchange of energy between the external grid
and the micro-grid.

• Data Analytic System (DAS). This system is crucial for the platform as it is in charge
of grouping all those agents that are in charge of the data market and the creation of
predictive models, which are required by the rest of the agents of the system to be
able to infer the amount of energy they expect to obtain in the next hour, that which
they could sell, and that which they will need to buy based on their past consumption.
The agents in charge of reading the data provided by the other subsystems of the
platform on the blockchain and merging it with data coming from other external data
sources are called Data Reader Agents (DRA). The agents that create and update new
behavioral models on demand are the Knowledge Extractor Agents (KEA). The agents
that make predictions based on these models and the information extracted from the
environment are the Forecasting Agents (FA). This subsystem benefits from the data
market created with the addition of blockchain technology to the platform. As it has
been found in other works in the literature, it is also possible to improve the creation
of the models with the use of blockchain technology by applying a federated learning
framework similar to the one proposed in [54].

• Transaction Manager System (TMS). In this subsystem, all those agents that are respon-
sible for the negotiation and exchange of energy within the micro-grid are grouped.
These agents make use of the blockchain network to publish and search for energy
offers as well as register the agreements that take place. The agents in charge of
publishing the offers are the Seller Agents (SA), while those who search for them in
order to buy are the Buyer Agents (BA). The agents in this system negotiate with each
other directly and make use of the DAS to estimate the energy they will need to buy
and/or sell. As a way to improve the search process in the blockchain, a middleware
layer could be used to optimize the search for information (offers in this case) within
the blockchain, such as the one proposed in [55].
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Figure 5. Proposed platform architecture.

4.5. Deployment of the Platform

In the proposed platform, there are three types of actors: consumers who receive
energy that they buy from the grid, PV panels as producers that produce the energy and
dump it into batteries, and batteries as prosumers who store and distribute the energy
(e.g., consumed by their owners, or, if leftover, dumped into the micro-grid to make a
profit). There are also actors who are in charge of the good credit of the micro-grid and
who additionally make a profit by connecting it to the external grid. Finally, there are other
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players who help the platform to function properly, such as those in charge of exchanging
fiat money for digital money and vice versa.

As shown in Figure 6, the interconnections between the parts of the platform are made
through the Internet, in the creation of cloud services. The platform agents in charge of
knowledge extraction with regard to the platform data needs large computational power;
hence, the infrastructure is outsourced to a provider (e.g., Amazon Web Services, Google
Cloud, or Azure). The blockchain network, controlled by the platform actors, is accessible to
the parties and does not need high computational power; only one computer per participant
is required to be always on. The agents in charge of controlling the smart devices will need
to be deployed in them or in a system such as a Raspberry Pi that has direct access to them.
The rest of the agents only need to be deployed in computers that always have access to
the Internet and do not have any special requirements.

Figure 6. Platform deployment diagram.
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5. Conclusions and Future Work

This manuscript highlights and discusses concepts and technologies such as blockchain,
smart micro-grids, and negotiation algorithms that have been applied to the energy market.
Furthermore, this work elaborates on the proposal of an innovative high-technology-based
architecture of a fully distributed and autonomous smart micro-grid to support new forms
of business in the smart energy market. With independent and dynamic pricing between
the transactors in the network, the proposal presented makes it possible to create a Local
Energy Market (LEM) in order to achieve efficiency in the transmission and distribution of
energy as compared to the traditional distribution model.

In the mentioned context, this paper has studied the implementation and development
of smart micro-grids that would allow for the entrance of more entities, whose aim is
self-consumption and making money with the excess energy generated, as competitors in
the energy market. If it is possible to introduce more actors into the power market that can
compete for revenue in the energy market, the regularization of prices is no longer necessary.
Because the energy transactions between entities of a micro-grid that are closer to each other
are cheaper and better than those made between distant entities, the market law of supply
and demand would work, thus making their current regularization unnecessary. Finally,
the use of ring signatures and ZKP protocols has been proposed to ensure the privacy of
the users and the protection of the data stored within the platform, thus complying with
the GDPR.

In general terms, for future work, the designed proposal should be implemented as a
pilot project. This will allow for the design of ad hoc consensus algorithms for the energy
market. In this way, it will be possible to validate the proposed framework as a standard
guideline for similar platforms. This will help to reduce development costs and encourage
the adoption of the system by companies and individuals.
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