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Abstract: The manufacturing sector is a fast-growing sector demanded by the increasing population.
The adoption of information technology is a boon in the manufacturing industry. The industrial
transformation from the third generation to the fourth generation has significantly impacted sus-
tainable development. On account of this, different sectors are adopting industry 4.0 technologies
to smooth their process flows. The industry 4.0 technologies implementation in the manufacturing
sector will not only enhance its productivity, but also lead to sustainable growth. In this regard, this
study intended to examine the challenges associated with adopting industry 4.0 technologies in the
manufacturing sector. A thorough literature review was carried out from the Scopus database, and a
list of ten important challenges was shortlisted for analysis. The article uses interpretive structural
modeling to analyse the challenges of industry 4.0 and make a structural model between identified
challenges. “Lack of employee skills” and “lack of technological infrastructure” were identified as
the topmost challenges in adopting industry 4.0 technologies in the manufacturing sector. This study
will enable decision makers, policymakers, and industrial practitioners to effectively analyse the
challenges of I4.0 for its smooth adoption in the manufacturing sector. Practical implications of the
study and future research directions were also highlighted in the article.
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1. Introduction

The manufacturing sector is an important sector that contributes to world economic
growth. The revenue generated from the manufacturing sector in Saudi Arabia was around
170.24 billion USD in the year 2021, and it is expected to achieve 209.22 billion USD in 2025,
which is around 22.8% growth [1]. The increasing demand for the manufacturing segment
enables the use of information technologies to enhance the system’s efficiency.

Nowadays, industries are focusing more on acquiring intelligent systems that can
mimic humans for efficient decision making. In response to these, Germany has coined a
long-term strategy term as industry 4.0 (I4.0) (fourth industrial revolution) [2,3]. The fourth
industrial revolution brings new technologies, namely Internet of things, artificial intelligence,
augmented/virtual reality, cyber-physical system, etc. [4]. Adoption of such technologies not
only improves productivity but enables the smooth flow of information and product.

The acceptance of I4.0 technologies is still in the infant stage in the manufacturing sec-
tor [5,6]. Many researchers have worked on adopting I4.0 technologies in different areas such
as manufacturing [7,8], textile [9], supply chains [10], aerospace [11], and healthcare [12].

Increasing population and demand have become drivers to implementing I4.0 tech-
nologies in the manufacturing sector for its sustainable growth and development. Before
embracing I4.0 technologies in the manufacturing sector, it is necessary to analyse the asso-
ciated challenges [13]. In this regard, this study intends to identify the critical challenges
associated with adopting I4.0 technologies in the manufacturing sector.

1.1. Literature Review on I4.0 Adoption Challenges

The literature review discussing I4.0 challenges in manufacturing industries is dis-
cussed below:
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The survey approach was used by Khan and Turowski [14] to analyse current issues in
traditional production processes about Industry 4.0 transition. Furthermore, they defined
Industry 4.0 and demonstrated its significance in today’s manufacturing organization.
Fifteen contemporary difficulties and most pressing ones, such as process flexibility, data
integration, and security were discussed. To address these issues, they also explored
future possibilities such as predictive maintenance and real-time access. Future research
should focus on identifying additional difficulties and future circumstances to ensure a
seamless transition to Industry 4.0. Zhou et al. [15] explored many elements of Industry
4.0 for the Chinese manufacturing industry, including strategic planning, possibilities,
difficulties, and essential technologies. They provide advice on cyber physical system
(CPS) network design, intelligent manufacturing, horizontal and vertical integration, and
standardization during strategic planning. As a result, they discovered that in comparison
to industrialised nations, Chinese manufacturing industries still face issues such as poor
productivity, uneven development, and low total output levels. Technology innovation,
according to the authors, is a critical aspect of upgrading China’s industries. Kergroach [16]
examined the problems and prospects for the labor market in Industry 4.0, and in the digital
transformation the author noticed a skills gap. Various I4.0 technologies, namely Internet
of things, cyber physical systems, etc., improve the labor market by monitoring operations
and tracking real-time data.

When Internet of things (IoT) and Big Data analytics are coupled, fresh predictive
ways for effective decision making are possible. Along with these advantages, the author
also mentioned a few drawbacks, such as the conversion of full-time work to temporary
part-time positions, the conversion of standard occupations to non-standard jobs, and the
need for new labor capabilities, among others. Agostini and Filippini [17] described the
organizational and management hurdles in adopting I4.0 technology at multiple levels. A
study of Italian manufacturing companies in the form of survey was performed, which
employed a cluster analysis and the t-test methods. Based on the adoption level of I4.0
tools, the authors established two clusters: high and low. Then, utilizing the statistical
analysis it was shown that enterprises with more effective management and organizational
practices had higher adoption levels of I4.0 technology. The authors stated that, to integrate
Industry 4.0 technologies, managers and organizations need to concentrate on upgrading
their information and communication systems, developing employee skills, and adopting a
lean approach at the management and administrative levels.

Sevinç et al. [18] looked at the challenges that small and medium enterprises (SMEs)
face as they transition to I4.0. Analytic hierarchy process (AHP) and analytic network
process (ANP) approaches were applied to rank the challenges and compare the outcomes.
With the support of a 15-person SMEs expert team, criteria (4) and its sub-criteria (14) were
defined, and the findings were presented. Because of the substantial investment in technol-
ogy, the findings indicated that the most critical factors in the transition process are cost and
organization. Both strategies yielded findings that were consistent with each other. Future
research should identify additional relevant criteria and prioritise them in a fuzzy environ-
ment to aid decision making. Further, statistical assessment was proposed by considering
more experts. Moktadir et al. [19] examined ten significant difficulties for integrating I4.0 in
the leather manufacturing industry in Bangladesh. The difficulties were investigated using
the best–worst method (BWM). With the support of eight specialists from four organizations,
the authors studied these issues. According to the findings, the most important challenge
that may impede the execution of I4.0 is a “lack of technological infrastructure”. In contrast,
the least important difficulty is environmental side effects, which may hamper the I4.0 accep-
tance in leather manufacturing industries based in Bangladesh. Because the leather industry
involves extensive chemical operations, the authors discussed environmental protection and
process safety consequences. The authors recommended that Bangladeshi leather businesses
pay attention to the problems outlined in order to adopt Industry 4.0 smoothly. Because the
present study focuses on the leather business, different obstacles for other industries can
be recognised in the future, to ensure a seamless adoption of Industry 4.0. A framework
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was formed by Yadav et al. [20] to overcome the challenges pertaining to supply chain
management, ensuring sustainability through I4.0 in manufacturing industries. From the
literature research, they discovered 28 challenges and 22 solution measures. The solution
methodology was an integrated strategy of best–worst method (BWM) and elimination
and choice expressing reality (ELECTRE). They employed the BWM method to calculate
sustainable supply chain management problems and discovered that economic, organiza-
tional, and managerial challenges were extremely important for long-term supply chain
implementation. In addition, the solution measures were prioritized by ELECTRE technique.
Supplier commitment for recyclable materials, supplier commitment and engagement for
sustainability acceptance, and sustainable resource management are all important solution
strategies to address sustainable supply chain management (SSCM) difficulties, according
to the superiority ratio. Future studies should recognise large-scale difficulties and use
structural modeling techniques such as interpretative structural modeling to depict the
structural link between the identified components. Because the study was only applicable
to developing nations, the authors recommended that practitioners do a precise analysis for
developed countries in the future.

Further, the applicability of I4.0 technologies in SMEs was analysed by Turkyilmaz
et al. [21]. The study analyses the impact of I4.0 and its readiness level among SMEs
belonging to Kazakhstan. Tseng et al. [22] analysed the indicators of industrial engineering
in the domain of I4.0. The study identified thirty indicators which were further grouped in
eight categories, and a bibliometric study was also carried out in the study. Aoun et al. [23]
discussed the challenges related to the I4.0 adoption. Blockchain technology was identified
as a potential tool for the empowerment of the fourth industrial revolution. Further, barriers,
challenges, and limitations of I4.0 were also discussed.

Apart from the above studies, other studies discussed the issues associated with inter-
operability and compatibility of I4.0 technologies in manufacturing [24–27]. Interoperability
is an important aspect in I4.0 as it ensures seamless exchange of information and data shar-
ing between different heterogenous systems under same organization. Wherein, Lelli [24]
discussed the intelligent interoperability between the different sensors and actuators for
a shared goal. Zeid et al. [25] presented a review on different types of interoperability in
smart manufacturing. The study suggested that interoperability occurs mainly because
lack of coordination and interaction between different segments of organization.

1.2. Research Gaps

Based on the previous studies, it has been observed that most of the studies on I4.0
adoption challenges were from supply chain management perspectives. Moreover, some
of the studies discussed I4.0 challenges for manufacturing industries from an organiza-
tional and managerial viewpoint [28]. Karadayi-Usta [29] used the Interpretive structural
modeling (ISM) approach and constructed a structural model of I4.0 adoption difficulties.
The research was carried out in the Bosch industry, and the literature search yielded nine
difficulties. The inputs were compiled in the structural self-interaction matrix with the
assistance of Bosch specialists, and the analysis was carried out using ISM. The constructed
interpretative structural model suggested that obstacles such as “lack of sophisticated
education system” were discovered at the bottom of the pyramid, while “delay in transfor-
mation” was identified at the top. The ISM model was verified using MICMAC analysis,
which revealed that the difficulty of the “lack of sophisticated education system” was
independent of all other obstacles. According to the MICMAC study, one difficulty belongs
to the linkage category, one to the independent category, five to the autonomous category,
and two towards the dependent category. Future research should incorporate additional
difficulties and engage more decision experts to eliminate bias in decision making. Few
studies also discussed I4.0 challenges adoption in Saudi Arabian manufacturing indus-
tries, specifically the steel industry. However, to the author’s best knowledge, very few
concrete studies were done regarding I4.0 challenges with regards to the Saudi Arabian
manufacturing industry. Thus, in this article, the author attempted to address the potential
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challenges of I4.0 in the manufacturing industry and examined it using the ISM approach.
The research questions below aimed to analyse this in the present study:

• RQ1. What are the possible challenges in the I4.0 technologies adoption with regards
to the manufacturing sector?

• RQ2. How can these challenges be analysed to develop a structural model between them?
• RQ3. What can be the potential solutions to mitigate critical challenges?

To analyse the above research questions, this study starts by identifying research
articles relevant to the investigating field. Scopus database was used to collect the relevant
work in the investigating field [30,31]. The identified articles were studied, and I4.0
challenges were shortlisted from the literature review. A modeling approach named
interpretive structural modeling (ISM) was used in the present study to develop a structural
model of identified challenges. The hierarchical model was developed that depicts the most
dominant challenges in embracing I4.0 disruptive technologies in the manufacturing sector.
Further, the results are theoretically validated using “Matrice cross-impact multiplication
applied to a classification” (MICMAC) evaluation. This study helps the decision maker for
the effective implementation of I4.0 technologies in the manufacturing sector.

The identified challenges in the I4.0 technologies adoption are presented in Table 1.
Through extensive literature review we identified 10 potential challenges for the adoption
of industry 4.0 technologies in the steel manufacturing sector. The challenges with their
descriptions are presented in Table 1.

Table 1. I4.0 challenges for its adoption in the manufacturing sector.

Challenges Description References

High investment (C1)
High investment refers to the capital expenditure for establishing I4.0
infrastructure in the manufacturing industry. Several organizations

face difficulty due to a lack of funding.
[32–34]

Data insecurity (C2) Data insecurity due to losing existing security system. [35,36]

Complexity in reconfiguring
manufacturing systems (C3)

Lack of capabilities in reconfiguring of fabrication pattern for effortless
execution of I4.0 in the manufacturing organization. Traditional

manufacturing firms are not flexible enough to adopt I4.0 technologies.
Different sensors and actuators may not be fitted into traditional

manufacturing system. So, manufacturing firms must reconfigure their
systems to adopt I4.0 technologies

[19,37,38]

Computational ability (C4) High computational ability results in agile decision making. [36,39,40]

Lack of employee skills (C5) Employee skills refer to the higher level of skill sets of employees in
I4.0. [41–43]

Lack of technological infrastructure (C6)

Deployment of advanced technologies smoothens the I4.0 execution in
an organization. Traditional manufacturing firms may not have good
data information system. So, collecting information is quite difficult
with traditional systems. Moreover, exchange of information among
different departments is difficult with traditional systems. So, there

must be sound technological infrastructure to support I4.0 technologies.

[44–46]

Less understanding about I4.0
technologies (C7)

Less knowledge on I4.0 technologies may result in resistance to the
change with respect to I4.0 implementation. [46–48]

Poor existing data quality (C8) Good data quality improves the overall productivity of an organization. [45,49]

Lack of government support (C9) Government support is essential in the smooth adoption of I4.0
technologies. [46,50]

Unclear economic benefits (C10) Unclear economic benefits refer to the poor understanding of the
advantages of I4.0 implementation. [51,52]

The remaining structure of the paper is: Section 2 includes a materials methods and
case study. Results of the study are presented in Section 3. Section 4 includes discussion
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on findings and implications of the study. Further, Section 5 includes conclusions and
limitations of the study.

2. Materials and Methods

The methodology of the study is shown in Figure 1. Warfield developed interpretive
structural modeling (ISM) [53] with an aim to investigate the complex economic systems
representing complicated relationships amongst several elements involved in the complex
systems under consideration. The complex system is disintegrated into various sub-
elements to establish a multilevel hierarchical structural model, using the knowledge
and experience of the experts. Several researchers have extensively used ISM to examine
the complexity of relationships.
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The characteristics of ISM methodology include Interpretive, Structural and Modeling
technique. Interpretive refers to the relationships between the factors assessed using a panel
of experts’ opinions from the particular domain [54]. Structural characteristics represent
establishing a complete structure of the complex set of factors based on the identified
relationship. Finally, the modeling technique provides the outcome in the digraph model,
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showing a logical relationship amongst elements. However, the findings of the ISM possess
limitations due to the biases of the person assessing the elements.

The steps involved in establishing ISM methodology are as follows [55,56]:
Step 1: Factors Identification—Recognition of factors influencing the system under

consideration. This step is all about collecting factors from literature review or from
discussion with experts in the investigating field.

Step 2: Contextual relationship—Examining the contextual relationship among var-
ious factors using experts’ opinions. Once the contextual relationship is determined,
a structural self-interaction matrix (SSIM) is developed through pair-wise computation
of factors. In this step, authors aimed to collect data regarding relationships between
different factors, and then developed an SSIM that depicts the key relationship among
different factors.

Step 3: Reachability matrix—Using SSIM, the initial reachability matrix is established.
The initial reachability matrix is checked for transitivity property to remove the inconsis-
tencies associated with the data collection from experts. The transitivity property refers to
an additional relationship that existed due to relationships mentioned in the reachability
matrix. For instance, if M → N and N → O, then it may be implied that M → O (→
denotes relationship).

Step 4: Level partitions—The level partitioning is done from the reachability matrix
using each variable’s reachability set and antecedent set. The levels are computed by
performing several iterations. In this step, several iterations are done to determine which
factors will come in which level.

Step 5: Diagraph construction—In this step, based on levels of different factors, we
construct a diagraph. A directed graph is generated by joining the nodes and vertices after
level partitioning. The digraph represents relationships between the factors as shown in
the final reachability matrix.

Step 6: Structural model—Based on the digraph, the final structural model is extracted.
The structural model is developed by removing transitive links and the lines of edges from
the digraph. This model represents the ISM.

Step 7: MICMAC analysis: The developed ISM model is validated using MICMAC
analysis. In this step, the results of ISM approach are being validated using MICMAC
analysis. The detailed step is presented in the case study section.

2.1. Case Study

This section presents an analysis of challenges in adopting I4.0 in the manufacturing
sector located in Saudi Arabia. Data were gathered from Saudi Arabian steel manufacturing
industry experts. We formed a team of experts based on their industrial and research
experience. A team of five experts was formed (1 operations manager, 1 production head, 2
shift engineer, and 1 quality engineer), and their consensus opinion was collected before
ISM methodology was used to develop a structural model. Further, the computation steps
are shown below:

Computations of ISM

2.1.1. Building the SSIM

For analysing the identified I4.0 challenges, the following notations are used to show
the path of the relationship between the selected challenges (j and k) to establish SSIM:

Challenge j helping to obtain challenge k = ‘V’.
Challenge k obtained with the help of challenge j = ‘A’.
Challenge j and k helped each other for accomplishment = ‘X”.
No relationship = ‘O’.

The relationships between the challenges were gathered from the five industry experts
in the form of consensus opinion. The same group of experts was used for providing the
inputs, which helped in finalizing the challenges earlier. The developed relationships were
finalised after several rounds of discussion between authors and a group of experts. The
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disagreement between the two was resolved by revisiting the relationship, and thus, final
data were considered for the analysis. These relationships are shown in Table 2.

Table 2. Structural self-interaction matrix for I4.0 challenges.
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High investment - V A A O A X O A O

Data insecurity - - X A A A A A X O

Complexity in reconfiguring manufacturing system - - - O A A A A O O

Computational ability - - - - A A A A O O

Lack of employee skills - - - - - V V V X O

Lack of technological infrastructure - - - - - - O V O V

Less understanding about I4.0 technologies - - - - - - - A V O

Poor existing data quality - - - - - - - - O V

Lack of government support - - - - - - - - - A

Unclear economic benefits - - - - - - - - - -

2.1.2. Initial Reachability Matrix

The initial reachability matrix was established by transforming the values of SSIM
to binary values 1 and 0. The values of V, A, X, and O are replaced by 1 and 0 as per the
condition given in Table 3. Further, the initial reachability matrix is presented in Table 4.

Table 3. Initial reachability matrix.

Condition Relationship Entry in SSIM Binary Value

1
j→ k V 1

k→ j 0

2
j→ k A 0

k→ j 1

3
j→ k X 1

k→ j 1

4
j→ k O 0

k→ j 0

2.1.3. Final Reachability Matrix

The final reachability matrix is obtained by removing the inconsistencies associated
with the transitivity of the relationship, as mentioned in Step 3 of the Methodology section.
The transitivity analysis was carried out using MATLAB R2022a software, ensuring the
reliability of the developed model. The final reachability matrix is shown in Table 5.
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Table 4. Initial reachability matrix for I4.0 challenges.
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High investment 1 1 0 0 0 0 1 0 0 0

Data insecurity 0 1 1 0 0 0 0 0 1 0

Complexity in reconfiguring manufacturing system 1 1 1 0 0 0 0 0 0 0

Computational ability 1 1 0 1 0 0 0 0 0 0

Lack of employee skills 0 1 1 1 1 1 1 1 1 0

Lack of technological infrastructure 1 1 1 1 0 1 0 1 0 1

Less understanding about I4.0 technologies 1 1 1 1 0 0 1 0 1 0

Poor existing data quality 0 1 1 1 0 0 1 1 0 1

Lack of government support 1 1 0 0 1 0 0 0 1 0

Unclear economic benefits 0 0 0 0 0 0 0 0 1 1

Table 5. Final reachability matrix for I4.0 challenges.
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High investment 1 1 1 * 1 * 0 0 1 0 1 * 0

Data insecurity 1 * 1 1 0 1 * 0 0 0 1 0

Complexity in reconfiguring manufacturing system 1 1 1 0 0 0 1 * 0 1 * 0

Computational ability 1 1 1 * 1 0 0 1 * 0 1 * 0

Lack of employee skills 1 * 1 1 1 1 1 1 1 1 1 *

Lack of technological infrastructure 1 1 1 1 0 1 1 * 1 1 * 1

Less understanding about I4.0 technologies 1 1 1 1 1 * 0 1 0 1 0

Poor existing data quality 1 * 1 1 1 0 0 1 1 1 * 1

Lack of government support 1 1 1 * 0 1 0 1 * 1 * 1 0

Unclear economic benefits 1 * 1 0 0 1 * 0 0 0 1 1

* Represents transitive link.
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2.1.4. Level Partitions

Using the final reachability matrix, the reachability and antecedent sets are computed.
Reachability sets comprise of I4.0 challenge itself and other challenges which it may assist
in achieving; on the other hand, antecedent sets consist of I4.0 challenge itself and other
challenges which may help in achieving it. Further, the intersection set is computed for
all the identified challenges. Based on this, the challenge of having the same reachability
and intersection set is recognised as the top level in the hierarchy of the ISM model. The
top-level would not assist in achieving other levels positioning above it. Once the top level
is recognised, it is separated, and the same process is repeated for other challenges. In this
way, the levels of the ISM model are determined. The level partitioning procedure is shown
in Table 6. Based on the level partitions, the digraph was constructed.

Table 6. Level partitioning for I4.0 challenges.

Challenges Reachability Set Antecedent Set Intersection Set Level

Iteration 1

C1 (1,2,3,4,7,9) (1,2,3,4,5,6,7,8,9,10) (1,2,3,4,7,9) I

C2 (1,2,3,5,9) (1,2,3,4,5,6,7,8,9,10) (1,2,3,5,9) I

C3 (1,2,3,7,9) (1,2,3,4,5,6,7,8,9) (1,2,3,7,9) I

C4 (1,2,3,4,7,9) (1,4,5,6,7,8) (1,2,4,7)

C5 (1,2,3,4,5,6,7,8,9,10) (2,5,7,9,10) (2,5,7,9,10)

C6 (1,2,3,4,6,7,8,9,10) (5,6) (6)

C7 (1,2,3,4,5,7,9) (1,3,4,5,6,7,8,9) (1,3,4,5,7,9)

C8 (1,2,3,4,7,8,9,10) (5,6,8,9) (8,9)

C9 (1,2,3,5,7,8,9) (1,2,3,4,5,6,7,8,9,10) (1,2,3,5,7,8,9) I

C10 (1,2,5,9,10) (5,6,8,10) (5,10)

Iteration 2

C4 (4,7) (4,5,6,7,8) (4,7) II

C5 (4,5,6,7,8,10) (5,7,10) (5,7,10)

C6 (4,6,7,8,10) (5,6) (6)

C7 (4,5,7) (4,5,6,7,8) (4,5,7) II

C8 (4,7,8,10) (5,6,8) (8)

C10 (5,10) (5,6,8,10) (5,10) II

Iteration 3

C5 (5,6,8) (5) (5)

C6 (6,8) (5,6) (6)

C8 (8) (5,6,8) (8) III

Iteration 4

C5 (5,6) (5) (5)

C6 (6) (5,6) (6) IV

Iteration 5

C5 (5) (5) (5) V
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3. Results
3.1. Establishment of ISM Model

Using the final reachability matrix, the structural model is established. The model
should make clear sense to the industry practitioners, and the nodes may be modified to
arrive at a logical conclusion. The ISM model is shown in Figure 2.
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The study aimed to model and analyse I4.0 adoption challenges in the manufacturing
industry. For this purpose, the author identified the 10 potential challenges through exten-
sive literature review and experts’ opinions. To understand the relationship between the
identified challenges, an ISM methodology was deployed. Based on the developed model,
it is reflected that level 1 was occupied by the challenges ‘High investment (C1)’, ‘Data
insecurity (C2)’, ‘Complexity in reconfiguring manufacturing system (C3)’ and ‘Lack of
government support (C9)’. The challenges ‘Computational ability (C4)’, ‘Lack of under-
standings about I4.0 technologies (C7)’, and ‘Unclear economic benefits (C10)’ occupied
at level 2. Further, Level 3 was occupied by the challenge ‘Poor existing data (C8)’. The
I4.0 challenge ‘Lack of technological infrastructure (C6)’ is positioned at level 4. Finally, the
challenge ‘lack of employee skills (C5)’ captured the last level, i.e., 5.

The result of the study shows that the most important challenge in adoption of I4.0
technologies in manufacturing is ‘lack of employee skills’ as it came at bottom. Industrial
practitioners need to focus more on enhancing the employee skills to adopt I4.0 technologies
in manufacturing [48]. The industry practitioners and manufacturing managers must
utilize the results to build short-term and long-term strategies for effective adoption of I4.0
technologies in manufacturing sector.

3.2. MICMAC Analysis

MICMAC analysis was utilised to validate the developed ISM model. The driving and
dependence power of each challenge was used to find out the grouping. Driving power
shows the summation of row values in final reachability table, whereas dependent power
shows the summation of column values in final reachability table. Figure 3 shows the
grouping of I4.0 challenges.
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4. Discussions

The structural hierarchy order of I4.0 challenges will assist the industry practitioners
to implement the I4.0 in their industry. Moreover, the MICMAC approach was made to
validate the developed ISM model and helped with providing dependence and driving
power for each challenge. The MICMAC analysis categorised the challenges into four
groups (autonomous, driver, dependent, and linkage) based on their dependence and
driving power:

Group A—Autonomous—The challenges of having low driving and dependence
power were placed into the Autonomous group. In the present study, the challenge ‘Unclear
economic benefits (C10)’ is identified as the autonomous challenge of I4.0 adoption.

Group B—Dependent—The challenges of high dependence and low driving power
were considered in the Dependent category. The challenges ‘Data insecurity (C2)’ and
‘Complexity in reconfiguring manufacturing system (C3)’ formed the dependent group.

Group C—Linkage—The challenges of having high driving and dependence power
were placed into the Linkage group. The challenges are ‘High investment (C1)’, and ‘Lack
of government support (C9)’. The challenges ‘Computational ability (C4)’ and ‘Lack of
understanding about I4.0 technologies (C7)’ were found in the Linkage group.

Group D—Driver—The challenges of having high driving power and low dependence
power were placed in the driver group. The challenges ‘lack of employee skills (C5)’, ‘Lack
of technological infrastructure (C6)’ and ‘Poor existing data (C8)’ were found to be in the
Driver category.

Thus, the most significant challenges that need focus during implementation are ‘lack
of employee skills (C5)’, ‘Lack of technological infrastructure (C6)’ and ‘Poor existing
data (C8)’.

In the study conducted by Wankhede and Vinodh [34], the analysis of the I4.0 chal-
lenges with respect to the Indian manufacturing industry was carried out. The authors
concluded that the Real-time linkage between physical and digital systems was the most
significant challenge of I4.0 adoption. The present study’s findings resulted in lack of
technological infrastructure as one of the most significant challenges, which highlighted the
significance of real-time linkage. Kamble et al. [57] show legal and contractual uncertainties
as one of the most significant challenges for I4.0 adoption. This finding also substantiates
the result of the present study. The industry practitioners should focus on deploying the
training about I4.0 and enhancing the employee skills. Further, Luthra and Mangla [46]
have discussed the challenges in adopting I4.0 in supply chains to achieve sustainability.
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The study shows that a lack of standard systems to adopt I4.0 technologies and lack of
technological infrastructure are the prominent barriers that restrict its implementation in
supply chains. In the present study also, lack of technological infrastructure is identified to
be the 2nd most important barrier for adoption of I4.0 technologies in manufacturing.

Practical and Managerial Implications

The findings of the present study provide significant implications to industrial man-
agers and practitioners. The industry practitioners can utilise the findings of the study to
develop the strategic plan concerning the I4.0 adoption. The potential challenge of I4.0
adoption was a lack of employee skills; this will allow industry managers to execute the
training program for the employees. The present study also categorised the challenges
using MICMAC analysis, which will help the industry key decision makers understand the
I4.0 adoption process. The developed ISM framework will help the industry practitioners to
realise the interrelationship between various challenges to create the sustainable I4.0 based
digital manufacturing platform. The industry practitioners and managers can utilise the
methodology followed in this study to analyse the additional challenges. It is also observed
that the most significant challenges that need to be focused on during implementation are
‘lack of employee skills (C5)’, ‘Lack of technological infrastructure (C6)’ and ‘Poor existing
data (C8)’. The higher authorities from industry can focus on building the technologi-
cal infrastructure, which provides the foundation to incorporate further advancement in
the technology.

5. Conclusions

Industry 4.0 is a significant revolution in the manufacturing industry. Although the
manufacturing sector has always remained at the forefront in accepting advanced tech-
nologies, it possesses several challenges due to infrastructure limitations and expertise
deficiency. In the present study, the critical challenges for implementing I4.0 in the manu-
facturing industry have been recognised and investigated using the ISM approach. The
developed framework was validated using MICMAC analysis and verified with the in-
dustry experts. The findings of the study revealed ‘lack of employee skills (C5)’ as the
significant challenge that needs to focus on during the implementation of I4.0. The MIC-
MAC analysis categorised the challenges into four groups: autonomous, driver, dependent,
and linkage, based on their dependence and driving power. This study will enable manu-
facturing firms to adopt I4.0 technologies by critically focusing on the important hindrances.
The industrial practitioners must develop strategies based on the results of the present
study to mitigate the hinderance in adoption of I4.0 technologies to achieve digitalization
in manufacturing.

Limitations, and Future Research Directions

The present study considered 10 crucial challenges of I4.0 adoption in the manu-
facturing industry. However, other challenges could be investigated in the future for
strengthening the derived model. Moreover, the present study considered a small sample
size of five experts in the form of consensus opinion. In the future, a more significant
number of experts could be involved to make the model robust, and cross-country analysis
may be done to benchmark the readiness of the organizations. The developed model may
be further tested using the structural equation modeling technique. Moreover, the ranking
of the challenges could be obtained using suitable decision making techniques.
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Ministry of Education and king Abdulaziz University. DSR, Jeddah, Saudi Arabia.

Conflicts of Interest: The authors declare no conflict of interest.



Processes 2022, 10, 2150 13 of 15

References
1. Manufacturing-Saudi Arabia. Available online: https://www.statista.com/outlook/io/manufacturing/saudi-arabia (accessed

on 8 October 2022).
2. de Paula Ferreira, W.; Armellini, F.; De Santa-Eulalia, L.A. Simulation in industry 4.0: A state-of-the-art review. Comput. Ind. Eng.

2020, 149, 106868. [CrossRef]
3. Vinodh, S.; Antony, J.; Agrawal, R.; Douglas, J.A. Integration of continuous improvement strategies with Industry 4.0: A

systematic review and agenda for further research. TQM J. 2021, 33, 441–472. [CrossRef]
4. Etemadi, N.; Van Gelder, P.; Strozzi, F. An ism modeling of barriers for blockchain/distributed ledger technology adoption in

supply chains towards cybersecurity. Sustainability 2021, 13, 4672. [CrossRef]
5. Ghobakhloo, M. The future of manufacturing industry: A strategic roadmap toward Industry 4.0. J. Manuf. Technol. Manag. 2018,

29, 910–936. [CrossRef]
6. Agrawal, R.; Wankhede, V.A.; Kumar, A.; Luthra, S.; Huisingh, D. Progress and trends in integrating Industry 4.0 within

Circular Economy: A comprehensive literature review and future research propositions. Bus. Strategy Environ. 2021, 31, 559–579.
[CrossRef]

7. Frank, A.G.; Dalenogare, L.S.; Ayala, N.F. Industry 4.0 technologies: Implementation patterns in manufacturing companies. Int. J.
Prod. Econ. 2019, 210, 15–26. [CrossRef]

8. Ingaldi, M.; Ulewicz, R. Problems with the implementation of industry 4.0 in enterprises from the SME sector. Sustainability 2020,
12, 217. [CrossRef]

9. Majumdar, A.; Garg, H.; Jain, R. Managing the barriers of Industry 4.0 adoption and implementation in textile and clothing
industry: Interpretive structural model and triple helix framework. Comput. Ind. 2021, 125, 103372. [CrossRef]

10. Hahn, G.J. Industry 4.0: A supply chain innovation perspective. Int. J. Prod. Res. 2020, 58, 1425–1441. [CrossRef]
11. Grendel, H.; Larek, R.; Riedel, F.; Wagner, J.C. Enabling manual assembly and integration of aerospace structures for Industry

4.0-Methods. Procedia Manuf. 2017, 14, 30–37. [CrossRef]
12. Pace, P.; Aloi, G.; Gravina, R.; Caliciuri, G.; Fortino, G.; Liotta, A. An Edge-Based Architecture to Support Efficient Applications

for Healthcare Industry 4.0. IEEE Trans. Ind. Informatics. 2019, 15, 481–489. [CrossRef]
13. Bianco, D.; Filho, M.G.; Osiro, L.; Ganga, G.M.D. Unlocking the Relationship Between Lean Leadership Competencies and

Industry 4.0 Leadership Competencies: An ISM/Fuzzy MICMAC Approach. IEEE Trans. Eng. Manag. 2022, 1–25. [CrossRef]
14. Khan, A.; Turowski, K. A survey of current challenges in manufacturing industry and preparation for industry 4.0. In Proceedings

of the First International Scientific Conference “Intelligent Information Technologies for Industry; Springer: Cham, Switzerland, 2016;
pp. 15–26. [CrossRef]

15. Zhou, K.; Liu, T.; Zhou, L. Industry 4.0: Towards future industrial opportunities and challenges. In Proceedings of the 2015
12th International Conference on Fuzzy Systems and Knowledge Discovery, FSKD, Zhangjiajie, China, 15–17 August 2015;
pp. 2147–2152. [CrossRef]

16. Kergroach, S. Industry 4.0: New challenges and opportunities for the labour market. Foresight STI Gov. 2017, 11, 6–8. [CrossRef]
17. Agostini, L.; Filippini, R. Organizational and managerial challenges in the path toward Industry 4.0. Eur. J. Innov. Manag. 2019,

22, 406–421. [CrossRef]
18. Sevinç, A.; Gür, S.; Eren, T. Analysis of the difficulties of SMEs in industry 4.0 applications by analytical hierarchy process and

analytical network process. Processes 2018, 6, 264. [CrossRef]
19. Moktadir, M.A.; Ali, S.M.; Kusi-Sarpong, S.; Shaikh, M.A.A. Assessing challenges for implementing Industry 4.0: Implications for

process safety and environmental protection. Process Saf. Environ. Prot. 2018, 117, 730–741. [CrossRef]
20. Yadav, G.; Luthra, S.; Jakhar, S.K.; Mangla, S.K.; Rai, D.P. A framework to overcome sustainable supply chain challenges through

solution measures of industry 4.0 and circular economy: An automotive case. J. Clean. Prod. 2020, 254, 120112. [CrossRef]
21. Turkyilmaz, A.; Dikhanbayeva, D.; Suleiman, Z.; Shaikholla, S.; Shehab, E. Industry 4.0: Challenges and opportunities for

Kazakhstan SMEs. Procedia CIRP 2021, 96, 213–218. [CrossRef]
22. Tseng, M.-L.; Tran, T.P.T.; Ha, H.M.; Bui, T.-D.; Lim, M.K. Sustainable industrial and operation engineering trends and challenges

Toward Industry 4.0: A data driven analysis. J. Ind. Prod. Eng. 2021, 38, 581–598. [CrossRef]
23. Aoun, A.; Ilinca, A.; Ghandour, M.; Ibrahim, H. A review of Industry 4.0 characteristics and challenges, with potential improve-

ments using blockchain technology. Comput. Ind. Eng. 2021, 162, 107746. [CrossRef]
24. Lelli, F. Interoperability of the Time of Industry 4.0 and the Internet of Things. Future Internet 2019, 11, 36. [CrossRef]
25. Zeid, A.; Sundaram, S.; Moghaddam, M.; Kamarthi, S.; Marion, T. Interoperability in Smart Manufacturing: Research Challenges.

Machines 2019, 7, 21. [CrossRef]
26. Calderón Godoy, A.J.; González Pérez, I. Integration of Sensor and Actuator Networks and the SCADA System to Promote the

Migration of the Legacy Flexible Manufacturing System towards the Industry 4.0 Concept. J. Sens. Actuator Netw. 2018, 7, 23.
[CrossRef]

27. Sun, S.; Zheng, X.; Villalba-Díez, J.; Ordieres-Meré, J. Data Handling in Industry 4.0: Interoperability Based on Distributed Ledger
Technology. Sensors 2020, 20, 3046. [CrossRef]

28. Sajjad, A.; Ahmad, W.; Hussain, S.; Mehmood, R.M. Development of Innovative Operational Flexibility Measurement Model for
Smart Systems in Industry 4.0 Paradigm. IEEE Access 2021, 10, 6760–6774. [CrossRef]

https://www.statista.com/outlook/io/manufacturing/saudi-arabia
http://doi.org/10.1016/j.cie.2020.106868
http://doi.org/10.1108/TQM-07-2020-0157
http://doi.org/10.3390/su13094672
http://doi.org/10.1108/JMTM-02-2018-0057
http://doi.org/10.1002/bse.2910
http://doi.org/10.1016/j.ijpe.2019.01.004
http://doi.org/10.3390/su12010217
http://doi.org/10.1016/j.compind.2020.103372
http://doi.org/10.1080/00207543.2019.1641642
http://doi.org/10.1016/j.promfg.2017.11.004
http://doi.org/10.1109/TII.2018.2843169
http://doi.org/10.1109/TEM.2021.3069127
http://doi.org/10.1007/978-3-319-33609-1_2
http://doi.org/10.1109/FSKD.2015.7382284
http://doi.org/10.17323/2500-2597.2017.4.6.8
http://doi.org/10.1108/EJIM-02-2018-0030
http://doi.org/10.3390/pr6120264
http://doi.org/10.1016/j.psep.2018.04.020
http://doi.org/10.1016/j.jclepro.2020.120112
http://doi.org/10.1016/j.procir.2021.01.077
http://doi.org/10.1080/21681015.2021.1950227
http://doi.org/10.1016/j.cie.2021.107746
http://doi.org/10.3390/fi11020036
http://doi.org/10.3390/machines7020021
http://doi.org/10.3390/jsan7020023
http://doi.org/10.3390/s20113046
http://doi.org/10.1109/ACCESS.2021.3139544


Processes 2022, 10, 2150 14 of 15

29. Karadayi-Usta, S. An Interpretive Structural Analysis for Industry 4.0 Adoption Challenges. IEEE Trans. Eng. Manag. 2020, 67,
973–978. [CrossRef]

30. Naz, F.; Agrawal, R.; Kumar, A.; Gunasekaran, A.; Majumdar, A.; Luthra, S. Reviewing the applications of artificial intelligence
in sustainable supply chains: Exploring research propositions for future directions. Bus. Strategy Environ. 2022, 31, 2400–2423.
[CrossRef]

31. Agrawal, R.; Majumdar, A.; Majumdar, K.; Raut, R.D.; Narkhede, B.E. Attaining sustainable development goals (SDGs) through
supply chain practices and business strategies: A systematic review with bibliometric and network analyses. Bus. Strategy
Environ. 2022, 1–19. [CrossRef]

32. Mukhopadhyay, S.C.; Suryadevara, N.K. Internet of Things: Challenges and Opportunities. Internet Things 2014, 1–17. [CrossRef]
33. Ozkan-Ozen, Y.D.; Kazancoglu, Y.; Kumar Mangla, S. Synchronized Barriers for Circular Supply Chains In Industry 3.5/Industry

4.0 Transition For Sustainable Resource Management. Resour. Conserv. Recycl. 2020, 161, 104986. [CrossRef]
34. Alladi, T.; Chamola, V.; Parizi, R.M.; Choo, K.-K.R. Blockchain Applications for Industry 4.0 and Industrial IoT: A Review. IEEE

Access 2019, 7, 176935–176951. [CrossRef]
35. Kumar, S.; Suhaib, M.; Asjad, M. Analyzing the barriers to industry 4.0 through best-worst method. Int. J. Perform. Eng. 2020, 16,

27–36. [CrossRef]
36. Wankhede, V.A.; Vinodh, S. Analysis of Industry 4.0 challenges using best worst method: A case study. Comput. Ind. Eng. 2021,

159, 10748. [CrossRef]
37. Kumar, A. Methods and Materials for Smart Manufacturing: Additive Manufacturing, Internet of Things, Flexible Sensors and

Soft Robotics. Manuf. Lett. 2018, 15, 122–125. [CrossRef]
38. Peralta, M.E.; Soltero, V.M. Analysis of fractal manufacturing systems framework towards industry 4.0. J. Manuf. Syst. 2020, 57,

46–60. [CrossRef]
39. Lee, J.; Bagheri, B.; Kao, H.-A. A Cyber-Physical Systems architecture for Industry 4.0-based manufacturing systems. Manuf. Lett.

2015, 3, 18–23. [CrossRef]
40. Sommer, L. Industrial revolution-industry 4.0: Are German manufacturing SMEs the first victims of this revolution? J. Ind. Eng.

Manag. 2015, 8, 1512–1532. [CrossRef]
41. Machado, C.G.; Winroth, M.; Carlsson, D.; Almström, P.; Centerholt, V.; Hallin, M. Industry 4.0 readiness in manufacturing

companies: Challenges and enablers towards increased digitalization. Procedia CIRP 2019, 81, 1113–1118. [CrossRef]
42. Saniuk, S.; Caganova, D.; Saniuk, A. Knowledge and Skills of Industrial Employees and Managerial Staff for the Industry 4.0

Implementation. Mob. Networks Appl. 2021, 1–11. [CrossRef]
43. Wankhede, V.A.; Vinodh, S. Analysis of barriers of cyber-physical system adoption in small and medium enterprises using

interpretive ranking process. Int. J. Qual. Reliab. Manag. 2021. [CrossRef]
44. Raj, A.; Dwivedi, G.; Sharma, A.; Lopes de Sousa Jabbour, A.B.; Rajak, S. Barriers to the adoption of industry 4.0 technologies in

the manufacturing sector: An inter-country comparative perspective. Int. J. Prod. Econ. 2020, 224, 107546. [CrossRef]
45. Kumar, P.; Bhamu, J.; Sangwan, K.S. Analysis of Barriers to Industry 4.0 adoption in Manufacturing Organizations: An ISM

Approach. Procedia CIRP 2021, 98, 85–90. [CrossRef]
46. Luthra, S.; Mangla, S.K. Evaluating challenges to Industry 4.0 initiatives for supply chain sustainability in emerging economies.

Process Saf. Environ. Prot. 2018, 117, 168–179. [CrossRef]
47. Hofmann, E.; Rüsch, M. Industry 4.0 and the current status as well as future prospects on logistics. Comput. Ind. 2017, 89, 23–34.

[CrossRef]
48. Jepsen, S.C.; Mørk, T.I.; Hviid, J.; Worm, T. A Pilot Study of Industry 4.0 Asset Interoperability Challenges in an Industry 4.0

Laboratory. In Proceedings of the 2020 IEEE International Conference on Industrial Engineering and Engineering Management
(IEEM), Singapore, 14–17 December 2020; pp. 571–575. [CrossRef]

49. Santos, M.Y.; e Sá, J.O.; Costa, C.; Galvão, J.; Andrade, C.; Martinho, B.; Lima, F.V.; Costa, E. A Big Data Analytics Architecture
for Industry 4.0. In World Conference on Information Systems and Technologies; Springer: Cham, Switzerland, 2017; pp. 175–184.
[CrossRef]

50. Kumar, A.; Agrawal, R.; Wankhede, V.A.; Sharma, M.; Mulat-weldemeskel, E. A framework for assessing social acceptability
of industry 4.0 technologies for the development of digital manufacturing. Technol. Forecast. Soc. Chang. 2022, 174, 121217.
[CrossRef]

51. Marques, M.; Agostinho, C.; Zacharewicz, G.; Jardim-Gonçalves, R. Decentralized decision support for intelligent manufacturing
in Industry 4.0. J. Ambient Intell. Smart Environ. 2017, 9, 299–313. [CrossRef]

52. Abdul-Hamid, A.Q.; Ali, M.H.; Tseng, M.L.; Lan, S.; Kumar, M. Impeding challenges on industry 4.0 in circular economy: Palm
oil industry in Malaysia. Comput. Oper. Res. 2020, 123, 105052. [CrossRef]

53. Watson, R.H. Interpretive structural modeling—A useful tool for technology assessment? Technol. Forecast. Soc. Chang. 1978, 11,
165–185. [CrossRef]

54. Song, L.; Li, Q.; List, G.F.; Deng, Y.; Lu, P. Using an AHP-ISM based method to study the vulnerability factors of urban rail transit
system. Sustainability 2017, 9, 1065. [CrossRef]

55. Gholami, H.; Bachok, M.F.; Saman, M.Z.M.; Streimikiene, D.; Sharif, S.; Zakuan, N. An ISM approach for the barrier analysis in
implementing green campus operations: Towards higher education sustainability. Sustainability 2020, 12, 363. [CrossRef]

http://doi.org/10.1109/TEM.2018.2890443
http://doi.org/10.1002/bse.3034
http://doi.org/10.1002/bse.3057
http://doi.org/10.1007/978-3-319-04223-7_1
http://doi.org/10.1016/j.resconrec.2020.104986
http://doi.org/10.1109/ACCESS.2019.2956748
http://doi.org/10.23940/ijpe.20.01.p4.2736
http://doi.org/10.1016/j.cie.2021.107487
http://doi.org/10.1016/j.mfglet.2017.12.014
http://doi.org/10.1016/j.jmsy.2020.08.004
http://doi.org/10.1016/j.mfglet.2014.12.001
http://doi.org/10.3926/jiem.1470
http://doi.org/10.1016/j.procir.2019.03.262
http://doi.org/10.1007/s11036-021-01788-4
http://doi.org/10.1108/IJQRM-06-2021-0174
http://doi.org/10.1016/j.ijpe.2019.107546
http://doi.org/10.1016/j.procir.2021.01.010
http://doi.org/10.1016/j.psep.2018.04.018
http://doi.org/10.1016/j.compind.2017.04.002
http://doi.org/10.1109/IEEM45057.2020.9309952
http://doi.org/10.1007/978-3-319-56538-5_19
http://doi.org/10.1016/j.techfore.2021.121217
http://doi.org/10.3233/AIS-170436
http://doi.org/10.1016/j.cor.2020.105052
http://doi.org/10.1016/0040-1625(78)90028-8
http://doi.org/10.3390/su9061065
http://doi.org/10.3390/su12010363


Processes 2022, 10, 2150 15 of 15

56. Agrawal, R.; Wankhede, V.A.; Nair, R.S. Analysis of Drivers of Digital Learning in COVID-19 and Post-COVID-19 Scenario Using
an ISM Approach. J. Inst. Eng. India Ser. B 2021, 102, 1143–1155. [CrossRef]

57. Kamble, S.S.; Gunasekaran, A.; Sharma, R. Analysis of the driving and dependence power of barriers to adopt industry 4.0 in
Indian manufacturing industry. Comput. Ind. 2018, 101, 107–119. [CrossRef]

http://doi.org/10.1007/s40031-020-00528-8
http://doi.org/10.1016/j.compind.2018.06.004

	Introduction 
	Literature Review on I4.0 Adoption Challenges 
	Research Gaps 

	Materials and Methods 
	Case Study 
	Building the SSIM 
	Initial Reachability Matrix 
	Final Reachability Matrix 
	Level Partitions 


	Results 
	Establishment of ISM Model 
	MICMAC Analysis 

	Discussions 
	Conclusions 
	References

