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Abstract: This paper introduces an enhancement of the protection and operation of the Future
Renewable Electric Energy Delivery and Management (FREEDM) system. It uses the solid-state
transformers to connect the residential A.C. and D.C. microgrids to the distribution system and
fault isolation devices for faulty line isolation. In this paper, a current differential protection scheme
has been proposed to detect faults in the FREEDM-based microgrid network. This method is
based on the current measurement at the two-line terminals using phasor measurement units to
ensure data synchronization and minimize the measuring error. Also, a communication scheme
that is based on the Internet of things technology and Wi-Fi is constructed for data monitoring and
interlinking between the relays, transducers, and the fault isolation devices in the two-terminals
lines. A hypothetical FREEDM system has been used for the verification and testing of the proposed
method. Different fault types at different locations and fault resistances have been applied to prove
the effectiveness of the proposed protection method in detecting the fault condition. The performance
of the proposed method is investigated using the security, dependability, and accuracy indices. A
prototype of the FREEDM system is designed, implemented, and tested using the Proteus software
simulator and in the laboratory. The results prove the efficiency of the proposed protection method
in detecting and isolating the fault conditions in a fast, reliable, and accurate manner. Moreover, the
protection scheme achieved high accuracy for all faults, equal to 98.825%.

Keywords: differential protection scheme; microgrid; fault detection; FREEDM system

1. Introduction

The electrical energy system is generally complex; it consists of generation, trans-
mission, distribution, and load demands. Integrated small renewable energy sources
with the electrical energy system are expected to significantly affect the distribution sys-
tem management, protection, and operation [1]. Renewable energy resources are con-
tributed to the electrical grids to satisfy the continuously increasing energy demand. Dif-
ferent renewable energy resources such as solar, wind, biomass, geothermal, and tidal are
available nowadays [2,3].

Recently, distributed renewable energy (DRE) sources are increasing rapidly at the
distribution grid with small penetration [4]. So, the DRE sources are considered economical
energy sources because the transmission cost is reduced [5,6]. Moreover, the reliability of
the electric power system will be increased by installing multi-DRE sources to feed the load
demands [7]. The distribution system needs optimal operation of multi-DRE sources to
satisfy the minimum energy and emission costs [8]. Moreover, the electrical faults can cause

Energies 2022, 15, 5754. https://doi.org/10.3390/en15155754 https://www.mdpi.com/journal/energies

https://doi.org/10.3390/en15155754
https://doi.org/10.3390/en15155754
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/energies
https://www.mdpi.com
https://orcid.org/0000-0001-9223-694X
https://doi.org/10.3390/en15155754
https://www.mdpi.com/journal/energies
https://www.mdpi.com/article/10.3390/en15155754?type=check_update&version=2


Energies 2022, 15, 5754 2 of 24

severe damage to various electrical power components [9]. Many methods were used to op-
erate the power system securely during faults at the distribution networks [10]. Connecting
the DRE sources to the radial distribution networks changes the power flow direction from
uni-directional to bi-directional. The bi-directional flow of power has seriously impacted
the efficiency of voltage regulation, operation, and protection systems [11,12]. Moreover,
changing the levels of short circuits will lead to the loss of protective relays coordination
causing maloperation for the protection system [13,14].

The DRE systems can be integrated with the conventional distribution systems in
a microgrid (M.G.) or installed as an independent energy source [15–17]. The M.G. is a
reliable and effective technique for increasing the reliability of the DER resources. However,
the design and plan of the M.G.s are complicated due to the significant number of conditions
that are required to improve the performance and cost. Each M.G. consists of several DRE
sources that are connected to loads through single or three-phase feeders (lines/cables).
They have several advantages, such as increasing system reliability, reducing energy costs,
improving the voltage profile, and improving the distribution system efficiency. However,
high DRE penetrations in the M.G.s negatively affect the operation, design, and protection
of the distribution networks [16–19].

Several recent M.G.s protection methods have been presented to solve the abovemen-
tioned problems [20–33]. M.G. The protection scheme that was based on the dynamic
security model included real-time protection, online calculation, and offline analyses [20].
The directional over current relay was used to protect the feeders. However, it required a
long time to detect the fault [21]. Instead of the phase current, the negative and positive
sequence currents were used to design the protection scheme [22,23]. But the coordination
of the relays was complex due to the multiple settings. The magnitude of the transient
voltage signal was utilized to locate the faults in the single-phase M.G.s [24]. A digital
protection-based wavelet transform was applied to enhance the protection of M.G.s from
different transient disturbances [25]. However, selecting the essential functions of the
wavelet is complex. To avoid selecting the essential functions of the wavelet, the general-
ized S-transform [26] and the Hilbert–Huang transform [27,28] were applied to protect the
M.G.s. The three-phase voltages’ amplitude and total harmonic distortion were used to
design classifiers, including Naiva Bayes and Decision Tree, to protect only the islanded
M.G.s [29,30]. A hybrid decision tree and the wavelet transform method were presented to
detect the faults and classify them [31]. An intelligent differential relay-based data mining
was applied to protect the M.G.s [32]. It used many feature components such as differential
reactive power change and the rate-of-change of frequency. However, this method required
a high sampling rate. The differential protection scheme and the feature cosine were used
to protect the M.G.s [33].

Several adaptive protection schemes were proposed to protect the M.G.s [34–44].
An adaptive overcurrent protection scheme that was based on the setting group and
programmable logic methods for an M.G. that was connected to the synchronous generators
was proposed in [34]. The Internet of things (IoT)-based protection scheme was presented
for protecting the multi-terminal high voltage direct current (MT-HVDC) [35]. There
were two protection schemes that were presented: primary di/dt overcurrent protection
and backup dv/dt under-voltage/overcurrent for the AC side. In Ref. [36], the feeders’
currents were continuously monitored then the protection center collected the data by
communication links to protect them. The settings of the overcurrent relays were adaptively
changed to obtain the optimum protection of the M.G.s [37]. However, this protection
scheme is complicated due to the many uncertainty factors that are associated with the
M.G.s. The fuzzy logic system-based M.G. protection was proposed in [38].

The method considered different types of uncertainty factors. Moreover, the phase an-
gle between the current and voltage was used to detect the direction of the faults. An adap-
tive protection-based wavelet transform protects the M.G.s for various fault types [39,40].
These protection schemes required synchronization signals with a high sampling frequency.
A differential protection method was presented in [41] to detect faults in the off-grid M.G.s
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only. This method was based on the current frequency components difference. Moreover,
the convolution neural network and Gorilla Troops optimization algorithm was used as an
adaptive protection relay for fault detection, identification, and localization [42]. Although
this method has high accuracy and reliability, it requires a large amount of fault informa-
tion to train the neural network. In [43], an intelligent distance protection scheme that
is based on IEC 61850 communication channel is presented for the D.C. zonal shipboard
M.G. However, an adaptive pilot distance protection scheme-based Fourier transform and
communication channel was represented for ship M.G. in [44].

The Future Renewable Electric Energy Delivery and Management (FREEDM) system
is an M.G. that depends mainly on the evolution of information technology, internet
applications in power systems, power electronics, and communication systems [45,46]. The
DRE sources can be solar panels, wind turbines, fuel cells, hydro turbines, biomass, or
geothermal energy. Distributed energy storage (DES) devices such as batteries are applied
to manage the available energy by an interface system. The FREEDM system integrates the
DRE sources with DES devices to ensure dynamic system stability [47]. The integration
between the DRE sources and the DES devices produced a stable and flexible system, either
on-grid or off-grid. Also, in this system, the consumers can contribute to managing and
regulating their energy requirements. They can reschedule the electrical loads using the
central controller [46,48]. Moreover, integrating the DRE sources that are linked with the
power electronic devices needs fault ride through to ensure that the electrical network is
not affected by faults [49].

Several researchers have applied the differential protection method for the M.G.
and FREEDM system. Authors in [50] introduced a differential protection method that
was based on S transform for extracting the energy of the signal of current that was
measured at the two Line’s terminals versus the time to detect the fault and identify
the faulty phases. In [51], the fault data self-synchronization method is proposed for
the current differential protection method using the current amplitude ratio on the two
protected feeder terminals to reduce the time synchronization error and enhance the
current differential performance. Authors in [52] demonstrated an adaptive differential
protection method with directional protection based on incremental transient energy
and the rate of change of current protection. In contrast, a current differential protection
method was presented based on two-terminal percentage current differential relays
and multiple time-delayed differential elements to ensure the coordination between
different protection zones and sensitivity against the high fault resistance [53]. The fault
classification process was enhanced with the current differential, its derivative, and
the K-nearest neighbor method in the low voltage D.C (LVDC) network [54]. In [55],
the fault data self-synchronization method was improved using the current slope’s
polarity and the current zero-crossing time, indicating the starting delay difference at
the two-terminal lines in the current differential protection. Besides, the fault detection
process was enhanced by estimating the line resistance by local measurements at the
bus terminals. The estimated resistance sign at the two-terminal lines indicated the
fault condition [56]. The support vector machine method was applied for detecting
the faults in an LVDC network [57]. Also, the fault detection and localization were
determined using the fuzzy logic and the voltage transients-based differential protection
scheme [58]. In [59], a differential protection scheme was investigated using the dynamic
state estimation for radial M.G.s. In [60], the authors introduced a differential protection
method that was based on the rate of change of power at the two- terminals lines in-ring
M.G. for the fault condition identification. According to the literature review [50–60],
the use of phasor measurement units (PMUs), applying the fault isolating devices (FIDs)
and the use of an appropriate communication channel between the relay and the two
FIDs in the two terminals of the protected line has not been considered.

This paper proposes a novel differential protection scheme for the FREEDM-based
M.G. system. This method enhances the current measurement at the two-terminals
of lines using the PMUs. The PMUs provide accurate current monitoring at the line
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terminals to achieve data synchronization and minimize the error in the measured
current values. Also, the FIDs are applied at the two-terminals of the lines with the
ability to isolate the faulty line in the system. FIDs are solid-state breakers with the
advantages of fast switching and are more accurate than the other mechanical breakers.
A solid-state transformer (SST) is implemented for the three stages D.C./A.C., D.C./D.C.,
and A.C./D.C. converters with communication capability. The IoT is applied for data
monitoring/processing and provides an appropriate communication channel between
the relay, transducers, and the FIDs based on the Wi-Fi channel. The proposed protection
method is implemented and tested using a hypothetical FREEM-based M.G. system
in MATLAB/Simulink. Different fault conditions have been tested, i.e., three-phase
fault, single phase to ground fault, phase to phase fault, and double phase to ground
fault. Also, the performance of the proposed method is investigated based on security,
dependability, and accuracy indices. A prototype is designed and implemented using
the Proteus software simulator and the laboratory.

The main contributions of this article could be listed as follow;

1. Proposing a novel differential protection method for the FREEDM-based M.G. network.
2. Using the FIDs in the two-terminals for the faulty line’s fast and accurate fault

isolation process.
3. Applying the IoT technology for the interlinking between the relay, transducers, and

the FIDs in the two terminals of the protected line based on the Wi-Fi channel.
4. Investigating the effectiveness of the proposed protection scheme using four fault

conditions with different locations.
5. Performing a performance analysis for the proposed protection method using security,

dependability, and accuracy indices.
6. Constructing a prototype of the FREEDM system and applying the protection method

using the Proteus software simulator and in the laboratory.

The article organization is as; Section 2 illustrates the FREEDM system architecture,
Section 3 introduces the proposed current differential protection scheme, Section 4 repre-
sents the simulation results and discussion, and Section 5 demonstrates the implementation
of the prototype. Finally, the conclusion is presented in Section 6.

2. FREEDM System Architecture

FREEDM is a smart distribution grid that is integrated with highly DRE sources and
distributed energy systems with the existing distribution systems. It has many DREs types
and energy management solutions to minimize the losses and improve the flexibility of
operation. Furthermore, it is equipped with a plug-and-play technique to integrate and
control the different DRE resources in the distribution systems. FREEDM systems have
high reliability and power quality [43].

The conceptualized grid that is integrated with the future smart home or other types of
loads in distribution voltage level is illustrated in Figure 1. There are three main components
of the FREEDM system that are presented in Figure 2; the first component is the plug-and-
play interface, which includes D.C. and A.C. buses and a communication interface. The
second component is intelligent energy management (IEM) which connects and regulates
the low and medium voltage buses (D.C. and A.C.). It also manages the devices that are
connected to the low voltage D.C. and A.C. buses. Finally, the third component is the
distributed grid intelligence (DGI), an open standard operating system that is integrated
into the IEM device [44,45].
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2.1. Distributed Grid Intelligence

Microgrid (M.G.) distribution operation consists of energy, power electronics manage-
ment, and fault detection and recovery devices. Recently, supervisory control and data
acquisition (SCADA) systems have been applied to control and manage the resources of
energy systems. However, these centralized systems may not achieve full energy systems
reliability and ownership. The distributed system structure is presented to control and
manage the electric power resources within a smart microgrid. As such, control elements
are installed in the M.G.s, which are not presented in the conventional distribution systems.
This operating system is connected with the IEM devices and uses communication methods
to manage the system with other energy routers. The DGI is built to implement the dis-
tributed operation algorithms for power device control in the smart grid (SG) [43], such as
scheduling in real-time for the execution of distributed algorithms by using an integrated
scheduler, detecting/configuring the DGI processes automatically, managing/integrating
the devices with simulation programs, and capturing the SG state using a method that
compensates for latency.

2.2. Fault Isolation Device

The solid-state circuit breakers (SSCBs) provide more accurate and fast switching
operations than the mechanical circuit breakers to isolate the faults of the power systems.
These SSCBs potentially improve the reliability of the electric distribution systems by
reducing the power outage times and minimizing the possible damages to utilities or
loads. The major challenge of applying the SSCBs in electric distribution systems is the
large fault current interruption capability. For this reason, utilizing the SSCBs is desirable
in the distribution systems having inherent current limitations. As the SSCB no longer
needs extremely high interruption current capability, this type of SSCB called FID. The
fault currents of the FREEDM system are often limited due to the use of power electronic
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devices. The FREEDM medium voltage A.C. bus is powered by an SST substation from the
transmission grid [45,46].

2.3. Distributed Energy Resources and Storage Devices

The spread of renewable energy in the electricity sector has increased over the past few
years. It represents any system that allows the generation of clean energy from sustainable
sources which can constantly be replenished. The FREEDM system allows DRE sources
such as PV panels and wind turbines, and DES such as batteries to be plugged and played
through a protocol that achieves the system’s most economical and efficient results [61].

2.4. Solid-State Transformer

SST, alternately known as “smart transformer”, is a collection of high-powered semi-
conductors, high-frequency transformers control circuits, and communication capability.
SST is a power electronics technology that can influence the developments in SGs. The SST
can step-down or step-up A.C. voltages similar to a traditional transformer. Numerous SST
topologies can be classified according to the number of stages; single-stage, two-stage, and
three-stage [62,63]. Figure 3 illustrates the block diagram of the three-stage SST that can be
described as follows.
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2.4.1. A.C.–D.C. Stage

This stage is connected to a three-phase A.C. grid via R.L. filters. It can be considered
a rectifier if the power moves from the MV to LV side of the SST. However, in the case of
power flow reversal, this stage acts as an inverter.

2.4.2. D.C.–D.C. Isolation Stage

This stage includes three sections: D.C.–A.C. conversion stage, high-frequency trans-
former (HFT), and A.C.–D.C. conversion stage. The first stage is considered an inverter that
can produce a high frequency to the HFT. The second stage is the HFT which is applied as
electric isolation. It is the main reason for the size reduction compared to the conventional
transformer. Therefore, HFT must be optimally designed to enhance the performance of
the SST. The third stage is considered a rectifier that controls the HFT output current and
the D.C.-link voltage at the LV-side to the nominal value.

2.4.3. D.C.–A.C. Stage

This stage is applied for the SST-LV side to ensure an optimal and balanced capacitor
terminal voltage with a stable frequency, independently of the LV-side currents unbalance
and the level of load/generation.

3. Proposed Protection Scheme

This section illustrates the structure and design procedures of the differential protec-
tion for the FREEDM system.

3.1. Design of the Differential Protection Scheme

Each line in the M.G. is protected by measuring the currents and/or voltages at the
two ends of the line. The current measurement is conducted using PMUs where the
current at the two terminals of the protected lines is measured simultaneously. Hence, the
data synchronization is enhanced, and the measurement errors are decreased. Current
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entering and leaving the line should be equal in normal operating conditions. However,
this condition is not achieved during line faults. So, the current differential protection
is used to protect the lines. The one-line diagram of the current differential protection
scheme for line protection is illustrated in Figure 4. The two relays at the feeder ends are
connected through a communication link that is based on the IoT protocol for a differential
protection scheme.
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Figure 4. Current differential protection scheme for line protection.

This study proposes a complete protection scheme to protect the M.G. feeders for
the two modes of operation (isolated and grid-connected) from various fault types. The
bus voltages and fault currents are processed at the two feeder ends to detect the faults.
The designed protection scheme uses the root mean square value of the voltage (RMS)
and the positive sequence component of the fault current magnitude to detect the fault in
M.G. feeders. The RMS value of voltage is used to prevent maloperation of the relay due
to the transient overvoltage during the operating and fault conditions. Furthermore, the
differential positive sequence currents are used to detect the faults.

In percentage differential relays, the most common maloperation can occur due to the
saturation and mismatch of the current transformer (CT). This maloperation current is a
function of the restraint current. A dual slop percentage differential relay characteristic
is used to overcome this problem, as shown in Figure 5. The operating current, Iop, and
restraint current, Ires, can be expressed by [64];

Iop = |I1 − I2| (1)

Ires = 0.5[|I1|+ |I2|] (2)

where I1 and I2 are the positive sequence current magnitude of feeder currents. According
to Figure 5, the characteristics of the percentage differential relay can be divided into three
intervals; interval_1 (0 ≤ Ires ≤ Ir1), interval_2 (Ir1 ≤ Ires ≤ Ir2), and interval_3
(Ir2 ≤ Ires). The principle of fault detection in each interval can be defined by:

Relay operate =


Iop ≥ Ip Interval_1
Iop ≥ K1(Ires − Ir1) + Ip Interval_2
Iop ≥ K2(Ires − Ir2) + K1(Ir2 − Ir1) + Ip Interval_3

(3)
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The proposed protection scheme procedures have been presented in Figure 6. Firstly,
the currents at the line terminals are measured using the PMUs. Then, the measured data
are processed to identify the fault condition using the differential protection principles. The
information and data are stored in the IoT platform using memory. The stored data are the
measured current at the line terminals, the relay decisions, the FIDs status, and the values
of the transducers. After that, if there is a fault condition, the relay sends a tripping signal to
the FIDs in the terminals of the faulty line to isolate it. The communication channel between
the relays, transducers, and the FIDs are implemented using Wi-Fi and data distribution
service (DDS) messaging protocol. The proposed protection method is illustrated using the
flowchart in Figure 6.
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3.2. Implementation of the Communication Channel-Based IoT Technology

The IoT is applied to the protection method that is based on the Wi-Fi communication
channel. It is applied for monitoring and data processing of the measured currents at the
two terminals of the protected line. The Wi-Fi communication method has advantages of
more flexibility, more extended range than Bluetooth and ZigBee, low power communi-
cation channel, and being closer to the network. It is applied to coordinate the protective
devices: relays, transducers, and FIDs. As in the IEC61850 standard, the manufacturing
message specification (MMS) communication protocol is applied for the local area network
(LAN) and the DDS communication protocol is used in the wide-area network (WAN).
This paper applies the DDS protocol for data middleware sharing among the protection
system devices. It ensures real-time communication, reduces data access latency, increases
communication performance, and enhances the transferred data reliability, scalability and
dependability. This decentralized method can interlink and share the data and information
between the relays, transducers, and FIDs in the protection scheme. The fault detection
and system protection have been provided using Ethernet with the IEC 61850 standard or
IEEE 802.11ah WLAN. The programming interface is Net, Java, C, and C++ for achieving
the flexibility to integrate with different applications. The proposed IoT architecture is
represented in Figure 7.

Energies 2022, 15, x FOR PEER REVIEW 9 of 24 
 

 

3.2. Implementation of the Communication Channel-Based IoT Technology 
The IoT is applied to the protection method that is based on the Wi-Fi communication 

channel. It is applied for monitoring and data processing of the measured currents at the 
two terminals of the protected line. The Wi-Fi communication method has advantages of 
more flexibility, more extended range than Bluetooth and ZigBee, low power 
communication channel, and being closer to the network. It is applied to coordinate the 
protective devices: relays, transducers, and FIDs. As in the IEC61850 standard, the 
manufacturing message specification (MMS) communication protocol is applied for the 
local area network (LAN) and the DDS communication protocol is used in the wide-area 
network (WAN). This paper applies the DDS protocol for data middleware sharing 
among the protection system devices. It ensures real-time communication, reduces data 
access latency, increases communication performance, and enhances the transferred data 
reliability, scalability and dependability. This decentralized method can interlink and 
share the data and information between the relays, transducers, and FIDs in the protection 
scheme. The fault detection and system protection have been provided using Ethernet 
with the IEC 61850 standard or IEEE 802.11ah WLAN. The programming interface is Net, 
Java, C, and C++ for achieving the flexibility to integrate with different applications. The 
proposed IoT architecture is represented in Figure 7. 

  
Figure 7. Schematic diagram of the proposed communication platform. Figure 7. Schematic diagram of the proposed communication platform.



Energies 2022, 15, 5754 10 of 24

In this article, sampling frequency of the model is 100 kHz hence the sampling time is
10 µs. Also, the switching frequency of the FIDs is 10 kHz hence the switching time is 100 µs.
The frequency rate of the Wi-Fi communication channel is 900 MHz. The communication
channel and the DDS protocol enhance the monitoring of the FIDs status, the current
magnitudes at the two line ends using the transducers and the relay at each protected line.

4. Simulation Results and Discussion

The proposed protection method is verified and tested by applying it to a hypothetical
FREEDM system. Figure 8 illustrates the system architecture of the proposed FREEDM
system. It consists of four buses and four lines. There are three microgrids sources that
are connected to busses; BB1, BB2 and BB4. Two electric loads are connected to buses; BB2
and BB3. The sources in the microgrids are based on the RESs such as wind energy (WE)
and photovoltaic (PV). These sources are connected to three stages SST with two D.C. links
called LVDC and MVDC. Each transmission line has two FIDs and SSCBs at its ends. The
applied communication platform is based on the IoT. The IoT platform includes two layers;
the physical layer represents the FREEDM system and the cyber layer for data analysis,
processing, and storage. The communication between the cyber and physical layers is
based on Wi-Fi. The FREEDM system parameters are represented in Table 1.
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Table 1. Parameters of the FREEDM network.

Item Value

Line length 1000 m
Line inductance 1.8674 mH
Line resistance 0.0254 Ω

Rated voltage of system 380 V
Frequency of microgrids 50 Hz

Rated voltage of microgrids 6.6 kV (L-L)
Active load 100 kW

Reactive load 10 kVAr
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Three cases are applied to the FREEDM system as follows:

1. Normal operation
2. Fault condition
3. Applying the proposed protection scheme

4.1. Normal Operation

In this case, the FREEDM system is tested during the normal operating conditions.
Figure 9 shows the voltages at the four buses of the FREEDM system. Also, Figure 10
illustrates the current at each bus in the FREEDM system.
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4.2. Fault Condition

During the faults, the system current and voltage at each bus are deviated from their
rated values. Figures 11 and 12 show the currents and voltages at the FREEDM system
buses in the presence of the system fault. The applied fault is the single line to ground
fault (SLG) at 0.6 s in the line between bus 2 and bus 4, L2–4. From these figures, it can
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be concluded that the current and voltage at each bus are affected by the fault’s presence.
Hence, the protection scheme is essential for this condition to clear the system fault and
isolate the faulty element.
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4.3. Applying the Proposed Protection Scheme

Different fault cases have been applied to test and evaluate the proposed protection
method. A total of four different fault types are SLG, Line–Line (LL), Line–line to ground
(LLG), and three-lines to ground (3LG) faults. These faults are applied to different locations
of the lines in the FREEDM system at different fault resistance.

There were two fault cases that were selected to be illustrated in detail as an example
for testing and verifying the proposed protection scheme. These cases are the SLG fault
and LL faults at the line between bus 2 and bus 4, L2–4. After the fault occurred, the system
currents and voltages are violated from their rated values. The protection method can
detect the faulty line and the fault type by monitoring all the system voltage and currents.
Hence, the differential protection method sends a trip signal to open the FIDs which are
installed at the two ends of the faulty line to disconnect them from the FREEDM system
and restore the normal operation of the system. The DGI sends the tripping signal to the
FIDs using Wi-Fi communication and then the information and data are saved in the cyber
layer of the IoT platform.
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Figures 13 and 14 demonstrate the RMS values of the current and voltage at all the
buses of the FREEDM system in case of SLG fault. As observed from these figures, the
currents and voltages at all the buses are violated and affected by the fault. After clearing
the fault by disconnecting the faulty line using the FIDs, the system is restored to its normal
operation. The RMS values of the currents in all the system lines are illustrated in Figure 15.
This current in line L2-4 becomes zero after the line is disconnected using the FIDs at the two
terminals and all other lines in the system are in service. For the LL fault applied to the line
L2–4, the current and voltage at all buses of the system are represented in Figures 16 and 17.
The currents in the system lines are illustrated in Figure 18. Figure 19 demonstrates the
tripping signal that sends to the FIDs.
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Generally, the proposed differential protection method can be applied to detect the
faults in the system and restore the normal operation after the fault occurrence. It is based
on the differential protection that uses the FIDs in the two ends to disconnect the faulty
line. The system measurement data are monitored and processed using the DGI and hence
identify the faulty line and clear it. The proposed method depends on the IoT platform
with a Wi-Fi protocol for the interlinking between the DGI and all the FIDs in the system.
The proposed method achieves an average fault clearing time of 0.001 s.

4.4. Performance Evaluation of the Proposed Differential Protection Scheme

The proposed protection scheme’s performance has been evaluated using three indices
of security, dependability, and accuracy as illustrated in Table 2. The dependability index
can be expressed as the ratio between the number of detected, corrected faults and the
total number of corrected faults, so it calculates the mis-detected faults. It can be improved
by increasing the level of relay sensitivity. The security index can be expressed as the
ratio between the number of incorrectly detected faults and the total number of faults
(correct and incorrect), so it calculates the falsely detected faults. Finally, the accuracy index
represents the accuracy of the proposed differential protection scheme to detect the faults
and no faults cases. As illustrated in Table 2, the performance of the proposed differential
protection scheme is calculated for various fault types (SLG, LL, LLG, and 3LG faults).
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These fault cases are applied at different line locations and fault resistances. Moreover,
these cases are repeated for the four lines; L1–2, L2–3, L3–4, and L1–3. The total number of
simulated fault cases is 1943 cases. Based on these fault cases, the overall performance of the
proposed protection scheme is efficient and effective. In contrast, the average dependability
and security of the protection scheme are 99.25% and 99.401%. Moreover, the protection
scheme achieved high accuracy for all the faults, equal to 98.825%.

Table 2. Dependability, security, and accuracy of the proposed protection scheme based the
FEEDM system.

Fault Types Number of Cases Dependability Security Accuracy

SLG 621 99.103 98.821 97.371
LL 621 100 99.643 99.126

LLG 621 98.17 99.14 97.882
3L 80 100 100 100

Overall 1943 99.25 99.401 98.825

5. Prototype Design and Implementation

In this section, a prototype of the FREEDM system is designed. Moreover, the opera-
tion and the proposed protection scheme have been tested using the FREEDM prototype.
The FREEDM prototype is designed as a D.C. grid as shown in Figure 20. It consists of SST
as a D.C. source and a P.V. unit as a current source.
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Figure 20. Schematic diagram of the FREEDM prototype.

This circuit has been implemented using Proteus software. The A.C. current is con-
verted into D.C. using SST that I implemented in the Proteus simulator as a D.C. generator
with 220 V, as shown in Figure 21a. The P.V. unit is implemented as shown in Figure 21b.
The battery unit is designed as four 110 V batteries that are connected in series with a
potentiometer to simulate its power fluctuations (Figure 21c). The system load power
supply is done according to a priority P.V. unit, battery system, and grid. This criterion of
using the battery storage with the P.V. system is described in Figure 22.
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The proposed protection method is implemented using current sensors, FIDs, and
differential protection through the Proteus simulator. The current sensor ACS712 is used
to measure the current in the FREEDM system as shown in Figure 23a. The output of the
current sensors is sent to the FID. The FID is implemented in the program with the Arduino
Mega 2560 that is applied to take the signal of the current sensor and then tripping the
system or not according to the system’s current measurement as shown in Figure 23b. It is
connected to the main DGI in the system that is implemented by a Raspberry PI 3 Model
B+ for direct control commands such as enabling and disabling the protection modes.
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The schematic diagram of applying the differential protection in the transmission line
of the FREEDM system is shown in Figure 24. It can be noticed that the current is measured
using the two current sensors at the two terminals of the line. Then, the difference between
the two measured currents is compared with a pickup value to indicate the fault condition.
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The implementation of the prototype in the laboratory is shown in Figure 25. The
system is constructed from the Arduino® Mega 2560, three microcontrollers, relays, and
current sensors to control and protect in FREEDM-based M.G. system.

Energies 2022, 15, x FOR PEER REVIEW 19 of 24 
 

 

 
Figure 24. Schematic diagram of the differential protection for FREEDM prototype. 

The implementation of the prototype in the laboratory is shown in Figure 25. The 
system is constructed from the Arduino® Mega 2560, three microcontrollers, relays, and 
current sensors to control and protect in FREEDM-based M.G. system.  

 
Figure 25. Prototype of the FREEDM protection in the laboratory. 

The system voltage and current results at normal operating conditions are shown in 
Figure 26. The voltage is 5 V and the current is 60 mA. At the fault condition (SLG fault), 
the voltage and current waveforms are shown in Figure 27. The voltage decreases to zero 
and the current increases to 0.7 A. However, after applying the proposed protection 
method, the faulty line is isolated, and the system is retained in a steady-state condition 
as shown in Figure 28. The results show the effectiveness of the proposed protection 
method in detecting and isolating the faulty line and retaining the steady-state operation 
in the system. 

Figure 25. Prototype of the FREEDM protection in the laboratory.

The system voltage and current results at normal operating conditions are shown
in Figure 26. The voltage is 5 V and the current is 60 mA. At the fault condition (SLG
fault), the voltage and current waveforms are shown in Figure 27. The voltage decreases to
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zero and the current increases to 0.7 A. However, after applying the proposed protection
method, the faulty line is isolated, and the system is retained in a steady-state condition
as shown in Figure 28. The results show the effectiveness of the proposed protection
method in detecting and isolating the faulty line and retaining the steady-state operation
in the system.
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6. Conclusions

This paper proposed a protective scheme that is based on differential protection
for the FREEDM system. The proposed method applies the IoT communication channel
for the interlinking between the two relays in the transmission lines. It has been
applied and tested using a hypothetical FREEDM system in MATLAB/Simulink. The
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results under different operating conditions are obtained: normal operation, fault
conditions, and the proposed protection scheme. The results show the proposed
protection scheme’s effectiveness and ability to detect and isolate the system fault.
Also, a prototype of the FREEDM system is designed and implemented using the
Proteus software simulator. The prototype is implemented in the laboratory to verify
the applicability of the proposed method. The proposed protection method has the
ability to clear the system fault within 0.001 s while achieving 98.825% accuracy for all
fault types and different fault resistances. Also, the average dependability and security
of the protection scheme are 99.25% and 99.401%, respectively.
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Nomenclature

DES Distributed energy storage
DGI Distributed grid intelligence
DRE Distributed renewable energy
CT Current transformer
FREEDM Future Renewable Electric Energy Delivery and Management
FID Fault isolation device
IEM Intelligent energy management
IoT Internet of things
LAN Local area network
LL Line to line
LLG Line to line to ground
3LG Three-lines to ground
LVDC Low voltage D.C
MVDC Medium voltage D.C
M.G. Microgrid
MT-HVDC Multi terminal high voltage direct current
PMU Phasor measurement unit
RMS Root mean square
SG Smart grid
SLG Single line to ground
SSCB Solid-state circuit breakers
SST Solid-state transformer
SCADA Supervisory control and data acquisition
WAN Wide-area network
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