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Abstract: Smart energy has evolved over the years to include multiple domains integrated across mul-
tiple technology themes, such as electricity, smart grid, and logistics, linked through communication
technology and processed in the cloud in a holistic way to deliver on global challenges. Advances in
sensing, communication, and computation technologies have been made that enable better smart sys-
tem implementations. In smart energy systems, sensing technologies have spanned multiple domains
with newer techniques that are more accurate, have greater dynamic ranges, and are more reliable.
Similarly, communication techniques have now evolved into very high-speed, flexible, and dynamic
systems. Computation techniques have seen a quantum leap with greater integration, powerful
computing engines, and versatile software stacks that are easily available and modifiable. Finally, the
system integration has also seen advances in the form of management, automation, and analytics
paradigms. Consequently, smart energy systems have witnessed a revolutionary transformation. The
complexity has correspondingly grown exponentially. With regard to smart meters, the measurement
component has to scale up to meet the demands of the evolved energy eco-system by relying on
the advancements offered. The internet of things (IoT) is a key technology enabler in this scenario,
and the smart meter is a key component. In recent years, metering technology has evolved in both
complexity and functionality. Therefore, it must use the advances offered by IoT to deliver a new role.
The internet of things (IoT) is a key technology enabler in this scenario and the smart meter a key
component. In recent years, metering technology has evolved in both complexity and functionality.
To deliver on its new role, it must use the advances offered by IoT. In this review, we analyze the smart
meter as a combination of sensing, computing, and communication nodes for flexible and complex
design paradigms. The components are, in turn, reviewed vis-à-vis the advances offered by IoT. The
resultant gaps are reported for future design challenges in the conclusion. The identified gaps are the
lack of usage of the full spectrum of the available technology and the lack of an inter-disciplinary
approach to smart meter design.
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1. Introduction

Energy is the core component of the modern world. To increase the efficiency and
functionality of the energy, information, and communication technologies (ICT), integration
has been key driver. Energy is a complex, multi-layered, and multi-dimensional field and
so is the integration of ICT, which has led to the field of smart energy. The smart energy
paradigm has evolved over the years to include many technologies, such as the smart
grid, automated metering infrastructure, asset management, energy mix, renewable energy,
cross-sectoral control, and integration, as in fuel logistics scheduling, etc. The term “smart
energy” has been used with a variety of meanings, but it conveys the paradigm shift from
a single-sector approach [1]. The review in [1] has pointed out several uses of the term
smart energy and grouped them into two classes, in which the first group is primarily
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focused on smart grids and then on their extensions, such as cross-sector control and
simulation [2] and heating systems efficiency [3], whereas the papers in the second group
focus on cross-sectoral integration, as in [4], a component of a more complex interactive
system of systems [5], or a component in renewable energy integration [6]. These scenarios
represent a paradigm shift in systems thinking regarding energy.

Smart energy now represents cross-sectoral integration, control, and optimization [7],
which ultimately increase efficiency and enable hitherto unprecedented functionality, such
as enabling smarter living [8], human centered development [9], etc. In such an evolved
and diverse system of systems, the components that enable the functionality also evolve
and need more functionality, are more integrated in the sense of connectivity, and are
more intelligent [10]. The characteristics stem from the fact that the integrated whole is
greater than the sum of the parts. More functionality is required as each node or component
now must gather more information; greater integration is required because of the greater
demand on the information flow, both in terms of content and destinations; and finally,
intelligence is required to manage the complexity and to enable novel functionality. Thus,
each component of the complex system, such as smart energy, must evolve as well. Smart
energy components include generation, distribution, metering, computing, communication,
etc. The scenario is presented in Figure 1, which represents smart energy and its semantics
at the center, connecting to different domains and functions in the energy paradigm.
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Metering is an important functionality of smart energy systems and enables an ac-
curate state estimation [11] of the system. The smart meter is one of a core component in
modern energy systems and enables the metering functionality. Typically, a smart meter
consists of sensing, computation, and communication subsystems. Each of the components
is usually defined for the energy sector in which the meter is to be operated. For the sce-
nario of smart energy, however, an increasing level of integration is required. Computation
and communication technologies have evolved at lightning pace over the years, driven
by Moore’s law and the insatiable drive for software and communication technologies to
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be ahead of the transistor count, no what matter the numbers [12]. This has led to the
miniaturization of the computational footprint, enhanced functionality, and the increased
speed of the communication, leading to complex designs and a multiplicity of tasks for
computational platforms, which have evolved, in modern times, from simple microcon-
trollers to sophisticated single-board computers for the embedded realm in which the smart
meter’s design happens. Consequently, the possibilities of the operational framework have
also been extended, and simple measurement and reporting have given way to advanced
AI-based designs for various advanced features, such as tampering detection, non-intrusive
load monitoring, peak shaving, grid estimation, etc. Thus, the architecture and design of
the smart meter have become varied because of the application needs that vary over the
functional domains. In a similar vein, the evolution of computational hardware brings
with it the flexibility and the resultant complexity in the configuration and software. To
review the computational infrastructure in the smart meter, it is again pertinent to compare
it with the evolution of computational devices, making it possible to point out the obvious
gaps and the missed opportunities. Communication systems have evolved to the point of a
paradigm shift. With the introduction of 5G, hitherto un-explored concepts have made their
way into cellular communications, opening new paradigms, especially in configurability
and programmability, which can be optimized on the fly according to the underlying
situation and application. Integrating such communication facilities into smart meters can
open new vistas in applications. Finally, the complexity of the underlying hardware has
led to the introduction of software stacks to simplify the development and operation of the
sensing node. These include operating systems, development environments, cross-chain
development setups, programming languages and runtimes, special purpose libraries,
and stacks for communication protocols, which make the increasingly complex tasks of
developing an IoT-based node simpler. A review of such tools in the field of smart meters is
warranted owing to the increasing complexity and broad application spectrum. The nature
of the smart meter and its functionality in smart energy are presented in Figure 2.
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While the smart meter has to evolve from a simple reading and reporting design and
there are numerous application scenarios which rely on the integration of the sensing of
different energy variables, computation, and communication technologies at the smart
metering level, there is a lack of a review that presents an integrated and holistic state of



Energies 2023, 16, 1974 4 of 35

the art in the smart metering paradigm. Table 1 lists the different reviews on smart meters
and the applications. Though the list is not exhaustive, it is indeed a representative one,
and in general, the reviews report either a single technology or an application.

Table 1. Overview of different reviews and applications of smart meter.

Reference Comments

[13] Optimized random forest algorithm implementation for data analytics in
smart meters

[14] An extensive review of different techniques implemented on smart meter data for
home and battery management system

[15] Implementation of deep learning on smart meter data to gain insights into
load forecasting

[16] A statistical model that determines the characteristics of households who would
benefit or suffer from a time-of-use tariff.

[17] Finding energy consumption patterns using smart meter data through
machine learning

[18] Discusses the evolution of energy meters from the past

[19] A case study explaining the impact of battery storage on energy consumption
using smart meter data

[20] Discussion of smart meter hardware, communications, and security in terms of its
contribution to the smart grid

[21] Explanation of different types of non-technical losses that exist in the grid and how
smart meters can help in removing them

[22] Focuses on compression techniques of big data available from smart meters

[23] Explains different types of smart meter communication technologies to realize
smart metering connectivity

[24] Use case discussion as to how residents of UK are responding to smart energy via
digital comparison tools

[25] Discussed three reliability prediction methods to analyze smart meter data to
predict life of the meter

[26] Fosters the understanding and adaption of modern deep learning methods to
solve the challenges regarding energy supply

[27] Discussion of challenges and opportunities of smart meters in smart grids
and homes

[28] LoRaWAN technology explored in detail in terms of capacity limits

[29] Comprehensive review on the existing and future communication infrastructures

[30] Features of IoT protocols reviewed comprehensively for smart meters and smart
grids in general

[31] Investigates emerging tech such as cognitive radio networks in 5G for reliable
communication in smart grids

[32] Review of security issues and their solutions regarding cyber–physical systems
of AMI

[33] Review of AMI technology for smart meters discussing different varieties of
control, facilities, and features

[34] Discussion on various elements of smart metering, current state of the
technologies, AMI, and meter data flow with respect to smart grid

[35] Thorough review of smart meter data classification of electricity consumption

[36] Data analytics review paper analyzed from customer-centric perspective by
discussing their technological foundations and impact
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Table 1. Cont.

Reference Comments

[37] Review of how lives of people are affected by the use of smart meters, highlighting
13 socio-psychological variables

[38] Extensive review of evolution of smart metering

[39] Review and explanation of hardware-oriented security scheme implementation on
smart meters

[40] Survey highlights the key security issues of AMIs and focuses on how key
management techniques can be utilized for safeguarding AMI

[41]
Focus upon distributed generation, microgrids, smart meter deployment, energy
storage technologies, and the role of smart loads in primary frequency
response provision

[42] Review of different data-based algorithms, including grid delay and delay
tolerance, to improve distribution system models

These factors warrant an overview of the advancement of the underlying technology
vis-à-vis the current and the prospective applications that are or can be enabled by such an
advance. While there are numerous papers that review the smart meters, measurement
technologies, edge applications for smart metering, communication protocols and interfaces,
software stacks, and computation hardware for IoT and, to some extent, for smart meters, a
holistic review that sets each of the components in the context of smart metering for smart
energy is lacking, to the best of our knowledge. With this review, the intention is to bridge
this gap.

In this review, an overview of the architectural composition of the different solutions
for the smart meter reported in the literature is presented. The main aim is to follow the
evolution of the functionality and the capability of the smart meter, predict the trajectory for
future designs and, most essentially, point out the unexplored opportunities presented by
the advancement of the underlying technologies. At a fundamental level the smart meter
consists of sensing circuitry, a data logging and reporting interface, and a communication
interface. In the following sections, we review each of the components in turn in the
setting presented here. The paradigm of smart energy has evolved to include electricity,
heat, and gas. While most of the smart meters are focused on electricity measurement,
it is pertinent to review other sensing circuitries and their integration in the smart meter
as well. In Section 2, we review the different sensing techniques. Section 3 reviews the
hardware/software platforms and communication systems for the IoT domain and their
implementation status for the smart meters. Section 4 concludes the review by presenting a
brief outline of the several opportunities available in the current technology landscape for
smart meters.

2. Sensing Techniques

Sensing systems for smart meters measure the energy being consumed. Depending
upon the type and usage of the energy supplied, the sensing systems are of varied types;
however, the most common types of measured variables in the energy domain are electricity,
heat, and gas, with electricity being the most common; heat, in most cases, is a derived
variable from either the electric or the gas supply, but due to its impact, it is usually
measured separately. In some cases, it is the heat that is directly being supplied to the
consumer, with district heating in different European countries being a prime example [43].
While an integrated smart meter to measure all the quantities has not been reported,
individually these variables are increasingly being measured, monitored, processed, and
controlled for smart energy scenarios [44]. Currently, an integrated application scenario is
also not being implemented at the physical level; rather, these variables are processed at a
higher level of integration and abstraction, typically at the applications layer and in the
cloud [45,46], leading to the obstruction of the working mechanism, which might translate
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to data underutilization and other data collection artifacts. Smart meter designers usually
think of measurement technique as an external factor, which is exemplified by the fact
that most of the smart meter research takes off the shelf components, whereas in industry
different types of meters in different scenarios result in different designs. This points to the
fact that the sensing technique is an important factor in the overall design which is often
overlooked in the reviews and research. Thus, to make smart meters more relevant and
integrated, the review is presented for each type of energy supply sensing technique in the
following section. The smart meter as a physical node is described in Figure 3.
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2.1. Heat Meters

The thermal energy or heat is measured by integrating the flow of the liquid with
the differential temperature of the fluid that supplies or removes heat. A basic sensing
of the heat supplied or removed is obtained by multiplying the fluidic mass flow by
the specific heat and the temperature difference between the supplied and the return
fluid. Heat supply systems use either steam or some other fluid, with fluidic systems
becoming more commonplace. The temperature difference is measured using a temperature
sensor, while the flow is measured using either a dynamic or a static technique. Dynamic
techniques use a moving mechanical part such as an impeller or a turbine to measure the
mass flow, whereas static meters use electronic techniques, with the most common being
ultrasonic and magnetic induction. Heat flux meters are also becoming commonplace in
modern building systems to measure the heat flow across the insulation for better control
of environmental temperature.

The heat meters have been extensively researched and designed. The earliest works
on measuring latent heat using mechanical flow meters, such as impellers and rotary wing
sensors, are carried out in [47–49]. The ultrasonic meter for measuring flow in heat meters
is reported in [50]; it corrected the errors induced due to temperature variations, resulting
in increased dynamic range for heat flux measurements. Furthermore, in [51] the authors
proposed a method to increase the range of heat meters. Thin film-based heat flux meters
are discussed in [52]. The parametric study of different aspects of the design and operation
of heat meters is also discussed in the literature. Ref. [53] carried out a theoretical study
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on the conditions of the minimum error of the heat flux meters. Ref. [50] discusses the
design trade-off of small thickness/width ratios for the heat flux meters. Ref. [54] reviews
the effect of installation conditions on the working of heat flux meters. Ref. [55] reviews
the temperature-sensing techniques in heat flow measurements. Refs. [56,57] review the
techniques for heat flux measurement with regard to the theoretical and developmental
aspects for different applications. These reviews are somewhat dated, but the techniques
detailed by them are still pertinent and are still being used in the heat flow measurements.
Based on the solid theoretical framework, there is an abundance of practically built heat
flow meters, ranging from simple ones to electronically integrating meters. Ref. [58]
designed a simple heat flow meter using off-the-shelf electronics component. Though
the efficiency has not been compared to commercially available solutions, the meter is
functioning, cheap, and reliable. Ref. [59] added communication capability for automated
reading. Ref. [60] designed a heat exchanger-based heat flow meter that uses mechanical
parts in static configuration. Refs. [61,62] use electronic circuits for the flow calculation
and compensation of related perturbations, increasing the reliability of the electronics-
based systems. Ref. [63] uses a non-magnetic electronic flow calculation technique for
heat meters for increased robustness against perturbations in flow, liquid compression,
and rapid temperature changes. Heat flux meter designs are reported in [64], which uses
silicon to measure heat flux, and [65], which implements a thin film-based heat flux meter.
With the existence of strong theoretical literature, varied implementations, and real-world
usage, several standards have been developed for heat metering, such as those in [66–69].
The list is of course not exhaustive but is a representative one which covers the ground
of the research, implementation, and standards in heat metering and is indicative of the
importance in the smart energy scene. The integration of the heating system in the business
intelligence and middleware integration is not commonly reported, and the diversity of
techniques hinted at is not reflected in these scenarios. It is pertinent to measure the impact
of perturbations and the installation techniques at a higher level of integrations and to
include the heating as a component in smart energy scenarios. Table 2 reviews the different
types of heat meters presented above.

Table 2. Review of different types of heat meters.

Meter Class Meter Type Principle Advantages/Disadvantages

Dynamic Meters

Turbine Rotation speed proportional to
mass flow

Advantages: cheap, easy to design
Disadvantages: nonlinear behavior,

sensitive to impurities, small dynamic range

Impeller Displacement proportional to
mass flow

Advantages: can measure large flows
Disadvantages: wear and tear,

startup threshold

Static Meters

Magnetic Induction Voltage proportional to velocity of
flow through the magnetic field

Advantages: less obstruction, accurate
Disadvantages: nonlinear behavior, costly

Ultrasonic
Difference in time flow of

ultrasonic pulses propagating in
and against the flow direction

Advantages: can measure large flows
Disadvantages: nonlinear behavior, less

accurate, complex

2.2. Gas Meters

In smart energy domains, gas meters are used to measure the total volume of gaseous
fuel delivered by a system that is usually held at constant pressure. Gas measurements are
usually difficult as the volumetric readings from the flow measurements are cumbersome
and prone to error due to the dependence of the volume on temperature and pressure [70].
Flow metering is a very active research area, and numerous techniques have been developed
and reported, but there are very few commercially deployed techniques [71] due to the
strict nature of the legal and commercial standards. A brief review of the commonly
used gas flow metering techniques is provided in Table 3, which includes dynamic and
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static meters. Dynamic meters include diaphragm-based meters and mechanical rotatory
measuring device-based flow meters. Diaphragm-based flow meters are the most common,
with the greatest consumer and industrial installation base; they are robust and reasonably
accurate, especially for the energy gases. Greater accuracy and range could be achieved
using mechanically precision-machined rotatory meters that measure the speed of the
gas flow [72] and infer the volumetric flow rate. Dynamic meters are prone to wear, tear,
measurement drifts, and limited response speeds. Static meters use measurement processes
that do not require the movement of measuring elements for the flow measurement, such
as ultrasonic meters and Coanda effect meters; hence, they are more robust with regard
to errors, wear, tear, and fatigue, resulting in better performance, longevity, and smaller
size [70].

Table 3. Different types of gas meters.

Meter Type Working Principle Advantages/Disadvantages

Diaphragm/bellows Displacement of the
diaphragm/bellow

Advantages: cheap, easy to design, widely adopted, tested
for legal meteorology

Disadvantages: for small flows, sensitive to impurities,
small dynamic range

Rotary Rotation speed
Advantages: accurate, can measure large flows, can

withstand high pressures
Disadvantages: maintenance, wear and tear, expensive

Turbine Rotation speed
Advantages: accurate, can measure large flows, can

withstand high pressures
Disadvantages: maintenance, wear and tear, expensive

Orifice Pressure differential across the orifice Advantages: no moving parts, easy to service
Disadvantages: small flows only, complex measurement

Ultrasonic
Difference in time of flight of

ultrasonic signal along and against
the flow

Advantages: accurate, works best for dry gases, wide
dynamic range

Disadvantages: complex measurement, low value output

Coriolis Oscillations of tubes measure the
mass flow or density

Advantages: most accurate, can measure large flows, wide
dynamic range

Disadvantages: needs additional elements

The Coanda effect is the preferential nature of the fluid jet towards the stable solid
surface, which is employed in gas meteorology by making a gas jet flow in the chamber
with feedback, resulting in induced oscillations whose frequency can be measured by a
piezoelectric sensor, for example, which is proportional to the gas flow [73]. These me-
ters are commonly known as fluidic oscillator meters [74] and include feedback oscillator
and target fluidic oscillator meters [75]. Other types of fluidic flow meters are vortex
shedding [76], which is the oscillation when a fluid flows past a bluff, and vortex whistle
meters [77], which measure the frequency of sound generated as the gas passes through
the cylinder downstream, in the cylindrical cavity that is tangentially connected to the
inlet. Another commonly used static flowmeter is the ultrasonic flow meter, which uses the
difference of frequency of the ultrasound waves travelling along and opposite to the flow
of the gas [78]. Ultrasound meters are not commonly employed in domestic and industrial
fuel gas measurements due to the cost, complexity, and dynamic range, but are finding
increasing applications in metrology [79]. Another type of static meter is the Coriolis meter,
which uses oscillating tubes, whose oscillations vary with the variation of the mass flow,
thus directly measuring mass flow instead of using volumetric flow [80]; this makes the
Coriolis meter arguably the most accurate meter in flow measurement, with a long life [81]
and wide industrial usage in the food, beverage, and chemical sectors [82], and it is now
finding increasing usage in domestic metrology [83]. Finally, several international organi-
zations have drafted gas metrology standards for domestic and commercial installations,
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such as the OIML reference document R-137 part 1 and 2, which specifies the requirements
and technical guidelines for domestic gas metrology.

Based on the designs, several implementations have been reported in the literature.
Two types of domestic gas meters using a mechanical sensor fitted with an electronic
index and an ultrasonic mechanism with temperature compensation are reported in [84],
where both of these meters are fitted with an electronic communication mechanism for
smart metering. A radio module for automatic reading is reported in [85]; it interfaces
with the pulse interface of the gas meter to transmit the volume consumed. One of the
earliest ultrasound meters is designed in [86] for domestic application. A high-resolution
retrofit module for a mechanical meter is designed in [87]; it uses an encoder with 90 pulses
per revolution for measuring the gas usage at finer scales. An ultrasonic domestic meter
is developed and tested in [88] for industrial scale productions. An application note
describing the design of a simple fluid flow meter is given in [89]; it can be built at lower
cost and, hence, can be used frequently for increasing the sampling of the domain in
the smart solution. In [90], a bi-directional communicating gas meter for IoT-enabled
operation is developed and tested for smart gas management, reporting a reduction of
37% in consumption. An automated meter reading framework for the smart metering
domain is implemented for utility gas in [91]; it can integrate automated billing using
consumption slab data. A novel polysilicon-based thermal flow sensor is developed and
tested for domestic gas metering in [92]. An integrated CMOS-based gas mass flow meter
for multiple applications in measuring mass flow is developed in [93]. Another method
to read the mechanical meter via an electronic technique is given in [94]; it uses reed
switches and Hall effect sensors interfaced to an MCU for the electronic readout. The
authors in [95] discuss the manufacturability of ultrasonic gas meters to reap the benefits
of higher accuracy and greater range at lower cost due to the economies of scale. Another
interesting implementation is reported in [96]; it uses a microprocessor embedded inside a
simple diaphragm-based flowmeter to estimate the gas usage of individual appliances. One
of the earliest fluidic flow meter implementations is reported in [97]. This review of gas
meters is a sampling of different implementation techniques and gives a broad overview
of the technologies mainly in use for domestic and industrial energy gas metrology; it
does not cover industrial process flow metering technologies, which are considerably
advanced and varied owing to the variation and stringent requirements of the process
technologies. Again, the integrated gas and electricity meter has not been reported, to the
best of authors’ knowledge. This translates to the aggregation of the energy consumption
data at higher levels, which adds complexity and restricts analysis of the finer resolutions
of energy consumption.

2.3. Electricity Meters

Electricity is the most common type of energy produced and distributed for con-
sumption by the domestic, industrial, and other sectors owing to its ease of production,
distribution, and control, coupled with the economies of scale at play at every level in the
electricity business; this also makes it one the most affordable energy solutions worldwide.
The electricity network has continually evolved alongside the evolution of the generation
techniques and methods, the distribution networks, and the integration of computation and
communication technologies into the electricity eco-system, resulting in the modern smart
grid concept, which is increasingly being put into the implementation phase at various
levels. This conceptual and practical evolution of the electricity network has resulted in
the tighter integration of different components across the different domains. Net metering,
distributed generation, reactive power injection, grid stability and control, peak shaving,
etc., are just few examples of such an integration, which allows the fine-grain control, up
to the end user, of consumption and production, and then again up to the main produc-
tion facility, to optimize the increasingly complex cost functions, such as minimizing the
carbon footprint of the water storage facility, etc. Such tight integration and increasing
complexity have resulted in the veracity of the measurement techniques for electricity
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consumption monitoring, resulting in different types of meters at different levels that are
now increasingly being called smart grid sensors and include techniques beyond simple
domestic meters. In contrast with the other energy networks discussed earlier, the rapid
evolution and cross-layer integration of the electricity network warrants a more complex
review of the sensing techniques across the network strata as effect of each measured value
can propagate across the grid, even to the end user. To systematically review the state
of the art in smart grid sensing, we will begin with the basic measurement techniques
for currents and voltages and move towards increasing complexity by considering the
phasor and temporal nature of the measured quantities. These complexities could lead to
the identification of event data, for which specialized sensing techniques exist and will
be briefly discussed. Finally, we move on to the actual implementations that exist in the
literature. The gap that exists between the reported designs and the required measurements
for the smart grids will thus be apparent and point to the future development for smart
electric meters.

2.3.1. Instantaneous Measurements

At the fundamental level, electricity measurement is about measuring the instanta-
neous values of currents and voltages. The voltage measurement is summarized in Table 4.
The voltage is measured by bleeding a very small amount of current across the nodes, be-
tween which the potential difference is to be measured using a very high value of resistance
in a series with the voltage sensor. Primitively, voltage sensors use the force experienced
by a current conductor in the magnetic field and commonly include a permanent magnet
moving coil, moving iron, an electrodynamometer, and an induction type of meters. The
induction type of meter is most commonly employed in domestic and industrial electricity
meters. The rectifier type of meter is another common voltage measuring technique which
uses a diode bridge and a permanent magnet moving coil sensor to measure AC voltages.
Electrostatic meters use capacitive coupling to induce a motion proportional to the voltage
applied across the capacitor plate. Voltage measurement using an optical technique is
reported in [98]; it uses the Pockels effect, which is a change in the refractive index of the
material attributed to the applied voltage. The Pockels effect-based sensors have a wide
bandwidth and are able to measure high voltages [99]. Finally, digital voltmeters use a
comparator and a pulse train to measure the voltage level of the input signal and convert it
into a stream of binary digits, with each digit indicating the result of the comparator for
each pulse [100]. The design variation found in the digital voltage sensor is tremendous and
is primarily divided between isolated and non-isolated techniques; both of these use high-
performance, high-bandwidth, programmable-gain, and versatile and high-dynamic-range
A/D converters for high-performing instruments.

Table 4. Different types of voltmeters and their working principles.

Meter Type Working Principle Advantages/Disadvantages

Induction [101]
Alternating fluxes across the disk induces
emf which, in turn, induces motion of disc

by interaction with magnetic fields

Advantages: High torque/weight ratio, inexpensive, good damping,
good dynamic range, reasonably accurate

Disadvantages: power consumption, measures AC only, nonlinearity,
requires compensation for accurate measurements

Electrostatic [102] Deflecting torque due to electrical field

Advantages: High-voltage measurements, lower power consumption,
measures both AC and DC voltages

Disadvantages: large size, expensive, nonlinear, requires large forces
for small output

Rectifier [103] Diode rectification for
AC-to-DC conversion

Advantages: reasonably accurate, low-cost, lower power consumption,
uniform scale

Disadvantages: calibration, measurements depend upon waveform
shape, can introduce harmonics

Digital [104] Pulse train-based comparator conversion
to binary output

Advantages: portable, lesser readout errors, easy to interface, low
power, reasonably accurate

Disadvantages: complexity for greater accuracy, conversion speed,
nonlinearities in conversion
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Current measurement is performed either by a non-isolated technique involving
placing a very low resistance in the series with the current-measuring circuitry or by an
isolated technique involving sensing the electromagnetic field generated by the flowing
current [105]. A basic technique is the shunt resistor technique, which measures the voltage
drop across the resistor in the current path and uses an isolation amplifier to provide
amplification whilst trying to minimize the effect of electrical contact, which introduces
ohmic losses at the expense of a deterioration in bandwidth and accuracy along with
the drift in the reported values [106]. Basically, shunt current sensors are usually coaxial
shunts [107] or a series of surface-mounted shunts [108], where the former are used for
high-magnitude pulses with stringent transient responses such as fast rise time [109],
whereas the latter are used in power electronics and industrial, consumer, and electronics
systems [110]. Instead of SMD shunts, copper trace can also be used as a series shunt [111];
it is inexpensive but also has large thermal drift and low dynamic range, limiting its
applications [112].

Isolated current measurement enables non-contact floating voltage measurement using
the magnetic field generated by the current flow, allowing greater dynamic ranges and
electrical safety [105]. The magnetic field can be sensed using induction or using magnetic
field sensors. Popular induction-based techniques for isolated current include sensing using
the Rogowski coil [113] and current transformers [114–116], the basic limitation being the
inability to measure DC current, as DC current cannot produce alternating magnetic fields
that can induce current in the sensing side circuit. The Rogowski coil has the advantages of
linear response without saturation [117], less insertion impedance, easier integration into
the PCB, and allowance of flexible coils for ease of use, whereas the disadvantages include
the need for output signal integration [118] and thermal drift [119]. Rogowski coils are
used in industrial instrumentation and high-power scenarios, such as distribution systems,
short circuit testing, fault detection, induction motors, etc. [120]. Current transformers
use simple transformer action to induce current at the secondary/sensing side using an
alternating magnetic field the produced by primary current and are arguably the most
widely used current-sensing devices in power conversion [121] due to their low cost [122],
ADC compatible signal [123], proportional output that does not need integration, and
robust low-frequency application. The primary disadvantages [124] of current transformers
are saturation, droop, and hysteresis due to magnetizing inductance, core losses, especially
at high frequencies, and the requirements of core resetting in pulsed operation.

Magnetic field sensors are used to sense both static and magnetic fields and, hence,
are applicable in more general scenarios. The two fundamental aspects of magnetic field
sensors are the connection topology and the sensing mechanism itself, where the former
includes open loop, closed loop, and connection with either a current transformer or a
Rogowski coil, whereas the latter includes the Hall effect, fluxgate, and magneto resistance
mechanisms [125]. Open loop topology directly places the sensor in the magnetic field,
which can be “focused” by placing the sensor in a gap of highly permeable core, which can
induce a permanent offset requiring degaussing of the core [126] and parasitic voltages due
to field fringing. In closed loop sensing, the magnetic sensor is used as an error-correcting
device, whose signal compensates the magnetizing current by forcing a proportional
current through the secondary winding [127]. Closed loop sensing minimizes drift and
the heat losses due to reduction in the eddy currents and greater bandwidth, whereas its
main disadvantage is that it is not suitable for all types of sensing mechanisms, such as
anisotropic magneto resistance [128]. The combination of the magnetic field sensor with
either CT or Rogowski sensors produces a sensor that can use the best of both worlds:
the DC measurement capability of the former with the accuracy and the bandwidth of
the latter, resulting in active current probes [129], an eta current sensing principle [126],
and a combination of the open loop Hall sensor with the Rogowski coil to measure the
high frequency part of the current [130]. Such a combination of sensing topologies and
techniques is usually expensive and not suitable for mass production, and hence, it is used
for specialty applications.
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The sensing of magnetic field uses, as previously stated, the Hall effect, fluxgate, and
magnetoresistance sensors. The Hall effect is voltage generated across a thin, conductive
current-carrying sheet placed in a magnetic field that inversely depends upon the thickness
and directly on the resistance of the plate; hence, thinner plates produce small outputs with
fewer ohmic losses with lesser resistance and vice versa for thicker plates [131]. Addition-
ally, Hall effect sensors suffer from misalignment voltage and thermal drift. Hall sensors
find usage in power conversion, motor drives, BLDC motor control, position sensing,
etc. [132]. Fluxgate sensors sense the magnetic field generated by the current-carrying con-
ductor by driving excitation windings into saturation at opposite polarities, which results
in alternating voltage at the sensing coil, the peak of which depends upon the ambient or ex-
ternal electromagnetic field [133], and they can pick up very weak external magnetic fields,
providing excellent sensitivity and accuracy [134]. Various techniques for the excitation and
sensing of the field have resulted in numerous fluxgate-based sensors [133,135]. As fluxgate
sensors are quite accurate but expensive, difficult to integrate, and consequently costly, they
are seldom used in current commercial and consumer electricity metrology; instead, these
are used in high-accuracy applications, such as calibration, electromagnetic-based diagnosis
systems, precision laboratory equipment, etc. However, sensors for current metrology do
exist [136]. Finally, the magneto-resistive sensors are based on the variation of the material
resistance as a function of the applied magnetic field [137], the popular magneto-resistive
effects being anisotropic magnetoresistance resonance (AMR) and giant magnetoresistance
resistance (GMR), with other techniques continually being developed [138]. The AMR
phenomenon depends upon the variation of resistance due to the magnitude and direction
of the applied magnetic field and the direction of the current flow through it; it is maximum
when the electric current and applied magnetic field are perpendicular [139]. The GMR
phenomenon depends upon the change in material resistance due to the magnetization
state of the ferromagnetic materials separated by a non-magnetic layer; it is minimum when
the fields in both layers are parallel and maximum when both fields are anti-parallel [140].
Both of these techniques suffer from thermal drift, nonlinearity, and alteration of the sensing
function due to strong external fields. Novel magnetic sensor techniques such as giant
magneto impedance (GMI) and tunnelling magneto resistance (TMR) [141] are also being
explored for current sensing. These techniques have potential applications in grid sensing,
electric vehicle charging, welding, motor drives, and industrial large current sensing, but
the state of the art has not reached the maturity for the development of low cost, low
complexity sensors for extensive usage [142].

The Faraday effect is another technique to sense magnetic fields using light; in par-
ticular, it employs induced birefringence in a material subjected to an external magnetic
field. Assuming negligible intrinsic circular birefringence, the rotation induced to a lin-
early polarized light is then proportional to the path integral of the applied magnetic
field [143]. Generally, polarimetric and interferometric techniques are used to detect the
polarization change induced in a circularly arranged fiber optic cable by the magnetic field,
which, in turn, is induced by the current-carrying conductor passing through the fiber
optic coils [144]. The polarimetric technique simply measures the polarimetric state of the
light that depends upon the rotation of the polarization vector, which is dependent upon
the magnetic field and hence on the current carried by the conductor passing through the
optical fiber core [145]. Interferometric techniques use a Sagnac interferometer to perform
interference measurements on two counter-propagating light beams in fiber optic coils
enclosing the current-carrying conductor, inducing the magnetic field to alter the polar-
ization state of the light beams [146]. Whereas polarimetric sensors suffer from linearity
of measurement and inaccuracy due to bend stress-induced birefringence, polarimetric
techniques eliminate or attenuate these artefacts but are themselves prone to thermal drift
and vibration vulnerabilities, but the overall Faraday effect-based metrology offers superior
accuracy, galvanic isolation, and large dynamic range, albeit at high costs [147].

Apart from the sensing technique employed, other important system-level consider-
ations also need to be taken into account and are usually implemented in the metering
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infrastructure. As described earlier, these analogue sensors are almost always tied to an
analogue-to-digital (A/D) interface that converts the sensed values into a digital domain,
where the major issues at the grid level are the sampling rate, the reporting rate, and the
accuracy. Another aspect is the number of phases, with the typical number being either
one or three. The connection of the sensing device with the power interface determines the
type of measurement being made as either line-to-neutral or line-to-line. The values being
recorded are usually in RMS and are averaged out to reduce the noise. The recorded values
are further processed statistically to measure the spread and trend of the consumption
and production.

2.3.2. Grid Sensing

Apart from basic sensing at the simple end nodes, typically home and office, the meters
are required to perform advanced analysis at higher levels of integration and complex
end nodes, such as factories or buildings. Such measurement takes into the account the
continuous as well as the complex nature of the current and voltages (complex as in
magnitude and angle) in the steady state. Transient responses are also measured and
recorded for advanced metering systems, allowing the system-level implementation of
fault identification and preventive maintenance, along with other higher level algorithms
and statistical inferences. The oscillatory responses in the power systems are very important
for the wealth of information they contain, especially about the stability of the system.
Usually, modal analysis using frequency domain, time–frequency, or fundamental modes
decomposition techniques is performed at the meter, and the data are used by a higher layer
in the smart solution for event detection, or the meter can also be programmed remotely to
report specific events using AI techniques, among others, such as statistical processing, for
specific event detection and reporting.

The current sensing techniques presented are summarized in Table 5.
Phasor measurements are also an important aspect of modern metering systems that

measure the phase of the current and voltage along with the magnitude using phase
measurement units (PMU), which extract the fundamental frequency component using
Fourier transform and extracting real and imaginary components for complete phasor
description. Adding a time reference to different PMUs will give a synchro-phasor that
can provide frequency measurements across the grid to detect the grid events that cause
changes in frequency. Synchro-phasors are also used to measure relative phase angle
difference (RAPD), which can be used to detect complex power flow, tripping, and inter-
area oscillations at higher levels of data processing. When the phase difference is measured
at the same PMU, a phasor differential (PD) is obtained that can be used to detect frequency
change for local event detection and to calculate a differential synchro-phasor by combining
measurements from different PMUs, which are used to detect the same event by measuring
its effect at different locations in the interconnected power system. PMUs are also used to
detect phase unbalance and related events. At higher levels of data processing, the state
estimation algorithms on the PMU data can provide a thorough picture of the state of the
smart power system, enabling the control and optimization of the complete system.

The instantaneous measurements of voltage and current provide useful information
about the state of the system, but a power system is inherently a continuous system, and
waveform centric measurement can provide additional information, especially in the case
of non-sinusoidal waveforms that arise due to distortions. Such instruments, aptly named
waveform sensors, are of various types, such as power quality (PQ) meters and digital fault
recorders (DFRs). Common measurements made by PQ meters include voltage harmonics,
crest factor, total harmonic distortion, phase harmonic index, inter-harmonics, and notching.
DFRs monitor continuous waveforms and capture an instantaneous image in the case of
triggering, referred to as a waveform snapshot, which is set by comparing the current
waveform (windowed signal) with a reference waveform, which is usually the previous
waveform instance. An event is triggered when the comparison exceeds the set threshold
for at least a minimum set period of time, with the popular comparison techniques being
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THD, RMS, or point-to-point comparison and sub-cycle comparison. Cycle boundary
identification and frequency variation compensation are important aspects of point-to-
point comparison, introducing complexities which lead to methods such as comparing
sub-cycles. Event and signal processing can also be performed on derived waveforms
such as the differential waveform, which is obtained by subtracting two synchronous
parts of the waveform. Similarly, harmonic waveforms can be analyzed for different
parameters by decomposing the waveforms using Fourier transform and can be further
time stamped to generate harmonic synchro-phasor waveforms, which provide sparse bases
for state estimation of the grid. Such synchro-phasors are used in topology identification,
amongst other applications. Fourier decomposition and time stamping of differential
waveforms give rise to differential harmonic synchro-phasors, which are used to detect
fault location. These waveform analyses can be used at higher levels for fault detection,
topology estimation, grid state estimation, fault location, energy leakage, efficiency, etc.
The synchronization of waveform measurements gives rise to waveform measurement
units (WMUs), which are increasingly being used in transient analysis. A typical parameter
reported by WMUs is relative waveform difference (RVWD), which can be used for event
detection and classification in transmission lines. Finally, the voltage and current measured
is used to derive the power which is actually reported and extensively used for different
applications in smart metering. The different types of power parameters calculated are
the reactive power, load factor, true power factor, displacement power factor, load profiles,
etc., which are employed in grid estimation, demand-side load management, peak shaving,
energy forecasting applications, etc.

Table 5. Current sensing techniques review.

Meter Type Working Principle Advantages/Disadvantages

Shunt resistor Voltage drop parallel to the
measured nodes

Advantages: inexpensive, good dynamic range,
reasonably accurate
Disadvantages: power loss, overcurrent can permanently
damage, no isolation for high voltages

Current transformer
Current through conductor generates
magnetic field which induces back emf
across the transformer terminals

Advantages: High-voltage measurements, lower power
consumption, stable measurements, isolation
Disadvantages: large size, relatively expensive, nonlinear,
can measure AC only

Rogowski coil Same as current transformer but is
air-wound instead of core-wound

Advantages: reasonably accurate, low-cost, lower power
consumption, uniform scale
Disadvantages: poor sensitivity, greater output isolation is
required, an integrator is required

Hall effect
Voltage difference transverse to current in
magnetic field perpendicular to
that current

Advantages: large dynamic range, small size, can be
integrated on PCB, measures AC/DC, isolated
Disadvantages: large thermal drift, overcurrent induces
magnetic offset, overheating for large frequency signals

Fluxgate
Rate of change in flux linkage generated
by opposing magnetic fields picked up by
sensing coils

Advantages: high accuracy, low thermal drift
Disadvantages: complicated design, noise, small
dynamic range

AMR (anisotropic
magneto-resistance)

Resistance to flow of current in the
conductor placed in magnetic field due to
relative direction of current to
magnetic field

Advantages: large dynamic range, small size, can be
integrated on PCB, measures AC/DC, isolated
Disadvantages: large thermal drift, overcurrent induces
magnetic offset, overheating for large frequency signals

Fiber optic Change in characteristics of light due to
change in magnetic field

Advantages: most accurate, very low thermal drift, very
high dynamic range
Disadvantages: most expensive, most complicated,
bending stress.
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The sensing technologies outlined above constitute a basic system that can monitor
and compute various parameters to optimally represent the state of the consumption at
various levels, from a single household to complex interconnecting grids. The state of art in
energy metering is evolving with new parameters and paradigms, and techniques continue
to evolve, requiring computation and communication enhancements, which tend to keep
up with this advancement. This constitutes the next component of the sensing node at the
physical level, the computing and communication infrastructure.

Different grid sensors, their functionality, and usage are summarized in Table 6.

Table 6. Smart grid measurements.

Type Measurement Usage

Phase Measurement Unit Phase and magnitude, synchro-phasor, relative
phase angle difference, phasor differential

Complex power flow, tripping and inter-area
oscillations, frequency change, phase unbalance

Power Quality meter
Voltage harmonics, crest factor, total harmonic

distortion, phase harmonic index,
inter-harmonics, notching, etc.

Topology identification, grid state estimation,
energy efficiency

Digital Fault Recorders Waveform snapshot in case of fault Fault location and fault type, energy leakage

Waveform
measurement units Relative waveform difference Event detection and classification

3. Computational Platforms

Computing devices for the embedded domain have exploded in complexity, func-
tionality, and versatility, resulting in the enabling of ever-growing complexity in the IoT
sensing or physical layer design. From microcontrollers to single-board computers to
application-specific integrated chips to programmable devices to integrated systems on
chip, the computing hardware scene has exploded with complexity of choice and con-
figuration, making it difficult to holistically review the state of the art; the task is only
further complicated by the myriad of architectural requirements of modern smart metering
solutions and the related intelligence. The technological evolution of embedded devices is
presented in brief before delving into the specific architectural ecosystems employed.

Microcontrollers are small, embedded computers finding extensive, rather unparal-
leled, usage in the modern technology-driven world. From the earliest x86-based architec-
ture to the more recent ARM-centered designs, microcontrollers have grown in breadth and
integration to offer a broad spectrum of design choices and performances. The current, and
by no means exhaustive, list of commercial offerings includes x86, 68HC11, PIC, STM, ARM,
RISC-V, AVR, M8C, S08, Parallax propeller, MIPS, and DSP-based designs, supplemented
by a range of storage, RAM, communication, and power options. The popular offerings are
listed in Table 7 against the main characteristics, such as memory, architecture, instruction
set, bus width, and peripherals.

Table 7. Computation platforms for IoT systems.

Hardware Type Offering/Architecture Characteristics

M
ic

ro
co

nt
ro

lle
rs

MIPS
8–32-bit RISC cores, clock speed 4 MHz to 80 MHz, memory 256 bytes to

512 kB, SRAM 16 bytes to 128 KB, IO pins 4 to 85, A/D converter up to 10 bits
1MSPS, interfaces: I2C, SPI, UART, CAN, USB, Ethernet (based on PIC series)

8051

Mostly 8-bit CISC cores, clock speed 4 MHz to 40 MHz, program memory up
to 128 Kbytes, SRAM up to 256 bytes, some designs offer up to 1Kbyte
separate RAM, IO pins from 2 to 32, AD converters vary with different
offerings, but mostly 8-bit converters are available, I2C, SPI and UART

interfaces are most common.

68HC11 8-bit Harvard architecture, 4 MHz clock speed, up to 768 bytes of RAM,
2 Kbytes of EEPROM, 8-bit A/D converter, SPI, SCI interfaces, up to 40 IO pins
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Table 7. Cont.

Hardware Type Offering/Architecture Characteristics

AVR
8-bit and 32-bit RISC based AVR cores, 1.6 to 24 MHz, up to 256 Kbyte flash
RAM, 64 to 16 Kbytes SRAM, 61–512 bytes EEPROM, up to 12-bit ADC, I2C,

SPI, UART, CAN, USB, Ethernet

RISC-V
32-bit RISC-V based architectures, 160 MHz clock speed,16 KB to 400 KB of

SRAM, 22 IO pins, Wi-Fi, Bluetooth 5(LE), SPI, UART, I2C, I2S (based on
ESP32-C3 implementation)

ARM

32-bit ARM based microcontrollers, 32 MHz to 550 MHz clock speed, 128 KB
to 2 MB flash storage, 20 KB to 1.4 MB RAM, up to 512 bytes EEPROM, up to
100 IO, 12-bit ADC, SPI, I2C, UART, USART, USB 2, Bluetooth (low energy),

ZigBee, LoRaWAN (based on STM32 discovery platform)

FP
G

A

Virtex

91,000–136,900 slices, 582,720–876,160 logic cells, 6938–13,275 Kbits distributed
RAM, 795–1410 RAM blocks of 36 Kbit each, 650-850 single-ended or

312–408 differential inputs, 1260–2520 DSP48E1 slices, PCI express
(Gen2/Gen3), 36–72 gigabit transceivers (based on Virtex-7 series)

Kintex

10,250–74,650 slices, 65,600–477,760 logic cells, 838–6788 Kbits distributed
RAM, 4860–34,380 Kbit RAM, 300–500 single ended or 144–192 differential

inputs, 240–1920 DSP48 slices, PCI express (Gen2)), 8–32 gigabit transceivers
(based on Kintex-7 series)

Artix

12,800–215,360 slices, 2000–33,650 logic cells, 171–2888 Kbits distributed RAM,
720–13,140 Kbit RAM, 150–500 single-ended or 72–240 differential inputs,

40–740 DSP slices, PCI express (Gen2)), 2–16 gigabit transceivers (based on
Artix-7 series)

Spartan

6000–102,400 slices, 938–16,000 logic cells, 70–1100 Kbits distributed RAM,
5–120 RAM blocks of 36 Kbit each, 100–400 single-ended or 48–192 differential
inputs, 10–160 DSP slices, PCI express (Gen2)), 2–16 gigabit transceivers (based

on Spartan-7 series)

Cyclone

85,000–220,000 logic elements, 31,000–80,330 adaptive logic elements,
5820–11,740 Kbit memory, 84–192 variable precision DSP blocks,

168–384 multipliers, 192–284 I/O pin, PCIe (Gen2) 1 block (4 elements),
6–12 gigabit transceivers (based on cyclone 10)

Max
2000–50,000 logic elements, 108–1638 Kbit block memory,12–736 Kbits user

flash memory, 84–192 variable precision DSP blocks, 16–144 multipliers,
external memory interface (based on MAX 10)

FP
G

A
So

C

Zynq 7000

Dual-Core ARM Cortex-A9 up to 1 GHz, NEON SMD instructions available,
512 KB L1 cache, 256 KB L2 cache, external RAM and static memory support,

UART, CAN, I2C, 128 pin flexible GPIO, AXI interface for processor and
programmable logic interfacing, 23 K to 444 K logic cells,

14,400–277,400 look-up tables, 28,800–554,800 flip-flops, 50–875 RAM blocks of
36 Kbits each, 66–2020 DSP slices, 4–8 Gen2 PCIe

Zynq ultrascale+

Dual/Quad-Core ARM Cortex-A53 up to 1.5 GHz, Dual-Core Cortex-R5
real-time processor, Mali 400 GPU, NEON SMD instructions available,

32 KB/core L1 cache, 1024 KB L2 cache, external RAM and static memory
support, USB, PCIe Gen2, SATA, gigabit Ethernet, UART, SPI, CAN, I2C,

128 pin flexible GPIO, AXI interface for processor and programmable logic
interfacing, 81 K to 600 K logic cells, 37 K–274 K look-up tables, 74 K–548 K

flip-flops, 3.8–32.1 Mb block RAM, 1 to 8.8 Mb distributed RAM, 216-2520 DSP
slices, 4–8 Gen2 PCIe

Arria

Dual-Core ARM Cortex-A9 up to 1.5 GHz, NEON SMD instructions available,
32 KB L1 separate data/instruction cache, 1024 KB L2 cache, external RAM

and static memory support, UART, I2C, 48 GPIO, 288-624 pin user IO, 160 K to
1150 K logic cells,210 K–1506 K system logic elements, 61,510 K-427,200 K

adaptive logic modules, 9–53 Mb M20K memory, 312-3036 multipliers (based
upon Arria 10 product line)



Energies 2023, 16, 1974 17 of 35

Table 7. Cont.

Hardware Type Offering/Architecture Characteristics

Stratix

Quad-Core ARM Cortex-A53 up to 1.5 GHz, NEON SMD instructions
available, 32 KB L1 separate data/instruction cache, 512 KB L2 cache, external
RAM and static memory support, UART, I2C, 48 GPIO, 374–2304 pin user IO,

378 K to 10,200 K logic cells, 128,160–3,466,080 adaptive logic modules,
30–253 Mb M20K memory, 1296–6912 multipliers

Agilex

Quad-Core ARM Cortex-A53 up to 1.5 GHz, NEON SMD instructions
available, 32 KB L1 separate data/instruction cache, 512 KB L2 cache, external
RAM and static memory support, UART, I2C, 48 GPIO, 192–382 differential
RX/TX pairs, 573,480 to 2,692,760 logic cells, 194,400–912,800 adaptive logic

modules, 56–259 Mb M20K memory, 3280–17,056 multipliers,
1640–8528 DSP blocks

Si
ng

le
Bo

ar
d

C
om

pu
te

rs

Raspberry Pi 4
Quad-core Cortex-A72 CPU, up to 4 GB RAM, 40 pin GPIO, Wi-Fi, gigabit

Ethernet, USB (2.0 and 3.0), HDMI, BLE, micro SD card, HDMI, camera and
DSI display ports, composite audio video port.

Beagle Bone AI

Sitara AM5729 processor (dual-core ARM main processor, dual-core ARM
coprocessor, 4 vision engines, 2 DSP processors, hardware acceleration for

video, Ethernet, ICSS, Profibus and Profinet interfaces), 72 GPIO pins, 1 GB
RAM, USB, UART, SPI, I2C, CAN, A/D, microHDMI, Ethernet, Bluetooth

Coral Dev Board
NXP i.MX 8M SoC (quad-core Cortex A-53 for main processing, Cortex M4-F

for small functions), GPU GC7000 lite, TPU coprocessor, up to 4 GB RAM,
8 GB Flash, Wi-Fi, USB, gigabit Ethernet, HDMI, GPIO

Jetson Nano 4–12 core CPU, 4–32 GB of RAM, up to 5 different neural processing units.

Apollo3 Blue 32-bit ARM cortex-M4F 48 MHz processor, 1 MB flash, 348 KB SRAM, BLE5,
camera connector, 4 GPIO

Syntiant Cortex M0+ 48 MHz, NDP101 neural processor, 256 KB flash, 32 KB RAM,
5 digital GPIO, UART, I2C, micro SD

STM32L4 Cortex M4, 128 KB SRAM, 1 MB flash memory, 64 Mbit SPI flash memory,
programmable RF module, Wi-Fi, NFC

Arduino
ATmega-based boards, up to 8 MHz clock speed, 32 KB flash memory,

0.5 KB–8 KB RAM, GPIO, I2C, UART and through extensions, Wi-Fi, BLE,
NFC, LoRa and Sigfox, etc., connectivity
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STCOMET
ARM Cortex M4 processor, 3 channel A/D converter, power line

communication protocols, up to 1 MB flash memory and 256 Bytes RAM,
DSP processor

Zeus
ARM Cortex M3 at 120 MHz for application processing, 32 bit MAXQ30 with
DSP support for metering calculations, up to 128 kB RAM, up to 1024 kB ROM,

high dynamic range fast 24-bit ADCs, I2C, UART, SPI, no PLC module

Jetson Edge SoM for AI processing, up to 8 cores, GPU and neural processing unit, up
to 64 GB RAM, typically 4 GB

Myriad X Edge SoC, 16 core CPU at 700 MHz, neural compute engine, 2.5 MB RAM

The microcontrollers, though ubiquitous and programable, are limited by the initial
design configuration and do not allow reconfiguration at the hardware level. Programmable
hardware architectures such as field-programmable gate arrays (FPGA) and system on
chip (SoC) provide a solution to this bottleneck. Xilinix, Altera, Infineon, Lattice, and
Actel are some of the leading solution providers in this domain. FPGAs are essentially
blank devices that need codes to implement functionality, resulting in application-specific
hardware that speeds up execution and improves efficiency manyfold at the cost of the
increasing complexity of the hardware design, which has spurred libraries of design by
all vendors to aid speedy development. The essential characteristics of a modern FPGA
are programmable, computational, storage, and interface units of different kinds such as
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look-up tables (LUTs), DSP slices, distributed memory, tri-state encoders, etc. The different
solutions on offer from the vendors are listed in Table 7, describing key properties of FPGA
solutions. The FPGA trades design complexity for flexibility with microcontrollers; SoC
takes the best of both worlds with on-chip microprocessor units, communication, interface,
and special processing IPs interfaced with on-chip reconfigurable hardware via a specially
designed high-bandwidth, low-latency interface. Xilinx seems to be the leader in this field,
with Zynq being most used SoC platform and Infineon PSoC being a popular choice as
well. A board-level integration of SoC with highly specialized peripherals for particular
application constitutes the next level of specialized hardware, often termed as system on
module (SoM); Kria from Xilinx, phyCORE from PHYTEC, and COMXpress from ReFLEX
CES are some examples of SoMs for vision, multimedia, machine learning, and embedded
applications. Some common SoM solutions are listed in Table 7. Another interesting
computing eco-system is commonly termed the single-board computer (SBC); though
similar to SoMs in organizational specification, the architectural configuration of SBCs has
a general-purpose computing flavor, allowing flexibility and price advantage at the cost
of performance, and they are found to be suitable for an extensive range of applications
compared to SoMs, which find usage in highly specialized high-performance applications.
In fact, SBCs represent the most popular segment for IoT developers and account for most
of the designs reported in the scientific literature on the range of topics including smart
meters, with Raspberry PI and Arduino as the most popular examples. Reviewing the
architectural choices for AI processing on the edge warrants special attention because
of the continued evolution of the smart meter functionality into the realm of processing
data on the edge involving AI-based operations for various smart energy applications.
Edge AI processing hardware can be integrated as special acceleration units in the form
of independent processors. The Intel Neural Compute Engine, MediaTek AI processing
unit, Google Edge TPU, Gyrfalcon Matrix Processing Unit, Mythic analog matrix processor,
Syntiant Neural Decision Processors, and Halio AI processors are some examples of the
available solutions. FPGA-based solutions are based on specialized soft processor design
for AI applications or specialized FPGA architecture intended for AI. Former optimizations
include designs of accelerators for object detection [148], the YOLO framework [149], the
recurrent neural network (RNN) [150], the long short-term memory network (LSTM) [151],
and processors for the edge and IoT [152], whereas the latter include matrix multipliers,
pipeline architectures, and DSP slices, etc., such as MAX V CPLD and cyclone FPGAs from
Intel. The single-board computers for edge applications include Raspberry Pi 4, Apollo 3
Blue, Hailo 8, Coral Dev, Jetson Nano boards, etc. Some specialized SoCs for smart metering
have also been designed. The details of these are provided in Table 7.

Finally, the advancement in hardware is well supported by the software eco-system
in the AI edge development. Real-time operating systems, programming libraries, and
tool chains have been developed to ease the research and production of AI and edge
solutions for smart systems such as smart energy and components such as the smart
metering infrastructure. Popular OSs for the embedded edge are Linux and its variants,
Android, Azure, Windows, FreeRTOS, mu-Linux, VxWorks, Mbed, embOS, Lynx, RTX,
QNX Neutrino, MIPS Embedded OS, TI-RTOS, etc.; these are just few of the examples. Tool
chains are collections of programs that can use the development system to develop and
debug the program and then compile it for the end system and are very popular in the
embedded system design domain. The resource-constrained microcontrollers use special
boot loaders that solely act to load the user program directly from the development system
directly to the microcontroller chip for short-cycle embedded development such as Arduino.
Other popular tool chains are based around GCCs, e.g., the ARM tool chain. Due to the
explosion in architectures and systems, cross-tool chain development is also becoming a
commonplace practice. Popular tools such as crosstool-NG [153] and Yocto project [154]
can develop complete development systems for custom hardware or can modify Linux
distribution for the target board. The topic of operating systems and tool chains for
embedded development is too vast to be covered here and lies at the heart of smart systems
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development. Another popular approach is to use tools for optimizing the neural networks
for embedded systems such as TensorFlow Lite [155], PyTorch Mobile [156], Android Neural
Network API [157], Apple OS Core ML [158], Qualcomm Neural Processing SDK [159],
and HUAWEI HiAI [160]; these are some examples of the APIs to run and train neural
networks on embedded, edge, and mobile platforms. There are several projects, such as
uTensor [161], deepC [162], Glow [163], openVINO [164], nncase [165], X-CUBE-AI [166],
ONNC [167], TVM [168], and eIQ [169], that convert standard neural network models such
as the Open Neural Exchange [170] (ONNX) compatible format to C/C++ code for direct
deployment on microcontrollers. The myriad of options available to add flexibility to the
development life cycle comes at the cost of complexity and compatibility, which tools such
as oneAPI [171] aim to address by defining a hardware-independent and vendor-neutral
framework for computing intensive tasks.

In short, the computing domain has progressed by leap and bounds in multiple
dimensions, and a brief review pertinent to the physical node in the smart system is
presented, which covers the hardware and software from the development and operational
point of view. The final piece of the hardware node is the communication protocols, which
will be discussed in another section, but a brief overview is presented to discuss the smart
meters’ state of the art as a physical node.

From the perspective of IoT, the communication protocols could be divided into
personal area, local area and wide area networks (PAN, LAN and WAN, respectively).
PANs and LANs include ZigBee, 6LoWPAN, LoRa, 802.11, 802.15.4, RFID, BLE, NFC,
Z-Wave, and Sigfox, whereas WAN technologies include cellular, terrestrial, and satellite
communications, such as NB-IoT, LTE, 5G, etc. [172,173]. The protocols are utilized to
transfer the data across different semantic layers and for different applications using MQTT,
AMQP, CoAP, DNS-SD, and JSON-LD [174].These IoT protocols are mapped to the smart
metering infrastructure for the home area network (HAN) and different levels of grid
communications. The review of relevant communication protocols is given in Table 8.

Table 8. Protocols for IoT and smart meters. Air interface protocols are defined by bandwidth, band,
modulation and some medium access, whereas data communication protocols are defined by how
they distribute data (architecture) and the support of different communication functionalities such as
transport protocol, etc.

Protocol Details

Protocols for Air Interface/Communication

802.11/Wi-Fi and variants

Band: 2.4/5/60, 700/800/900 MHz and 800–1000 GHz (light).
Channel Width: 20, 40, 60, 80, 160 MHz, 8 GHz @ 60 GHz, 1–16 MHz @700/800/900 MHz.
Modulation: OFDM, MIMO-OFDMA, DSSS-FHSSS, single carrier OFDM, O-OFDM. Range:
10–70 m. Data rate: 1.7–450 MBPS, for 60 GHz data rate could reach up to 20 GBPS. Scope: Local area

802.15.4. PAN for
resource-constrained
devices

Band: 868/915/2450 MHz. Channel Width: 868–898.6, 902–928, 2400–2483.5 MHz. No. of Channels:
1, 10, and 16. Modulation: DSSS with BPSK, AAK, O-QPSK, and CSSS with DQPSK. Chip Rate: 300,
400, 600, 1000, 1600, 2000 Kchips/s. Data rate: 20, 40, 100, 250, 1000, 2000 kbps. Scope: Home area

ZigBee

PHY/MAC layer: 802.15.4
Maximum Transmission Unit (packet size): 127. Foot Print: 9 kB. Networking protocol: custom.
Transport protocol: object-based with exposed interfaces. Application development: fixed profile
applications with data exchange interface. No. of Devices: 1024. Scope: Home area

6LoWPAN

PHY/MAC layer: 802.15.4
Maximum Transmission Unit (packet size): 127. Foot Print: 264 kB. Networking protocol: custom
adaptation to support TCP/UDP. Transport protocol: TCP/UDP. Application development: Legacy
UDP/TCP socket programming. No. of Devices: 264. Scope: Home area

BLIP

PHY/MAC layer: 802.15.4
Maximum Transmission Unit (packet size): 127. Networking protocol: IP on top of 6LoPWAN.
Transport protocol: TCP/IP and UDP. Application development: Legacy TCP/IP socket
programming. No. of Devices: 264. Scope: Home area
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Table 8. Cont.

Protocol Details

Thread IPv6 on top of 6LoWPAN. Open source implementation. Allows IPv6-based development and
networking using 802.15.4 Scope: Home area

Matter IP-based implementation over ZigBee. Allows IP addressable devices and development stack for
ZigBee networks and bridges gap between PAN and internet Scope: Home area to internet

Z-Wave

Band: 800–900 MHz. Modulation: FSK with Manchester encoding, GFSK and DSSS-OQPSK. Range:
50–200 m. Data rate: up to 100 kbit/s. Scope: Home area
Notes: Z-Wave is a mesh topology-based PAN that is used in home area networks for smart home
and similar applications.

RFID

Used for identification. Uses various frequency bands such as 120–150 KHz 13.56 MHz, 433 MHz,
865–868 MHz, 902–928 MHz, 2450–5800 MHz, 3.1–10 GHz, and 24.125 GHz. Identification range is
typically from 10 cm to 2 m. Active tags can enhance range from 10 to 200 m. Different frequencies
use different signaling techniques. One tag is read at one time only. Bulk reading uses sequential
processing. Scope: Personal area

NFC
Inductive coupling-based communication at up to 4 cm. Band operation of 13.56 MHz, 106–24 kbps,
passive mode uses inductive coupling, and field modulation is used. Active coupling uses ASK with
Manchester encoding. Communication is standardized. Scope: Personal area

Bluetooth LE
Band: 2.4 GHz worldwide. Modulation: GFSK with frequency hopping. Range: 100 m. Data rate:
1–3 Mbps. Application development: fixed profile applications with data exchange interface Notes:
BLE is an independent protocol from Bluetooth. BLE is mesh network for PAN applications.

Sigfox

Band: 1925 KHz ultra-narrow band (UNB)
Channel Width: 100–600 Hz uplink, 1.5 KHz downlink. Modulation: BPSK. Range: 10–50 km. Data
rate: up to 600 bps. Scope: Wide area
Notes: one-hop star topology where each end node connects to a Sigfox base station which is
connected via internet to Sigfox support system which separates business and data operations. Very
lightweight and efficient. Used for M2M communications.

LoRa

Band: 863–870/873 MHz (Europe), 915–928 MHz (South America, Asia), 902–928 MHz (North
America), 2.4 GHz worldwide. Modulation: proprietary chirp spread spectrum. Range: 4.8–16 km.
Data rate: 0.3–27 kbit/s. Scope: Wide area
Notes: LoRa is proprietary physical layer protocol. LoRaWAN is defined on top of LoRA which
defines medium access control for one-hop star topology similar to Sigfox.

DASH7

Band: 433, 868, and 915 MHz. Channel Width: 25 or 200 KHz. Modulation: proprietary chirp
spread spectrum. Range: up to 5 km. Data rate: 167 kbit/s. Scope: Wide area and local area
Notes: DASH7 is a lightweight node-to-node, star or, tree topology network that connects end nodes
to sub-stations which are connected to the internet. It has a small open source protocol stack available
as well.

Cellular

4G and 5G systems. Up to 10 Gbps, latency 10 ms down to less than 1 ms, 350 kmph to 500 kmph,
connection density from 1000 to 1 Million per square kilometer. Code division and beam division
multiple access, IP based network, built for network function virtualization and software-defined
networks which allow extreme agility and configurability, open source vendor agnostic
implementations. Scope: Wide area

NB-IoT

Band: Cellular bands 3G LTE. Channel Width: 180 KHz. Modulation: proprietary chirp spread
spectrum. Range: WAN cellular-based protocol. Data rate: D/L 26 kbps,127 kbit/s. U/L 66 kbps,
159 kbps. Scope: Wide area
Notes: NB-IoT is defined by 3GPP and is a cellular network for IoT. It uses the architecture of LTE,
consisting of a radio access network (RAN) and core network. RAN connects user equipment to base
stations which are connected via a mobile core network to each other and to the internet. The
mobility through various base stations is supported.



Energies 2023, 16, 1974 21 of 35

Table 8. Cont.

Protocol Details

Protocols for data communication

Data communication protocols are middleware layers that enable data pipelines to application interfaces. Network details are
transparent to applications which see through all the infrastructure and receive the data from end nodes as if directly accessing

those nodes.

MQTT
RESTful: No. Transport Protocol: TCP. Architecture: publish/subscribe. QoS: yes. XML support:
No. Encoding: Binary. Latency: low. Bandwidth: higher. Message size: lightweight, Energy
consumption: lower. Connectivity: one-to-one, one-to-many, many-to-many

HTTP
RESTful: Yes. Transport Protocol: TCP. Architecture: request/response. QoS: limited. XML
support: yes. Encoding: text. Latency: largest. Bandwidth: higher. Message size: highest, Energy
consumption: highest. Connectivity: one-to-one

DDS
RESTful: No. Transport Protocol: UDP. Architecture: broker-less publish/subscribe. QoS: elaborate
mechanism consisting of 23 QoS profiles. XML support: No. Encoding: binary. Latency: low.
Bandwidth: low. Connectivity: one-to-one, one-to-many, many-to-many, peer-to-peer.

XMPP
RESTful: No. Transport Protocol: TCP. Architecture: Client/server request/response and
publish/subscribe. QoS: none. XML support: yes. Encoding: text. Latency: low. Bandwidth: low.
Message size: lightweight. Energy consumption: higher. Connectivity: one-to-one

AMQP

RESTful: No. Transport Protocol: TCP/SCTP. Architecture: Client/server and client/broker,
request/response and publish/subscribe. QoS: yes. XML support: No. Encoding: binary. Latency:
lower. Bandwidth: high. Message size: lightweight, Energy consumption: slightly higher.
Connectivity: point-to-point

CoAP
RESTful: Yes. Transport Protocol: UDP. Architecture: request/response or publish/subscribe. QoS:
yes. XML support: No. Encoding: binary. Latency: lowest. Bandwidth: lowest. Message size:
lightweight, Energy consumption: least. Connectivity: one-to-one, many-to-many

Based on the sensing, hardware, and communication protocol employed, the various
physical implementations of the smart meter are reviewed as follows.

The authors in [175] use a commercial TED meter [176] and the ARM Linux board to
implement a smart meter to detect user activity patterns from consumption data. Ref. [177]
uses a simple microcontroller to implement a smart meter that uses GSM as a commu-
nication protocol. A smart meter-based complete home energy management system is
proposed using power line communication in [178]. An energy meter using a PIC micro-
controller, an ADE7756 energy meter, and a Bluetooth module is implemented in [179].
A smart meter for remote PV installation is implemented in [180]; it allows flexibility in
the power measurement and communication setup. In [181], a smart multi-power tap is
added to a smart meter for service management in a smart home. Modal analysis for power
measurement by a smart meter is reported in [182]. The Portable Power System Monitor
(PPSM) is LabVIEW-controlled hardware that performs basic measurements which are then
processed by MATLAB for oscillation analysis in power systems [183]. A smart meter using
a PIC microcontroller and an ADE 7757 with a current shunt is designed for the power
consumption-based control of home appliances in [184]. A low-cost system to measure
electrical power from PV panels is designed in [185]; it uses a single-board computer and a
split-core transformer for current sensing and a simple parallel circuit for voltage readout.
A high reliability and a long-life energy measurement IC interfaced to a DSP chip for
smart metering function is reported in [186]. A smart meter for low-voltage micro-grids is
reported in [187]; it uses op-amps for signal conditioning, PIC for signal processing, and
ZigBee for communication. A wireless metering for a smart solar grid is implemented
in [188]; it uses Hall effect sensors for measurements of current, voltage, and power and
ZigBee for communication systems. In [189], a STM32F4DISCOVERY board is used for
measurement and signal processing, and Bluetooth is used for data communication with
computers where MATLAB/Simulink is used for data analysis. A phase identification
method for smart metering is given in [190]. Another technique for a phase identification
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program for a smart meter is given in [191]; it is used in various techniques for smart grids,
as mentioned earlier. In [192], an embedded energy meter is designed that can implement
a prepaid electricity tariff, which uses inductive measurement techniques for measurement
and a microcontroller for communication. An apparent energy calculation algorithm is
designed in [193] for a smart meter. An Arduino-based GSM and ZigBee wireless commu-
nication smart meter is implemented in [194]. In [195], a GSM-based smart meter using an
IEC 61,036 compliant power measurement meter is designed. An active energy meter with
an MPC3905A microcontroller and a GSM network is implemented in [196]. An 8051-based
energy meter consisting of an LCD, EEPROM, RTC (real-time clock), EMM (energy measur-
ing module), tempter detection unit, and GSM module is implemented in [197]. Another
GSM-based smart meter using an 89C52 MCU, a DS12887 clock, X25045 timer, and a UART
chip to interface to a GSM module is reported in [198]. To utilize a pre-built GSM-based
AMR (automatic meter reading) infrastructure, a ZigBee interface is designed to collect
metering data and relay to GSM collection modules in [199]. A ZigBee-based smart meter
is designed in [200]; it has an interface protocol implemented for star topology. A power
line communication (PLC) SoC-based watt-hour meter is reported in [201]. An ARM-based
power and power quality meter using Wi-Fi is implemented in [202]. In [202], a legacy
modem-based power meter is designed and implemented that uses a plain old telephony
network system (POTS). Another ARM-based Wi-Fi system is implemented in [203] that
augments the meter reading with control functionality. Using an ARM-based processor, a
load management and meter reading system is implemented that uses a GPRS network
in [204]. YoMo [205] is an Arduino pin compatible power meter which can use Arduino
and its eco system for implementing a smart meter. Another Arduino smart meter using
GSM as a network is reported in [206]. An Arduino-based meter that uses MATLAB as
analysis software is reported in [207]. An IoT server-based smart meter using Arduino as
a processor, ACS712 as a current sensor, and ZMPT101B as a voltage sensor is reported
in [208]. A smart meter using ESP8266 and built-in Wi-Fi is reported in [209]. The Hall
effect-based galvanic isolation sensors are employed for sensing voltage and current in an
Arduino Duo-based smart meter in [210]. Non-invasive measurements for smart metering
using Arduino or IoT are given in [211]. A Wi-Fi smart meter using ESP8266 and Arduino
Uno is reported in [212]. Arduino Yun, Arduino Uno, and ESP8266 are used to deliver
real-time measurements of a smart meter to a user, as given in [213]. An edge platform
using Jetson Nano for edge implementation communicating with Arduino Uno is reported
in [214]. A Raspberry Pi-based real-time energy IoT monitoring system is reported in [215].
A low-voltage smart meter for monitoring power quality disturbances using classification
and detection based on a single-board computer is reported in [216]. An IoT-based smart
meter for AI-based power measurement and quality assessment is reported in [217]. Table 9
further summarizes the implementations in a structured manner.

Though one can find extensive literature on smart meters employing IoT techniques,
the state of the art is usually not employed. FPGA and FPGA/SoC systems are seldom
used though the complex scenarios of modern day metrology warrant such usage, such
as to assess the energy mix, for dynamic pricing engines, for advanced signal processing
for power quality, for theft detection, and for multi-protocol conversions, to name only
a few. Though industry has developed SoC specifically for the metering, it is not used
extensively for research. Some modular platforms have also been reported by the industry,
again finding little usage. As the complexity of meteorology is evolving, the smart meters
are not employing modular architecture to cope with the increased demands and usually
employ single-function execution models, while multiple interacting functionalities might
enhance the prospects of smart energy manifold. A modular platform is also discussed
for its necessity but has not been implemented so far. Similarly, 5G networks have not
been studied for slicing in this domain though it has been reported that smart metering
generates a heterogeneous type of data with respect to network functionality. Another issue
that is not discussed frequently in the literature is that of the service architecture for smart
metering. Finally, the smart meters reported are very much measurement-agnostic devices
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which will not fare well in a modern AI-driven big data world as measurement techniques
might impact the algorithms and the quality of the measurement. For system-oriented
implementation, the measurement techniques should be considered while designing the
smart meter. Moreover, it will allow for the designing of flexible platforms that could
be well suited to a wide variety of metering applications. To sum up the point made
in this passage, the Figure 4 presents the “usage cube”, which color codes the different
combinations of technologies used by smart meter research community.

Table 9. Review of different implementations from the perspective of hardware, software, and
communications.

Reference Hardware Communication/Data Location Comments

[177] 8051 Cellular (GSM) Home Enables energy meter to transmit
data via GSM using messaging

[218] RISC (MSP430) Home Privacy preserving

[219,220] ARM (Cortex-M) Home–neighbor hood Secure communications

[221] SBC (Arduino) Cellular (GSM) Home

[222] MIPS (PIC32) Home DSP processor interface for
advanced signal processing

[223] STM32 Power line
communication Network A network design for the

smart grid

[224] ATmega32 PV modules Photovoltaic module monitoring

[225] Arm (Cortex M3) Bluetooth Home Modular smart meter with
programmable functionality

[226,227] STM32 Modular/HTTP Edge Implements PQ measurements.
Provides web interface

[228] Raspberry Pi LoRa and Blockchain Edge-Fog A secure gateway to collect smart
meter data

[229] STM 32 NB-IoT Home
Multiuser meter with sub-meter

design for independent metering,
storage, and communication

[230] - LPWAN/PLC
REST, MQTT Edge/fog/cloud API design for smart meter

data collection

[231] NB-IoT, MQTT Edge/fog/cloud NB-IoT-based smart
metering infrastructure

[232] - Wi-Fi, Cellular, MQTT Edge/cloud Smart meter data collection, AMI,
non-intrusive load monitoring

[233] SoC (ESP32) Wi-Fi, Blynk TCL Edge Theft detection

[234] ATmega32 Cellular Home/edge Security, energy management

[235] SoC (ESP8266) Cellular Home Uses Hall effect sensor

To conclude the discussion of the smart meter implementations, we present a brief
review of the various applications of smart meters. Table 10 lists some of the smart meter
data applications; the list is by no means exhaustive or even numerous. These applications
present the use cases of smart meter component usage. Load forecasting predicts the
future energy demands based on current meter readings. Theft detection uses smart
meter data to estimate the total non-technical losses, whereas anomaly detection estimates
unwarranted fluctuations in the power grid or generation. Consumer profiling gauges the
type of consumer, e.g., commercial or small industrial, from the smart meter data. Activity
detection uses energy data to predict the occupants’ daily life activities, e.g., sleeping or
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watching T.V., etc., and finally, fault detection uses measurements to detect the type and
location of fault for the protection of the grid.

Energies 2023, 16, x FOR PEER REVIEW 24 of 36 
 

 

[232] - Wi-Fi, Cellular, 
MQTT  

Edge/cloud Smart meter data collection, AMI, non-intrusive 
load monitoring 

[233] SoC (ESP32) Wi-Fi, Blynk TCL Edge Theft detection 
[234] ATmega32 Cellular Home/edge Security, energy management 
[235] SoC (ESP8266) Cellular Home Uses Hall effect sensor 

Though one can find extensive literature on smart meters employing IoT techniques, 
the state of the art is usually not employed. FPGA and FPGA/SoC systems are seldom 
used though the complex scenarios of modern day metrology warrant such usage, such 
as to assess the energy mix, for dynamic pricing engines, for advanced signal processing 
for power quality, for theft detection, and for multi-protocol conversions, to name only a 
few. Though industry has developed SoC specifically for the metering, it is not used ex-
tensively for research. Some modular platforms have also been reported by the industry, 
again finding little usage. As the complexity of meteorology is evolving, the smart meters 
are not employing modular architecture to cope with the increased demands and usually 
employ single-function execution models, while multiple interacting functionalities might 
enhance the prospects of smart energy manifold. A modular platform is also discussed for 
its necessity but has not been implemented so far. Similarly, 5G networks have not been 
studied for slicing in this domain though it has been reported that smart metering gener-
ates a heterogeneous type of data with respect to network functionality. Another issue 
that is not discussed frequently in the literature is that of the service architecture for smart 
metering. Finally, the smart meters reported are very much measurement-agnostic de-
vices which will not fare well in a modern AI-driven big data world as measurement tech-
niques might impact the algorithms and the quality of the measurement. For system-ori-
ented implementation, the measurement techniques should be considered while design-
ing the smart meter. Moreover, it will allow for the designing of flexible platforms that 
could be well suited to a wide variety of metering applications. To sum up the point made 
in this passage, the Figure 4 presents the “usage cube”, which color codes the different 
combinations of technologies used by smart meter research community. 

 
Figure 4. Usage cube for different IoT technologies for smart meters. 

To conclude the discussion of the smart meter implementations, we present a brief 
review of the various applications of smart meters. Table 10 lists some of the smart meter 
data applications; the list is by no means exhaustive or even numerous. These applications 
present the use cases of smart meter component usage. Load forecasting predicts the fu-
ture energy demands based on current meter readings. Theft detection uses smart meter 

Figure 4. Usage cube for different IoT technologies for smart meters.

Table 10. Applications of smart meter data with description of different component technologies
employed.

Application References Sensing Smart Grid Measurement Communication Protocols

Load Forecasting [236–244] Voltage, current, and
power

Aggregation at various
levels such as locality,

substation and
transmission

Cellular for aggregation of
data and local networks such

as Bluetooth for home area
data collection

Theft detection [245–251] Complex power Phasor measurement,
synchro-phasors, RAPD NB-IoT, 4G, 5G, and Wi-Fi

Anomaly detection [252–260] Complex power,
voltage, current, phase

Phasor measurement,
synchro-phasors,

waveform analysis, RAPD
Cellular and Wi-Fi

Consumer profiling [261–264] Waveform analysis Waveform analysis Cellular, Wi-Fi, ZigBee, LoRA

Activity detection [265–268] Power, voltage,
current, waveform Waveform analysis Cellular, LoRa,

Bluetooth, Wi-Fi

Fault detection [269–273] Power, voltage,
current, waveform

Waveform, power quality,
differential phasors Cellular, NB-IoT, Wi-Fi

4. Conclusions and Future Direction

The literature for smart meter implementation is vast and implements the various
technologies that are reported here. However, the implementation technologies offered by
the IoT ecosystem are not exploited fully. Firstly, the hardware utilized is usually single-
node architecture, whereas modern hardware design choices have enabled multiple small,
distributed node-based implementation, which is not yet fully exploited in the smart meter
implementations reported in the literature. Another aspect is the design of a framework,
while there are multiple solutions with regard to sensors, sensed values, pre-processing,
application area, AI algorithms, and development eco-systems, a coherent framework
that can be used as an automated solution deployment is lacking. With the advent of
smart solutions and the increasing complexity that smart metering system is expected to
handle in such smart solutions, such an automated deployment system might prove to be
useful and allow access to the ever-increasing options available to smart meter designers
with transparent complexity and portability. Similarly, newer technologies such as block
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chain, federated learning, and the vast number of measurement tools and techniques at
the disposal of academics and researchers have yet to be tapped. With the ever-increasing
complexity and energy demands, this untapped spectrum presents a great opportunity.

The suggested research gaps could lead to smart energy systems that are based on
cutting edge technologies in sensing, communication, and computation, increasing effi-
ciency and functionality. Using heterogeneous and distributed nodes with automated
design and integration would mean the usage of advanced software paradigms that allow
the handling of complex implementations. Such an integration of measurement infras-
tructure could lead to the promised benefits of smart energy systems. Additionally, the
distributed processing and sensing nature proposed by the current survey necessitates
new theoretical breakthroughs or extensions of current distributed computing research
for smart meter systems such as the one proposed in [274]. This includes agent-based,
hierarchical and managed systems, perspectives, algorithms, frameworks, etc. By allowing
cross-disciplinary theoretical interventions, novel energy applications could result in even
more novel application dimensions.

Future research in smart meter platforms clearly points towards greater functionality,
integration, and flexibility. Allowing more powerful infrastructure and intelligence in
the smart metering layer could lead to the revolution, rather than evolution, of smart
energy systems, allowing optimizations that could lead to a better environment and natural
resource usage and even better living.
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