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ABSTRACT 
Anomaly detection is a key technique for maintaining process suitability and safety; however, the 
quality of process data often deteriorates due to missing or noisy values caused by sensor mal-
functions. Such data imperfections may obscure real faults. If anomaly detection models are too 
sensitive to such abnormal data, they may cause false positives resulting in unnecessary alarms, 
which may obstruct detection of true process faults. Thus, deterioration of the quality of process 
data may affect process performance and safety. We propose a new anomaly detection method 
that utilizes graph Laplacian regularization as a loss function considering data-specific temporal 
relationships. Graph Laplacian regularization is a mathematical tool used in image processing and 
denoising to smooth data. We assume that successive process data temporally close to each other 
have similar values and maintain temporal dependencies among variables. In this study, Laplacian 
regularization imposes significant penalties when the outputs of neighboring samples lose 
smoothness, under the assumption that neighboring samples keep similar relationships. Such tem-
poral dependencies can be expressed as a graph structure and extracted with the Nearest Corre-
lation (NC) method. To demonstrate the usefulness of the proposed anomaly detection method, 
we applied it to an anomaly detection problem in a vinyl acetate monomer (VAM) process. The 
results show that the model with graph Laplacian regularization achieved higher performance than 
without graph Laplacian regularization in some fault scenarios. It was confirmed that the proposed 
method is effective for anomaly detection. 
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INTRODUCTION 
Process data frequently suffer from imperfections 

such as missing values or measurement noise due to sen-
sor malfunction. Such data imperfections pose a signifi-
cant challenge to detection of process anomalies and can 
lead to false positives or missed rare fault events. Anom-
aly detection models with high sensitivity may over-de-
tect these faults, leading to interference in detection of 
true failure events. 

Various anomaly detection methods have been de-
veloped to detect such faults, such as One-Class Support 
Vector Machine (OCSVM) and Multivariate Statistical 
Process Control (MSPC). Although these methods are 
common and widely used, they are not always applicable 

for handling complicated fault events due to incompati-
bility with time-series data or linear models [1,2]. 

An autoencoder (AE) is a nonlinear expansion of 
principal component analysis (PCA) and is a type of neu-
ral network trained so that the output becomes close to 
the input. Since MSPC is based on PCA, AE can also be 
used for anomaly detection [3].  If an AE is trained only 
on normal process data, a fault event can be detected 
when reconstruction error (RE) between the input and the 
output of AE becomes large. 

It is, however, difficult for AE, as well as other con-
ventional anomaly detection methods, to appropriately 
cope with sudden changes in process data, which may 
cause false alarms and obstruct detection of true fault 
events in processes. Thus, deterioration of the quality of 
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process data may affect process performance and 
safety. 

In order to suppress such false alarms and missed 
fault events caused by sudden changes in data and to 
improve process suitability and safety, a regularization 
term in addition to a loss function can be introduced to a 
training process of an AE model [4].  

A graph-based regularization term expresses the 
relationship between process variables and imposes a 
penalty when the relationship changes between input 
and output, which is expected to emphasize abnormal 
changes in the process data. Graph Laplacian regulariza-
tion (GLR) has attracted attention for its ability to smooth 
data, particularly for denoising image data [5], as a simple 
and useful method that can make the input data accord-
ing to a graph expressing definitions of smoothness [6-
8].  For example, the distance between pixels of image 
data can be defined as data smoothness. GLR can be ap-
plied not only to image data but to any other type of data 
as long as the data can be expressed as a graph.  

In this study, we utilize GLR for anomaly detection 
to suppress false alarms and missed fault events caused 
by sudden changes in process data. We propose a new 
anomaly detection method based on AE with GLR. In the 
proposed method, a graph-based regularization term is 
introduced when training an AE model. In addition, the 
graph-based regularization term can take the smooth-
ness of data expressed as a graph structure. 

In order to use GLR, an appropriate graph needs to 
be constructed. The proposed method adopts, as a graph 
construction method, the Nearest Correlation (NC) 
method, which is a structural learning algorithm that con-
siders correlations between variables [9]. Using GLR 
based on the NC method, it is expected that missed 
measurements and noise contained in the process data 
are automatically corrected in terms of correlations be-
tween variables, and only significant changes in process 
characteristics such as fault events are detected.  

The use of GLR with the NC method would realize a 
reliable anomaly detection model that can improve the 
efficiency and reliability of process monitoring and con-
trol in various industrial applications. 

In this study, the usefulness of the proposed anom-
aly detection method is demonstrated through its appli-
cation to simulation data of a vinyl acetate monomer 
(VAM) production process, generated by a process sim-
ulator provided by Omega Simulation Co., Ltd [10,11]. 

METHODS 

Graph Laplacian regularization 
The Laplacian is a mathematical operator that 

measures the degree of curvature or change in a func-
tion, quantifying how different the value of a function is 
from its surroundings.  

The Laplacian operator can be extended to graphs, 
in which case it is called the graph Laplacian, which is 
used to describe relationships between the nodes of a 
graph, and in particular to measure the smoothness of 
features between neighboring nodes. The graph Lapla-
cian 𝑳𝑳 can be defined as  

𝑳𝑳 =  ∆ − 𝑨𝑨                   (1) 

where 𝑨𝑨 is the adjacency matrix and  ∆ = ∑ 𝑨𝑨𝑖𝑖𝑖𝑖𝑗𝑗  is the or-
der matrix.  

GLR is a technique that uses the graph Laplacian to 
impose smoothness constraints on a model. Particularly, 
it allows the model to take the graph structure into ac-
count by adding a penalty so that the differences in out-
put values between neighboring nodes become small.  
Although GLR has been mainly used in image processing, 
it can be used for any type of data if the relationship 
among variables can be expressed as a graph, such as 
similarity among variables, rules that variables must fol-
low, or temporary relationships among variables in time-
series data. 

It is assumed that the numbers of data samples and 
variables are 𝑁𝑁 and 𝑀𝑀, respectively, 𝒙𝒙𝑖𝑖 ,𝒙𝒙𝑗𝑗 ∈ ℝ𝑁𝑁are the 𝑖𝑖th 
and the  𝑗𝑗 th variables of the data matrix 𝑿𝑿 ∈ ℝ𝑁𝑁×𝑀𝑀 , and  
𝐴𝐴𝑖𝑖𝑖𝑖 is the similarity or the strength of connection between 
𝑥𝑥𝑖𝑖 and  𝑥𝑥𝑗𝑗. Here, 𝐴𝐴𝑖𝑖𝑖𝑖 is the (𝑖𝑖, 𝑗𝑗) element of the adjacency 
matrix 𝑨𝑨 ∈ ℝ𝑀𝑀×𝑀𝑀 of the graph. For the predictions 𝒚𝒚𝑖𝑖 ,𝒚𝒚𝑗𝑗 ∈
ℝ𝑁𝑁  from 𝒙𝒙𝑖𝑖 ,𝒙𝒙𝑗𝑗  and the matrix 𝒀𝒀 ∈ ℝ𝑁𝑁×𝑀𝑀  containing them, 
the regularization term 𝑅𝑅 based on GLR is defined by the 
following equation: 

𝑅𝑅 =  
1
2 � 𝐴𝐴𝑖𝑖𝑖𝑖�𝒚𝒚𝑖𝑖 − 𝒚𝒚𝑗𝑗�

2
𝑀𝑀

𝑖𝑖, 𝑗𝑗=1

= �𝒚𝒚𝑖𝑖

𝑀𝑀

𝑖𝑖=1

𝒚𝒚𝑖𝑖∆𝑖𝑖,𝑖𝑖 −�𝒚𝒚𝑖𝑖𝒚𝒚𝑗𝑗𝐴𝐴𝑖𝑖𝑖𝑖

𝑀𝑀

𝑖𝑖=1

 

=  Tr(𝒀𝒀∆𝒀𝒀𝑇𝑇) − Tr(𝒀𝒀𝒀𝒀𝒀𝒀𝑇𝑇)           (2)    

        =  Tr(𝒀𝒀𝒀𝒀𝒀𝒀𝑇𝑇) 

By adding this regularization term to the loss func-
tion when training the AE model, the similarity among the 
data can be considered to be within the model. 

Nearest Correlation method (NC method) 
To use GLR, a suitable graph needs to be con-

structed from the data. In this study, we utilize the NC 
method.  

 The NC method was originally proposed as a way 
to detect multiple samples that have similar correlations 
with the target sample. An illustrated example of the NC 
method is shown in Figure 1. 

𝑁𝑁 samples are given and a zero matrix 𝑺𝑺 ∈ ℝ𝑁𝑁×𝑁𝑁 is 
set up. Here, a target sample is 𝒙𝒙𝟏𝟏 ∈ ℝ𝑀𝑀. First, 𝒙𝒙𝟏𝟏 is trans-
lated to the origin of the space, that is, 𝒙𝒙𝒊𝒊′ = 𝒙𝒙𝒊𝒊 − 𝒙𝒙𝟏𝟏  and 
𝒙𝒙𝟏𝟏′ = 0. Then, correlation coefficients are calculated for 
all possible pairs of samples except 𝒙𝒙𝟏𝟏′ , such as 𝒙𝒙𝟐𝟐 −
𝒙𝒙𝟑𝟑, 𝒙𝒙𝟐𝟐 − 𝒙𝒙𝟒𝟒,⋯. A weight of 1 is assigned to the pair when 
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its correlation coefficient exceeds a predefined threshold 
of 𝛾𝛾. For example, in Fig. 1, samples 𝒙𝒙𝟐𝟐 and 𝒙𝒙𝟔𝟔, 𝒙𝒙𝟑𝟑 and 𝒙𝒙𝟒𝟒 
correspond to pairs with high correlation coefficients. 
That is, 1 is added to 𝑺𝑺𝟐𝟐,𝟔𝟔, 𝑺𝑺𝟔𝟔,𝟐𝟐, 𝑺𝑺𝟑𝟑,𝟒𝟒 and 𝑺𝑺𝟒𝟒,𝟑𝟑. This process 
is repeated until all samples have become the target 
sample. Finally, the matrix 𝑺𝑺  represents the similarity 
among samples from the viewpoint of correlation. In this 
study, the obtained matrix 𝑺𝑺  has integer values greater 
than or equal to 0, which is then transformed into an un-
weighted matrix consisting only of elements 0 and 1, with 
all positive values being 1. The resulting matrix is used as 
the adjacency matrix 𝑨𝑨 of the graph for GLR.  

 
Figure 1. Image of NC method 

Proposed method (NCGLR-AE) 
In this study, we propose a new anomaly detection 

method, referred to as NCGLR-AE, which uses GLR and 

 
Figure 2: Schematic diagram of the proposed anomaly detection method   

 

 
Figure 3: RE in VAM process with MAL3  

 
(left: Normal, center: RBF, right: NC)  

 
Figure 4: RE in VAM process with MAL4 

(left: Normal, center: RBF, right: NC) 
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NC methods during AE training. A schematic diagram of 
the proposed method is shown in Figure 2. In AE, the in-
put 𝑿𝑿 compress the information into latent variables 𝒁𝒁 via 
an encoder. 𝒁𝒁 is then restored to output 𝒀𝒀 via a decoder. 
A graph is created by the NC method with the data vari-
ables as nodes from the data matrix 𝑿𝑿. It can be trans-
formed into the GLR 𝑅𝑅 and the AE training is performed 
with the loss function, defined as  

loss = mean((𝑿𝑿 − 𝒀𝒀)2) + 𝛼𝛼𝛼𝛼  (3) 

where 𝛼𝛼 is a regularization weight. 
RE between the input and the output of the trained 

AE is defined as the anomaly score. A control limit is set 
as the value at which 𝛽𝛽 % is normal with respect to the 
abnormality score of the training data consisting of nor-
mal data only, and the abnormality score calculated from 
process data. The data are regarded as abnormal only 
when the abnormality score exceeds the control limit. 

The model training procedure of the proposed 
method is described as follows: 

1. Divide the training data 𝑿𝑿 ∈ ℝ𝑁𝑁×𝑀𝑀  into training and 
validation data so that the order of the time-series 
does not change.  

2. Extract data 𝑿𝑿𝑡𝑡 ∈ ℝ𝐵𝐵×𝑀𝑀 for a batch size 𝐵𝐵. 

3. Calculate adjacency matrix 𝑨𝑨𝑡𝑡 ∈ ℝ𝑀𝑀×𝑀𝑀 using the NC 
method for the variable direction of 𝑿𝑿𝑡𝑡. 

4. Input 𝑿𝑿𝑡𝑡 into AE and obtain output 𝒀𝒀𝑡𝑡 ∈ ℝ𝐵𝐵×𝑀𝑀.  

5. Calculate 𝑳𝑳𝑡𝑡 ∈ ℝ𝑀𝑀×𝑀𝑀 from 𝑨𝑨𝑡𝑡 and GLR 𝑅𝑅𝑡𝑡 from 𝑳𝑳𝑡𝑡 ,𝒀𝒀𝑡𝑡. 

6. Calculate the loss function of AE from 𝑿𝑿𝑡𝑡. 

7. Extract next data for the next batch size. 

8. Repeat steps 3-7 until the validation loss converges.  

9. Define the value at which 𝛽𝛽 %  of the abnormality 
scores for the training data are normal as the control 
limit. 

CASE STUDY 

Dataset 
Simulated process data generated from the vinyl ac-

etate monomer (VAM) process model was used to assess 
the performance of the anomaly detection model trained 
by the proposed method. Forty hours of the VAM process 
operation data were generated, which included situations 
where sudden malfunctions occurred 33 hours after the 
start of measurement. The first 30 hours of data were 
used for training and the remaining 10 hours for testing. 
To validate the performance of the model for different 
types of faults, test data were prepared, including six dif-
ferent faults: faults MAL01 and MAL02, which reduced 
the feed composition of feedstock ethylene and acetic 

acid, respectively; MAL03 and MAL04 are malfunctions 
that reduced the feed pressure of the feedstock ethylene 
and oxygen, respectively; MAL09 and MAL10 are faults 
that changed the temperature and pressure of the cool-
ing water, respectively. Sixty-two process variables in 
the VAM process, measured every 10 seconds, include 
pressure and flow rate values. 

How to train models and determine 
thresholds 

We employed an autoencoder (AE) as the model for 
anomaly detection, with a one-layer encoder and a one-
layer decoder, and the number of units in the middle layer 
(30) and the batch size (100) were kept constant for all 
comparison models. 

Taking advantage of the characteristics of time-se-
ries data, the graph was constructed under the assump-
tion that data close in time have close values. To calcu-
late the correlations between variables of temporally 
close data, a graph was constructed using the NC 
method with the variables as nodes. The GLR was calcu-
lated from the adjacency matrix of the graph and added 
to the loss function during batch training of AE. When val-
idation loss did not decrease for five consecutive times, 
loss was considered to have converged and AE training 
was terminated.  

In this study, we used “reconstruction error (RE)” as 
the anomaly score. RE is the square of the error between 
the input and output values.  

In order to compare the performance differences 
between the graph construction methods, a Gaussian 
(Radial Basis Function; RBF) kernel, which calculates sim-
ilarity based on the distance between two points, was 
employed in addition to the NC method. The Gaussian 
kernel is calculated by the following equation: 

𝐴𝐴𝑖𝑖𝑖𝑖 = �
1,      exp �− �𝑥𝑥𝑖𝑖−𝑥𝑥𝑗𝑗�

2

2𝜎𝜎2
� > 0.99

0,      exp �− �𝑥𝑥𝑖𝑖−𝑥𝑥𝑗𝑗�
2

2𝜎𝜎2
� ≤ 0.99

             (4) 

where 𝜎𝜎 is a hyperparameter that adjusts how far away 
data can be and still be considered similar; if 𝜎𝜎 is large, a 
wide range of data points are considered similar. In this 
case, 𝜎𝜎 was set to 10. 

 Results 
In this study, we used “False Alarm Rate (FAR)”, 

“Missing Alarm Rate (MAR)” and “Detection Latency 
(DL)” as evaluation indicators. The definitions of FAR 
and MAR are given in the following equations: 

 𝐹𝐹𝐹𝐹𝐹𝐹 = 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆

× 100  (5) 

𝑀𝑀𝑀𝑀𝑀𝑀 = 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆

× 100  (6) 

FAR indicates the percentage of samples judged to 
be abnormal in the normal data before a fault event 
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occurred. The lower this indicator, the fewer false detec-
tions of abnormalities. MAR indicates the percentage of 
anomaly data that are incorrectly determined as normal 
after a fault event occurred. A lower MAR means that 
anomaly is correctly detected. DL is the time required 
from the occurrence of a fault event to its detection. DL 
should be small from the viewpoint of early detection of 
faults. 

Anomaly detection results for each anomaly sce-
nario are shown in Table 1. The best value for each set of 
test data is shown in bold. 

The models with GLR demonstrate significant per-
formance improvements in many anomaly patterns, par-
ticularly when graphs were constructed using the NC 
method. For MAL02, MAL03, and MAL10, the number of 
false positives was reduced by applying GLR. This indi-
cates that unnecessary alarms were appropriately sup-
pressed, which is expected to reduce operator burden 
and improve work efficiency. 

Figure 3 shows an enlarged view of the MAL03 ab-
normal score around the normal data. There are several 

points where the threshold value is exceeded only when 
GLR is not applied. One possible reason is that the anom-
aly score fluctuates significantly due to noise when GLR 
is not applied. This suggests that GLR was effective in 
removing noise from process data, and that noise re-
moval may enable stable calculation of abnormality 
scores. 

For MAL04 and MAL09, the smallest MAR was 
achieved with the NC method. Figure 4 shows the MAL04 
anomaly score, indicating that the fault event was incor-
rectly detected without GLR. On the other hand, GLR ac-
curately detected the occurrence of the faults. It is con-
cluded that consideration for the correlation between 
variables during the training process enabled the accu-
rate detection of fault events. In addition, these results 
also showed that GLR is useful for time-series data pro-
cessing. 

MAL01 and MAL10, however, had performances that 
were the same regardless of GLRs, or even better when 
GLRs were not used. As such, there may be room for im-
provement in the proposed model.   

Table 1: Anomaly detection results for each anomaly scenario. The best value for each test data is shown in 
bold. 

Malfunction Model FAR [%] MAR [%] DL [s] 

MAL 

-    

RBF    

NC method    

MAL 

-    

RBF    

NC method    

MAL 

-    

RBF    

NC method    

MAL 

-    

RBF    

NC method    

MAL 

-    

RBF    

NC method    

MAL 

-    

RBF    

NC method    
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CONCLUSION 
In this study, an anomaly detection model incorpo-

rating graph Laplacian regularization created by the NC 
method is proposed. Based on the process that data 
points close in time have close values, it was possible to 
construct an anomaly detection model that utilizes the 
properties of time-series data. 

The addition of the regularization term successfully 
improved the anomaly detection rate for many sets of 
anomaly simulation data compared to cases without the 
regularization term, and the correlation-aware NC 
method was effective in detecting anomalies with higher 
accuracy. 

In the future, validation against real data and verifi-
cation of accuracy will be carried out in order to enable 
more accurate anomaly detection. In addition, although 
this study was only validated on AE, future validation will 
be done on other deep-learning models. 
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