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ABSTRACT

Maintaining operational efficiency while ensuring safety is a longstanding challenge in industrial
process control, particularly in high-risk environments. This paper presents a novel Dynamic Risk-
Informed Explicit Model Predictive Control (R-eMPC) framework that integrates safety and oper-
ational objectives using probabilistic constraints and real-time risk assessments. Unlike traditional
approaches, this framework dynamically adjusts safety thresholds based on Bayesian updates,
ensuring a balanced trade-off between reliability and efficiency. The validation of this approach is
illustrated through a case study on tank level control, a safety-critical process where maintaining
the liquid level within predefined safety limits is paramount. The results demonstrate the frame-
work’s capability to optimize performance while maintaining robust safety margins. By emphasiz-
ing adaptability and computational efficiency, this research provides a scalable solution for inte-
grating safety into real-time control strategies for similar process systems.

Keywords: Model predictive control, Bayesian risk analysis, Dynamic risk assessment, Safety-aware control,
Multi-parametric programming, Chance-constrained programming

INTRODUCTION

Industrial operations, particularly in chemical plants,
carry an inherent risk of catastrophic incidents, posing
threats to both human safety and the environment [1].
These risks have driven extensive research and the de-
velopment of systematic methods to enhance process
functional safety [2]. While traditional safety measures,
such as Hazards and Operability analysis and fault tree
analysis [3], have significantly contributed to accident
prevention, the increasing complexity of industrial pro-
cesses necessitates advanced optimization, control, and
machine learning techniques capable of integrating
safety and performance objectives seamlessly [4,5].

Traditional Model Predictive Control (MPC) frame-
works, though widely adopted, rely on rigid constraints
to enforce safety, often leading to overly conservative
operations [6]. Recent efforts have explored merging
safety principles with MPC through adaptive, learning-
based [7], and probabilistic approaches [8,9]. However,
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these methods often fall short in dynamically quantifying
and updating risk parameters in real time, limiting their
applicability in highly dynamic and uncertain environ-
ments [10].

This paper addresses these gaps by introducing the
Dynamic Risk-Informed Model Predictive Control (R-
eMPC) framework. Inspired by dynamic risk-based de-
sigh and optimization principles [11], R-eMPC incorpo-
rates Bayesian updates and chance-constrained pro-
gramming to dynamically adjust safety thresholds along
a receding horizon [12]. This integration ensures a robust
balance between safety and operational efficiency while
responding to real-time process variations. The pro-
posed framework is systematically applied to a tank-level
control case study, demonstrating its potential for scala-
ble and adaptive safety-critical applications.

The remainder of this paper is organized as follows:
Section 2 introduces the case study, providing the con-
text and system dynamics for evaluating the proposed
framework. Section 3 details the R-eMPC methodology
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and demonstrates its sole application to the case study
of tank level control. Section 4 present results and dis-
cusses the implications of the framework, while Section
5 concludes with key findings and outlines potential fu-
ture research directions.

TANK-LEVEL CONTROL CASE STUDY

The tank level control system serves as a repre-
sentative case study to evaluate the proposed R-eMPC
framework (Figure 1). In industrial operations, precise
regulation of the liquid level within a storage tank is cru-
cial to prevent safety-critical incidents. Overflow scenar-
ios may result in hazardous spills with severe environ-
mental and operational consequences, while underflow
conditions can disrupt downstream processes, leading to
inefficiencies and potential system failures. The inherent
dynamics and uncertainty associated with this system
make it an ideal testbed for assessing the efficacy of the
proposed methodology.
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Figure 1. The schematic of the tank-filling system

The control system is designed to manage the liquid
level by regulating the inflow, while the outflow is gov-
erned by the tank's current level and outlet characteris-
tics. The system dynamics are mathematically described
as:

dh(t)  Qun(t) — Qoue(t) + w(t) M
dt A A

where

h(t) represents the liquid level

Qin(t) represents the inflow

Qout (t) represents the outflow

A represents the cross-sectional area of the tank

w(t) captures external disturbances that influence
the system. The primary control objective is to maintain
h(t) within predefined safety limits while optimizing
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operational performance, even in the presence of uncer-
tainties and dynamic variations.

The choice of the tank level control system as a case
study is motivated by its direct relevance to the chal-
lenges of managing safety-critical processes under dy-
namic and uncertain conditions. This system exemplifies
the interplay between operational constraints and safety
requirements, where deviations in liquid levels can result
in hazardous overflows or disruptive underflows. Tradi-
tional control strategies, which often rely on static con-
straints, struggle to accommodate real-time disturb-
ances, leading to conservative or infeasible operations.
By applying the R-eMPC framework, this study aims to
bridge this gap by integrating dynamic risk assessment
and probabilistic constraints into the control process.
The framework’s ability to adaptively balance safety and
efficiency under varying conditions underscores its po-
tential for broader applications in safety-critical process
control.

RISK- INFORMED EXPLICIT MPC
FRAMEWORK

In this section, we introduce a stochastic control
framework as an extension to 'Dynamic Risk-based De-
sign and Control Optimization framework' developed in
[11]. This framework serves as a comprehensive ap-
proach for the seamless integration of safety and control
elements, achieved through the dynamic inclusion of risk
factors within a controller optimization framework. This
unique approach facilitates real-time monitoring of risk
levels and the implementation of adaptive control strate-
gies. The ensuing section provides a step-by-step eluci-
dation of the procedural aspects of this framework.

The R-eMPC framework under discussion repre-
sents a nuanced and adaptive approach to address the
complexities inherent in managing uncertain systems.
This innovative paradigm seamlessly blends several piv-
otal elements. Firstly, it employs a Receding Horizon MPC
strategy, continuously optimizing control inputs while
considering the dynamics of the evolving system. Sec-
ondly, it introduces a dynamic probabilistic constraint,
strategically integrating real-time risk management into
the control framework to maintain system operation
within predefined risk thresholds. Complementing this, a
Bayesian update mechanism is seamlessly incorporated,
allowing for the dynamic adaptation of these risk thresh-
olds based on live system observations. This integrated
approach represents a comprehensive strategy that not
only prioritizes safety but also enables the system to
adaptively optimize its performance within the realm of
uncertainties—a pragmatic and adaptable solution for
contemporary engineering challenges. The implementa-
tion of the framework is given below:

R-eMPC:
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Bayesian update (time step t out of pre-

diction horizon k) (2f)

P[Event|x(t + 1)] = L(x(¢)) * P[Event|x(t)]

where P is terminal weight, QR and R are controller
weights, OH and CH are output and control horizons, N
represents the terminal step of the prediction horizon,
superscript R is setpoint, t represents the time step for
the entire operation of the controller, where at each step,
the Bayesian update is applied to refine risk estimates
dynamically. The function f(x;) represents the loss func-
tion for safety, which penalizes unsafe behaviors and is
formulated based on the specific system under consid-
eration. The details of its selection and impact are dis-
cussed in the subsequent section [17] (in (7a)). L is the
likelihood function (detailed by [18]). x, y, u represent the
state, output and input vectors respectively. Here, x; cor-
responds to the system state at prediction horizon k,
while x(t) denotes the state at each time step t within the
receding horizon framework. The index k represents the
prediction step within the optimization window of the re-
ceding horizon MPC. At each time step t, the controller
solves an optimization problem over the prediction hori-
zon, updating the control inputs accordingly.

Event represents the occurrence of a failure sce-
nario or an undesirable event within the system. It can be
defined using mathematical expressions or conditions
that capture the event of concern. For instance, in engi-
neering, the event might relate to a variable exceeding a
certain threshold. ¢, is the threshold value denotes the
acceptable level of risk associated with the event. It
quantifies the maximum probability at which the event
can occur without exceeding acceptable risk levels. The
choice of ¢, reflects the trade-off between safety and
system performance, with lower values indicating a lower
tolerance for risk. The probability constraint is handled
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via chance-constrained programming by obtaining its de-
terministic approximation [14] (more description in Eqgs
(5) and (8)).

TANK-LEVEL CONTROL:
IMPLEMENTATION, RESULTS &
DISCUSSIONS

The proposed R-eMPC framework was applied to
the tank-level control system to validate its efficacy in
maintaining safety-critical constraints while optimizing
performance.

Step 1: High Fidelity Dynamic Modeling

The system dynamics were modeled using mass
balance equations, where the liquid level h(t) was regu-
lated by controlling the inlet flow rate Q;,(t). The outlet
flow rate Q.. (t) was assumed proportional to the current
liquid level, modeled as Q,.:(t) = k h(t), with k as the pro-
portionality constant. External disturbances
w(t) ~ N (0,0.5), were introduced to simulate uncertain-
ties, making the control problem more realistic. The re-
sulting high-fidelity model from Eq. (1) is expressed as
follows:

dh(t)  —kh(t)  Qum(t) & w(D) (3)
dt ~— A A A

Step 2: Model Reduction

To facilitate the design of an optimal control strat-
egy, the high-fidelity dynamic model was simplified into
alinear state-space representation. This reduction is typ-
ically performed using system identification tools for
nonlinear systems to derive an approximate representa-
tion that facilitates control design. However, since our
system is inherently linear, we can directly express the
linear state-space model as:

k 1 1
B+ 1) = (1= 2) D + £ 0@ + 7w “

Step 3: Risk Modeling via Safety Constraints

Risk modeling was incorporated via probabilistic
constraint.

P[h(t) > himax] < € (5)

The probabilistic constraint ensured that the liquid
level remained below the maximum allowable height
(hmax = 8 m) with a predefined risk tolerance (e,). To en-
sure computational feasibility, the probabilistic constraint
was converted to a deterministic equivalent using
chance-constrained programming. Assuming h(t) follows
a normal distribution with mean u, and standard deviation
o, the reformulation yielded:
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h(t) < hipax + (2:0,) (6)

where z, = @ 1(€,) represents the z-score corre-
sponding to the risk tolerance, and (p_1 is the inverse cu-
mulative distribution function of the standard normal dis-
tribution. This deterministic form simplifies the inclusion
of the constraint in the optimization problem [14].

Step 4: Risk Informed Explicit Model
Predictive Controller

The control objective was to minimize deviations
from the setpoint hy, = 6.4 m while penalizing safety vio-

lations using an inverted normal loss function (INLF) [17].
The optimization problem was expressed as:

o§—:1 ((( )2) ) (7a)
min, J = h; — hgy,)") + INLF (h;, hy,)
& 14 14
s.t.
k 1 1
h(i+1) = (1—Z)h(i) + (Z) Qun (D) + (Z)w(i) (7b)
0 < (i) < hyax (7¢c)
P(4h > 0|t) < €, (7d)
Bayesian Update:
P[Ah > 0]t + 1] = L(h(t)) * P[AR > 0]t] (7e)

Bayesian update is calculated out of the optimiza-
tion problem before rolling into the next time step in the
horizon. The likelihood function being used in Bayesian
update is of the functional form that supports the proba-
bilities in the direction of minimal difference between the
instantaneous state and the set-point.

(h(t) — hsp)z
R

The deterministic reformulation of the risk-informed
problem is solved using multi-parametric programming,
with the initial state hy, and the parameter (z.0;) varying
within the range of -3 to +3. This approach enables the
explicit computation of control laws as functions of the
varying parameters, facilitating efficient real-time imple-
mentation while ensuring robust performance under the
prescribed risk tolerance. The resulting explicit control
map (Figure 2) provide a precomputed map, which can
be efficiently used to calculate the optimal solutions for
the entire parameter space, ensuring real-time applica-
bility and robust performance under the prescribed risk
tolerance [15,16].

The results obtained from the proposed framework
provide valuable insights into the behavior and limitations
of the control strategies under varying scenarios. Initially,
the system was tested with a standard hard-constrained
Akundi et al. / LAPSE:2025.0323
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MPC, enforcing the liquid level to strictly adhere to

h(t) € hpay- For the first seven-time steps t = 7, the
controller maintained the liquid level within the permissi-
ble range, effectively keeping the system stable. How-
ever, as shown in Figure 2, the strict nature of the con-
straint led to infeasibility at t = 7, causing the MPC to
fail. Upon failure, the system reverted to an open-loop
response, resulting in uncontrolled deviations where the
liquid level rapidly exceeded R,p,g4y- This behavior illus-
trates the rigidity of hard constraints, which, while effec-
tive in maintaining safety under ideal conditions, lack the
robustness to handle uncertainty and disturbances ef-
fectively.

(z.0,) parameter
|
-
L

0 2

;'hn (initial slale)é é 10

Figure 2. Explicit Control law map of Tank level control

Tank Level (h)

= Smoothed Hard-Constrained MPC
--- Maximum Level (h_max = 8)
--- Setpoint (h_sp = 6.4)

== Transition to Open Loop (t=7)
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Figure 3. Liquid level evolution under hard-constrained MPC

Recognizing the limitations of a hard-constrained
approach, the framework was extended to include prob-
abilistic constraints. By introducing a predefined risk tol-
erance (e.), the system gained the ability to handle un-
certainties more flexibly. Probabilistic constraints al-
lowed for occasional controlled violations of Ry, 4, Within
the acceptable bounds of risk. As depicted in Figure 3,
this approach alleviated the infeasibility issues observed
with hard constraints, enabling the controller to operate
continuously. However, while the liquid level was better
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regulated, noticeable excursions beyond Rp,g, OC-
curred. These excursions highlight the trade-off inherent
in probabilistic constraints: a reduction in controller in-
feasibility at the expense of occasional deviations be-
yond safety limits. This raised the need for further refine-
ments to address these excursions effectively.

Liquid Level (h)

Closed Loop Evolution
--- Maximum Level (h_max = 8)
04 ---- Setpoint (h_sp = 6.4)

0 5 10 15 20 25 30 35 40 45

Figure 4. Liquid level evolution under probabilistic constraints

To mitigate the deviations observed in the probabil-
istic MPC, Bayesian updates and safety-aware objectives
were incorporated into the control strategy. Bayesian up-
dates dynamically adapted the risk tolerance (e,) based
on real-time deviations from the setpoint h, = 6.4 m. The
likelihood of deviations was quantified using a functional
form that penalized large deviations while favoring ad-
herence to the setpoint. Simultaneously, safety losses
were added to the objective function to ensure a direct

penalty for violations of R, effectively steering the
system toward safer operation.

The effectiveness of this enhanced framework is
evidentin Figure 4, where the liquid level remained closer
to hgp,, with significant reductions in excursions beyond

Rnax- Notably, when deviations beyond Ry, 4, did oc-
cur, the system rapidly adapted its behavior, a capability
driven by the dynamic nature of the Bayesian updates.
This is further supported by the risk tolerance evolution
shown in Figure 5, where ¢, sharply decreased during pe-
riods of significant deviations, indicating increased cau-
tion, and subsequently recovered as the system stabi-
lized. This adaptive response underscores the robust-
ness of the framework in balancing performance and
safety under uncertainty.

The comparison of the control strategies highlights
the progressive improvement offered by each enhance-
ment. The transition from hard-constrained MPC to prob-
abilistic constraints reduced infeasibility but introduced
the challenge of controlling safety violations. The inte-
gration of Bayesian updates and safety-aware objectives
addressed these challenges by dynamically adapting risk
tolerance and penalizing safety violations, ensuring com-
pliance with safety requirements while optimizing system
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performance. Together, these results demonstrate the
proposed R-eMPC framework's ability to provide a ro-
bust, adaptive, and computationally efficient solution for
managing safety-critical systems under uncertain envi-
ronments.

o

-

Tank Level (h)

Smoothed States with Risk Integration
--- Maximum Level (h_max = 8)
04 ---- Setpoint (h_sp = 6.4)

) 5 10 15 20 25 30 35 40 45
Time

Figure 5. Liquid level evolution with Bayesian updates and
safety losses
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Figure 6. Risk tolerance evolution under Bayesian updates

CONCLUDING REMARKS

In conclusion, the proposed R-eMPC framework
demonstrated its efficacy in addressing the critical chal-
lenges associated with balancing safety and perfor-
mance in a safety-critical system under uncertainty.
Through a structured progression of enhancements,
starting with a conventional hard-constrained MPC, we
identified its inherent limitations in handling disturbances
and uncertainties, which resulted in system infeasibility
and subsequent failure.

By introducing probabilistic constraints, the frame-
work gained flexibility, allowing for controlled risk while
maintaining continuous operation. However, the excur-
sions beyond the safety limit highlighted the need for fur-
ther refinement. The incorporation of Bayesian updates
and safety-aware objectives marked a significant step
forward, dynamically adapting risk tolerance in real time
and penalizing safety violations directly in the objective
function. This adaptive capability resulted in substantial
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improvements, as the system successfully managed un-
certainties while keeping safety-critical constraints in
check.

The results underline the importance of incorporat-
ing probabilistic considerations and adaptive mecha-
nisms in modern control frameworks. The R-eMPC ap-
proach not only mitigated infeasibility but also demon-
strated robustness and resilience in handling uncertain
conditions, ultimately maintaining safety and improving
operational efficiency. These findings highlight the po-
tential of the proposed framework as a powerful tool for
safety-critical applications, paving the way for future ad-
vancements in adaptive and uncertainty-aware control
methodologies.
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