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Abstract: This work proposes and develops an implementation of a fault location method to provide
a fast and resilient protection scheme for power distribution systems. The method analyzes the
transient dynamics of traveling waves (TWs) to generate features using the discrete wavelet transform
(DWT), which are then used to train several graph convolutional network (GCN) models. Faults are
simulated in the IEEE 34-node system, which is divided into three protection zones (PZs). The goal is
to identify the PZ in which the fault occurs. The GCN models create a distributed protection scheme,
as all nodes are able to retrieve a prediction. Given that message-passing between nodes occurs both
during training and in the execution of the model, the resiliency of such schemes to communication
losses was analyzed and demonstrated. One of the models, which only uses voltage measurements,
was implemented on a Texas Instruments F28379D development board. The execution times were
monitored to assess the speed of the protection scheme. It is shown that the proposed method can
be executed in approximately a millisecond, which is comparable to existing TW protection in the
transmission system. For experimental purposes, a DWT-based detection method is employed. A
design of a setup to playback TWs using two development boards is also addressed.

Keywords: power system protection; fault location; traveling wave; discrete wavelet transform;
graph convolutional networks; embedded real-time systems; digital signal processing

1. Introduction

In recent years, there has been a significant effort to increase the penetration of smart
devices into the US electric grid. The modernization of the grid increases its reliability
and security, and it will help address the challenges that the integration of distributed
energy resources, electric vehicles, and energy storage into the grid will pose in a near
future [1]. Regarding power system protection, most recent advances depend on the
integration of additional communication among the several layers of protection devices [2],
and on the development of advanced approaches that work under the scenarios of the
high penetration of inverter-based resources [3]. However, there are still no commercial
relays available in the market that employ any type of artificial intelligence (AI) technique.
In addition, the deployment of ultra-fast protection based on traveling waves (TWs) is
reduced to the transmission level [4], while the distribution level still depends on legacy
overcurrent devices that require several milliseconds to operate [5]. Numerous studies have
embraced the task of developing new protection schemes using TWs for power distribution
systems [6], however, none have proven to work on real large-scale systems, or that they
can be successfully deployed on embedded devices and run a location method within a
reasonable execution time. Some attempts at using TWs for distribution systems are arising
at a research scale [7], but no commercial devices exist at the moment. The goal of this
work is to design and experimentally validate a fault location method that is able to operate
within the time and memory constraints of an industry-grade embedded device.
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2. Background

The deployment of TW-based protection relays has revolutionized the field of power
system protection at the transmission level. The TW phenomenon is produced when
a fault occurs in the system and there is a sudden movement of the electrical charges
among the conductors. This electrical shock produces a wave—the “Traveling Wave”—
that propagates through the system at almost the speed of light. The TW is reflected and
refracted as it encounters impedance discontinuity points [8,9]. In addition, as the TW
propagates through transmission or distribution lines, the line impedance produces the
attenuation and distortion of the signal [10].

The approaches from TW transmission line protection are typically based on the
detection of the incoming signals and the measurement of the time differences between
arrivals to calculate a distance. This can be achieved in a single-ended approach, in which
the time lag between successive reflections [11] is used to calculate the location, or in a
double-ended approach that calculates the TW arrival time differences in devices located at
both ends of the lines [12,13].

Commercially available TW relays are based on these principles. The reference in [14]
explained the algorithm for the TW arrival time detection and the basics of single- and
double-ended protection. The work in [15] introduced the signal processing stage to
retain just the high-frequency components of the wave, and the different internal elements
that calculate the direction of the incoming TW and the fault location. The work in [16]
compared the execution time of the TW relays against conventional protection schemes
for some real fault cases. The TW relays estimate the fault location in approximately 1–2
milliseconds in most cases, while conventional fault location methods take approximately
16 milliseconds.

Some machine-learning/deep-learning (ML/DL) approaches that use TW for trans-
mission lines’ protection have been proposed, but there are no field implementations. For
example, the discrete wavelet transform (DWT) was employed in [17,18] to extract features
and then train a model for fault location and classification based on neural networks. On
the distribution side, there are many proposed methods that use TW data to retrieve the
fault location. There are some works that use time arrival differences between consecutive
reflections [19], while others study the frequency content on the propagated waves and the
characteristic of the system to retrieve the faulty line [20,21]. However, given the number
of interconnections in distribution systems, the large number of wave reflections makes the
employment of ML/DL techniques necessary to identify non-obvious patterns [6].

Due to the attenuation and distortion effect, the TW frequency components will be
significantly affected by the propagation path that the wave follows. Therefore, the wave
frequency spectrum provides a unique signature that is related to the fault location. For this
reason, many approaches use a time–frequency decomposition to analyze the TW frequency
components. The works in [22,23] used the continuous wavelet transform (CWT) for this
purpose, while [24,25] opted for discrete WTs. The reference [26] used the S-transform
instead. Afterwards, the extracted features are used as inputs for the ML/DL models.
Nevertheless, other techniques can be used for feature extraction: the method in [27,28]
studies the signal disturbances using dynamic mode decomposition (DMD), while the
work in [29] employed mathematical morphology, a time domain filter. Both of these works
selected random forest as the predictor.

Some recently developed methods use graph neural networks (GNNs), a method that
achieves significant accuracies as both measurements and system topological information
are used to provide a prediction [30]. The work in [31] proposed a distributed protection
scheme that combines graph convolutional networks (GCNs), the most widely used type
of GNNs, and TWs to predict the fault zone in the IEEE 34 nodes system. The reported
accuracy is larger than 94%. The proposed approach is based on GCNs.

All these previously presented models are successful, but in the literature, there
are barely any cases of methods that have been implemented in embedded devices—the
processing unit of protective relays—and tested for their computation speed, accuracy, and
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reliability-critical factors in power system protection. Only a few hardware implementation
attempts have been made, but none of them reported the computational time of the codes [7]
or used TW detection [32]. With this background, the contributions of this paper are:

• Designing a distributed fault location algorithm that achieves reasonably good accu-
racy while observing the memory constraints of a commercial embedded device.

• Implementing the aforementioned algorithm in an embedded device in a way that the
execution time is similar to commercially available TW relays.

• Analyzing the method’s resiliency to failed communication messages between devices.
• Proposing a TW playback fault testing bench with two microcontrollers for the experi-

mental validation of the location method on actual measured TWs.

3. The Device

The selected development board is the Texas Instruments F28379D Delfino Experi-
menter Kit (TMDSDOCK28379D), which has two 32-bit CPUs that run at a maximum clock
frequency of 200 MHz. The amount of available RAM memory is 204 kB, which is used for
storing the code and the variables. The ADC resolution is either 12-bits in single mode or
16-bits in differential mode. For this work, single mode is used.

This board includes some advanced computing libraries with optimized implemen-
tations of some basic functions that allow for faster computation. The floating point unit
(FPU) has optimized functions to perform convolutions, which is essential for the filtering
in the signal processing stage. This same library also has optimized functions to perform
matrix multiplications, which are used in the implementation of GCNs [33]. To achieve
a sampling speed of 1 MHz, the co-processor called Control Law Accelerator (CLA) was
employed to read three analog-to-digital converters (ADCs) [34].

4. The Use Case

Simulations were conducted on the PSCAD software package, using frequency-dependent
distribution lines and the high-frequency models of capacitor banks and regulators [25]. The
IEEE 34 nodes system was selected to develop the proposed scheme. The used line-spacing
configurations and impedances were defined in the system’s documentation [35]. It was a
medium-voltage system with a main backbone line and several laterals. A diagram of the
system showing the real distance between nodes is shown in Figure 1. Most of the nodes are
three-phase (3P) nodes, but some of the laterals are one-phase (1P). Note that in Figure 1, 3P
lines are in black, while 1P lines are plotted in gray. The system is divided into three “protection
zones” (PZs) and the goal of the fault location method is to determine in which PZ the fault
occurred. There are one voltage regulators in the system (between nodes 814 and 850 and nodes
852 and 832, respectively) that are used as the border of each protection zone. The voltage
regulators and the capacitor are modeled for high-frequency transients [25]. For clarification,
the nodes located in each of the three PZs are:

• PZ1: 800, 802, 806, 808, 810, and 812.
• PZ2: 814, 850, 816, 824, 826, 828, 830, 854, 856, 818, 820, and 822.
• PZ3: 852, 832, 888, 890, 858, 864, 834, 842, 844, 846, 848, 860, 836, 840, 862, and 838.

It is important to note that every node carries a GCN model, and is able to detect and
locate faults. The faults are simulated in all nodes except in the substation (Node 800). The
fault simulation parameters depend on the number of phases in the node. For 3P nodes,
the parameter combinations are shown in Table 1.
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Table 1. Fault parameters for 3P nodes.

Parameter Number of Combinations Values

Inception angle 2 1 millisecond apart
Fault resistance 3 0.01, 1, and 10 Ω

Fault type 11

3 single-line-to-ground (SLG),
3 line-to-line (LL),

3 Line-to-line-to-ground (LLG),
3P,

and 3P-to-ground (3PG)

Figure 1. IEEE 34 nodes system divided in 3 PZs: PZ1 (blue), PZ2 (red) and PZ3 (green).

This sums up a total of 66 faults per 3P node. For 1P nodes, in order to increase
the number of fault simulations and balance out the existence of just one type of fault,
additional combinations of inception angles and resistance values are considered. The
combinations for 1P nodes use the following parameters, as shown in Table 2.

Table 2. Fault parameters for 1P nodes.

Parameter Number of Combinations Values

Inception angle 9 Distributed over a 16 millisecond period
Fault resistance 6 0.01, 0.1, 1, 2, 5 and 10 Ω

Fault type 1 Corresponding phase-to-ground (SLG)

Therefore, there are a total of 48 fault cases for each 1P node. Among the fault cases,
80% were employed to train the GCN models, while the other 20% were used for testing.
Taking into account all the nodes in each PZ, the total number of simulations in each zone
can be observed in Table 3. Note that the GCN models are trained with 10-fold cross-
validation. This means that the models are trained 10 times, and that in each run, one-tenth
of the faults are used as a validation dataset in which the models’ performance is tested for
each epoch. A learning rate scheduler is set to decrease the learning using a factor of 0.9 if
the validation score does not improve in four consecutive epochs.
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Table 3. Number of faults per PZ.

Protection Zone Training Set Validation Set Testing Set

PZ1 225 24 63
PZ2 505 56 141
PZ3 735 81 204

5. The Method

In each node, either 3P or 1P voltage, current, or both, measurements are recorded at
a sampling rate of 1 MHz. The DMD algorithm, as described in [28], is used to pinpoint
the TW arrival time at each node. This algorithm is selected because of its sensitivity, as
training the GCN models requires that all nodes detect the fault in order to have some
initial features. Then, the measurements undergo a time–frequency decomposition that
extracts the high-frequency components in the signals. Eventually, these features are fed
into the GCN models for fault protection zone classification. There are four GCN model
versions in which the models’ size and the employed type of measurements (either voltage,
current, or both) vary for a sensitivity analysis.

5.1. Signal Processing Stage

The signal processing stage design is critical for the success of this implementation.
It has to provide sufficiently detailed feature extraction/creation, but it has to be light
enough so that the microcontroller can execute it in a reasonable amount of time while
observing the device’s memory constraints. Similarly, the number of sample points that are
processed at a single step also has to be small so it can be managed by the microcontroller.
After successful detection, the measurements are cropped −32/+96 samples around the
TW arrival timestamp for each phase and type of measurement. The samples’ array length
is 128 values, which corresponds to 128 microseconds (µs). This choice of signal length is
related to the consecutive halving that takes place in the DWT decomposition, which makes
it more desirable to work with signal lengths that are a power of 2 (note that 25 = 128). For
this work, the input to the microcontroller is the set of 3P/1P (depending on the node type)
voltage, current, or both, with measurement arrays (depending on the GCN model to be
implemented) of 128 values each.

Afterwards, the signal processing stage to be executed in the microcontroller is divided
into three consecutive steps: The Karrenbauer transformation (KT) for the 3P nodes; the
DWT decomposition; and the Parseval’s energy (PE) theorem. All four models share the
same signal processing stage. The only difference is the size of the output values in each
step (detailed below) and the tentative execution time (if both the voltage and current
measurements are used, the signal-processing stage is conducted twice).

5.1.1. The Karrenbauer Transformation

The KT is commonly used for decomposing a 3P signal into decoupled modes. The
ground mode is very sensitive to attenuation due to distance [36], so it is preferred for
ML/DL approaches as it incorporates additional information about the distance to the fault.
In this work, due to the fact that the same amount of information has to be employed by
every node, 3P nodes have their voltage and current measurements summarized in the
ground mode. For 1P nodes, the KT is not applied and the available phase measurements
are employed directly. In Equation (1), the ground mode for voltage V0 is calculated as
follows considering that Va, Vb and Vc are the 3P voltage measurements.

V0
Vα

Vβ

 =
1
3

 1 1 1
−1 0 1
0 −1 1

Va
Vb
Vc

 (1)
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If both the voltage and current measurements are considered, the output of the KT
is two arrays of length 128 samples each: a ground mode for voltage and one for current.
For the models in which only one magnitude is considered, the output is an array of 128
samples.

5.1.2. The Discrete Wavelet Transform

The DWT is a very common tool for time–frequency decomposition. It is faster to
execute than the CWT, while it is less resource expensive than other discrete WT such as
the stationary wavelet transform (SWT). This last statement is based on the fact that the
DWT halves signals’ length in each decomposition level, while the SWT exponentially
upsamples the filter length at every level [37]. Therefore, the DWT is more suitable for
memory-sensitive applications.

The DWT is efficiently implemented using multi-resolution analysis (MRA) [38].
MRA consists of using a combination of half-band low-pass (LP) and high-pass (HP)
filters in order to decompose a signal into frequency bands. The output of the HP filter
is called “detail” decomposition coefficients, while the output of the LP filter is called
“approximation” decomposition coefficients. The detail coefficients summarize the signal’s
frequency components of the upper-half of the frequency spectrum for each particular level
of decomposition, while the approximation coefficients summarize the lower-half band.
The approximation coefficients are then fed into the next decomposition level for further
decomposition. The workflow of this process can be appreciated in Figure 2. The HP and
LP filter coefficients are the same for every level. The coefficients are extracted from the
Daubechies 4 (db4) mother wavelet, used in this work. The db4 is an 8th order filter. This
wavelet family is particularly suitable for TW applications because their sharp shape is
perfect for detecting a low amplitude, short duration, and fast decay signals [39]. In the
end, only the detail coefficients are employed to characterize a signal’s decomposition into
frequency bands, as these bands are clearly delimited. For a three-level DWT decomposition,
the frequency bands for the detail coefficients can be observed in Table 4. It is important to
note that, as in consecutive decomposition levels, the maximum frequency to be measured is
halved, the sampling frequency can be halved as well without loss of information according
to the Nyquist Theorem. In the DWT, it means that at every decomposition level the detail
and approximation coefficients are downsampled by a rate of 2.

Figure 2. Workflow of the DWT decomposition in 3 levels.
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Table 4. Frequency bands for DWT decomposition in 3 levels.

Decomposition Level Lower Frequency Upper Frequency

1 250 kHz 500 kHz
2 125 kHz 250 kHz
3 62.5 kHz 125 kHz

For implementation in the microcontroller, there are two basic operations that are
required to execute a DWT decomposition:

1. A convolution between the LP/HP filter coefficients and the input signal or the
approximation coefficients from the previous level. The FIR filter functions in the FPU
library offer a method to perform convolutions very efficiently, reducing the need for
two loops to just one. It is important to note that this convolution operation assumes
that the input is zero-padded.

2. A downsampling operation, in which only the odd output coefficients are retained.

The detail coefficients of all levels are later reconstructed to obtain 128-values volts and
amperes signals (which complete the time–frequency signal decomposition into frequency
bands). This is achieved by following the inverse process, using the synthesis filters instead
of the decomposition counterparts, and upsampling instead of downsampling. For the
reconstruction of each single array of detail coefficients, every other array is filled up
with zeros so they do not intervene in the reconstruction process. Optimizing the number
of decomposition levels against the execution time, it was determined that the signal
decomposition was in three levels, and the following reconstruction can be successfully
implemented in less than 1 ms (as it is detailed in the results section). This is a proper signal
processing stage execution time targeting a TW-based protection implementation.

Due to this implementation of the filter convolutions, there are some undesirable
“edge effects” at the beginning and end of the signal which are caused by the fact that not all
of the filter coefficients are part of the convolution in the first and last signal values. Thereby,
this causes some artifacts to not be part of the TW, but of the convolution implementation
itself. Therefore, the 128 values of the reconstructed signals are cropped again, removing
the first and last 32 samples. This leaves the TW arrival in the first sample and removes
any undesirable artifacts. For the models in which both voltage and current are employed,
the output of the DWT decomposition and reconstruction is a set of six arrays of a length
of 64 values each (three levels for voltage and three levels for current). For the models in
which only voltage or current is used, the output of this stage is 3 arrays of 64 values each.

5.1.3. Parseval’s Energy Theorem

The PE theorem is employed in this work to create non-decreasing arrays in which
the magnitude of the TW reflections are amplified. The PE theorem is computed using the
following expression for each of the arrays:

E =
N

∑
n=1
|x[n]|2. (2)

Finally, all the PE levels are concatenated into a single array of size 384, if both
voltage and current are employed, or 192 otherwise if just one of the measurement types
is considered. The result of this step is downsampled by 2 to decrease the size of the
inputs for the GCN models, which translates into huge savings in used memory. Therefore,
the output of the signal-processing stage is an array of 192 values if both voltage and
current measurements are employed, or 96 values if only one of the measurement types is
employed.

As a summary of the signal-processing stage, the input and output of each step depend
on the node type and the number of measurements of voltage, current, or both, as detailed
in Figure 3.
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(a) (b)

(c) (d)

Figure 3. Signal processing stage per node type and type of measurements: (a) 3P node, V and I;
(b) 3P node, either V or I; (c) 1P node, V and I; and (d) 1P node, either V or I.

5.2. Protection Zone Prediction Stage
5.2.1. Introduction to Graph Neural Networks

GCNs are especially beneficial to power systems as they provide a spatial relationship
to the voltage and current measurements. In each layer, GCNs aggregate the information
of neighboring nodes to update the nodes’ status. This is known as a message-passing
network. The connection between nodes is modeled using the adjacency matrix A [40],
which in this work is binary: if two nodes i and j are neighbors, the element Aij of the
matrix is equal to 1, or it is 0 otherwise. The initial node data are gathered in a feature
matrix X, whose size is n× d, where n is the number of nodes in the system and d is the
length of the feature vector per node. A GCN model f (X, A) has the following layer-wise
propagation rule [41]:

H(l+1) = σ(b(l) + D−
1
2 A′D−

1
2 H(l)W(l)), (3)

where A′ = A + I is the modified adjacency matrix A considering the self-connections
adding the identity matrix I, b(l) is the optional layer-specific trainable bias term, W(l) is
the layer-specific trainable weight matrix, σ is the activation function, and D is the diagonal
node degree matrix of the adjacency matrix A′, which is defined as:

Dii = ∑ jA′ij, (4)

and H(l) is the output of the lth layer. Note that H(0) = X in the first layer. If edges are
weighted, the formula is modified to:
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H(l+1)
i = σ

b(l) + ∑
j∈N (i)

eji

cji
H(l)

j W(l)

, (5)

where H(l)
i is the output of the lth layer for node i, cji is the product of the square root of

node degrees, and eji is the scalar weight on the edge from node j to node i. In this work, eji

is the distance between nodes in feet. Note that both b(l) and W(l) are the same for all the
nodes. Finally, the edge weights can be normalized by applying the following expression:

cji =
√

∑
k∈N (j)

ejk

√
∑

k∈N (i)
eki. (6)

5.2.2. GCN Models

There are four versions of GCN models attending to the weight matrices’ size and
which measurements (either voltage, current, or both) are used as inputs. Nevertheless, all
models consider the same signal-processing stage and all of them have three GCN layers.
The output of the last GCN layer has the same size as the number of PZ, which is three. The
output goes through a Log-Softmax layer that returns the log-probabilities that the fault is
in each PZ. There are two models that use both current and voltage. One has larger weight
matrices (“Heavy VI”), while in the other one, the number of weights is comparatively
smaller (“Light VI”). Then, there is another that uses only voltage measurements (“Only
V”), and another one that only uses current measurements (“Only I”). The layer’s input
size for each model is summarized in Table 5. The aim is to analyze the sensitivity of the
models’ size and measurements’ type against the models’ accuracy. Models are trained in
Pytorch using Deep Graph Library [42].

Table 5. Layers’ size for each GCN model.

Model GCN Layer 1 GCN Layer 2 GCN Layer 3

Heavy VI 192 × 64 64 × 64 64 × 3
Light VI 192 × 20 20 × 20 20 × 3
Only V 96 × 48 48 × 48 48 × 3
Only I 96 × 48 48 × 48 48 × 3

5.2.3. Distributed Implementation

The GCN model implementation to be executed in each corresponding node is identi-
cal for the four versions, and utilizes the same expressions as in Equations (5) and (6). In
order to try this on an experimental implementation in a microcontroller, node 828 is used
as an example. This node is connected to nodes 824 and 830. These are the elements to be
considered for a given layer l:

• The bias term b(l) and the weights W(l), which are shared with all the other nodes in
the system.

• The incoming messages are from neighboring nodes 824 and 830, H(l−1)
824 and H(l−1)

830 .
These are the outputs from the previous layer in those nodes. For l = 1, they are the
output of the signal processing stage.

• The output from the previous layer H(l−1)
828 , which is the input of the current layer.

• The normalized edge weights for message-passing from node 824 to node 828 and from

node 830 to node 828,
e824 828

c824 828
and

e830 828

c830 828
, and the self-loop for node 828,

e828 828

c828 828
.

As an example, the workflow for layer l = 2 can be observed in Figure 4.
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Figure 4. Message-passing for GCN L=layer 2 at node 828.

The propagation rule for each GCN layer l for node 828 can be observed in Equation (7):

H(l) = σ

(
b(l) +

e824 828

c824 828
W(l)H(l−1)

824 +
e830 828

c830 828
W(l)H(l−1)

830 +
e828 828

c828 828
W(l)H(l−1)

828

)
. (7)

6. Experimental Setup

In order to test the computation time of the proposed method, a TW fault testing
bench was designed. This experimental setup allows for the playback of simulated fault
signals at 1 MHz. Note that a detection stage has to be introduced prior to the fault location
algorithm. In this work, we incorporate a DWT-based TW detection that was previously
introduced in [43], and experimentally validated in [44]. This detection method provides a
reliable and fast detection method, taking approximately 128 microseconds to execute the
algorithm. A brief introduction to the method is provided in Section 6.1.

6.1. Experimental TW Detection

The employed TW detection method is based on the DWT. The method is implemented
on a per-phase basis, which is due to the computation limitations of the microcontroller.
Hereafter, the computations that are carried out for a single-phase are described. A high-
level workflow of the method is shown in Figure 5. The CLA continuously samples the
voltage signal at 1 MHz, and the values are stored in a circular buffer of length 128. When
the buffer is full, this array of 128 values is passed to the CPU. Then, the first DWT level
of decomposition is executed to retrieve the first detail coefficients. As can be appreciated
in Table 4, these coefficients summarize the frequency components in the range from
250 kHz to 500 kHz. Then, the maximum absolute value of such coefficients is extracted
and compared to a pre-defined threshold. In [43], it is explained how this threshold can be
obtained. In practice, a threshold that is right above the values produced by measuring
noise in normal operation is enough for detection purposes in an experimental setting.
Once a TW event has been detected, the same logic is executed again, but this time looping
through the absolute value of all coefficients, to find the first detail coefficient which is
above the threshold. The TW arrival time is the index of such a coefficient. The final output
of the detection process is the cropped signal in the −32/+96 samples around the TW
arrival timestamp. This may require waiting until the next period of 128 samples. More
information about the process and the execution times can be found in [44]. Note that the
analysis of a signal has to take less than 128 µs to make the method feasible.
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6.2. TWs Fault Bench

The fault testing experimental setup is composed of just two microcontrollers. The
first one, also called the “sender”, is in charge of the playback function. The second
microcontroller, the “receiver”, is constantly sampling for an incoming TW. Due to the
computation limitations—there is not enough computational speed to analyze three signals
in a period of 128 µs- the receiver only covers one-phase at a time. In order to capture
the TW in the three-phases, the playback is repeated three times, varying the signal that
is reproduced. A schematic of the fault bench can be observed in Figure 5. The TW
data come from the PSCAD simulations. Both devices use the GPIO pin 9, that can
be configured as an ADC or an DAC. The receiver incorporates an analog anti-aliasing
first-order low-pass filter that removes any high-frequency noise that goes beyond the
analyzed frequency components. The cut-off frequency is 600 kHz. The usage of just two
development boards constitutes a low-cost testing environment. It would be possible to
use three devices, one per-phase, to do a simultaneous TW detection. However, given that
operating a development board requires a computer, this option would require a total of
four computers.

Figure 5. Experimental setup for fault detection testing.

For the TW playback, a 3P voltage waveform of a 2 ms duration was loaded onto the
sender’s look-up table in the form of a one-dimensional array. The original data are in units
of kV, but it has to be linearly scaled using the expression in:

VDAC =
4096− 0

21− (−21)
× (VSIM + 21), (8)

to adapt the values to the dynamic range of the ADC, which is from 0 to 212 = 4096. Note
that VADC is the array to be loaded onto the DAC, and the VSIM is the simulated data,
which for the example that is used in this work is comprised in the range of [−21, 21] kV.
The entire length of the signal is reproduced at 1 MHz by the sender microcontroller, while
the receiver microcontroller on the other end samples the incoming signal at 1 MHz.

7. Results
7.1. Models’ Accuracy Comparison

These results are for simulated data. The nodes’ accuracy distributions are depicted in
Figure 6. No measurement noise was considered. The median accuracy value is displayed
as a red vertical line in each of the plots. Some statistical quantities of such distributions
are gathered in Table 6. The Heavy VI shows the strongest performance, with the largest
median accuracy and overall accuracies (one-half of the nodes are above 87% accuracy). It
is followed by the Only V model, which has a lower maximum node accuracy, but also a
higher minimum node accuracy. The Light VI shows a few really large accuracy values,
but most of the nodes’ accuracies are located in a broad distribution between 70% and 90%,
which is not desirable. Finally, the Only I has a poor performance in comparison to other
models, although it achieves the maximum node accuracy, a 94.85%.
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(a) (b)

(c) (d)

Figure 6. Nodes’ accuracy histograms for GCN models: (a) Heavy VI; (b) Light VI; (c) Only V; and
(d) Only I.

Table 6. Testing accuracy analysis per model.

Model Median Acc. (%) Maximum Acc. (%) Minimum Acc. (%)

Heavy VI 87.74 93.38 56.61
Light VI 81.86 94.36 51.96
Only V 82.96 88.97 64.46
Only I 50.00 94.85 47.05

Figure 7 shows the nodes’ accuracy for each model. Each diagram shows the 3P lines
colored in black, while 1P lines are plotted in gray. As can be seen, the overall nodes’
accuracy is good in the Heavy VI, Light VI, and Only V models, and most of the weaker
performing nodes are on laterals. The Heavy VI model’s overall performance is slightly
better than the Light VI and Only V models, as expected.
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(a) (b)

(c) (d)

Figure 7. Nodes’ individual accuracy for GCN models: (a) Heavy VI; (b) Light VI (c) Only V; and
(d) Only I.

7.2. Models’ Resiliency to Communication Losses

Node 828, which is located near the center of the system as can be seen in Figure 7,
performs well with both Heavy VI and Only V models. Therefore, this node is selected to
analyze the resiliency of the proposed protection scheme for communication losses. Note
that the results in this section are obtained with simulated data in PSCAD, not experimen-
tally measured data. The fact that the GCN models are a distributed approach, and that
messages between nodes are required to come up with a prediction, make the proposed
fault location method sensitive to communication failures or cyber-attacks. However, it
is important to highlight that distributed approaches are generally more resilient to unex-
pected events than centralized ones [45]. In order to check the models’ resiliency, several
scenarios in which messages do not arrive on time (and thereby substituted by arrays of
zeroes) are analyzed. As mentioned before, the GCN models are implemented in node 828,
which is connected to nodes 824 and 830. As there are three GCN layers and two neighbors,
a total of six messages are expected. These are the communication loss cases in which the
resiliency of the models is tested:

• Case A: There is no failure in communication and it is used as the baseline.
• Case B and C: One neighbor is not available and no messages are received. Then,

3 messages are lost.
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• Cases D–I: One message, in one of the layers, and from either of the neighbors, is lost.
• Cases J–O: Two messages, in different layers, and from either of the neighbors, are

lost.
• Cases P–U: Three messages, in different layers and from different nodes, are lost.

A more detailed description of each case is provided in Table A1 in Appendix A. The
accuracy results of these cases are gathered in Tables 7–10.

Table 7. Testing accuracy analysis per model for cases A–C.

Model Case A Acc. (%) Case B Acc. (%) Case C Acc. (%)

Heavy VI 93.1 87.7 75.2
Light VI 85.0 77.7 72.5
Only V 88.2 87.3 72.3
Only I 68.6 68.1 50.0

Table 8. Testing accuracy analysis per model for cases D–I.

Model Case D
Acc. (%)

Case E
Acc. (%)

Case F
Acc. (%)

Case G
Acc. (%)

Case H
Acc. (%)

Case I Acc.
(%)

Heavy VI 93.1 93.1 93.1 93.1 75.2 87.7
Light VI 85.0 85.0 85.0 85.0 72.8 77.7
Only V 88.2 88.2 88.2 88.2 72.3 87.3
Only I 68.6 68.6 68.6 68.6 59.1 68.1

Table 9. Testing accuracy analysis per model for cases J–O.

Model Case J Acc.
(%)

Case K
Acc. (%)

Case L
Acc. (%)

Case M
Acc. (%)

Case N
Acc. (%)

Case O
Acc. (%)

Heavy VI 87.7 93.1 87.7 75.2 75.2 93.1
Light VI 77.2 85.0 77.7 72.8 72.8 85.0
Only V 87.3 88.2 87.3 72.3 72.3 88.2
Only I 66.2 67.2 68.1 59.1 59.1 68.6

Table 10. Testing accuracy analysis per model for cases P–U.

Model Case P
Acc. (%)

Case Q
Acc. (%)

Case R
Acc. (%)

Case S
Acc. (%)

Case T
Acc. (%)

Case U
Acc. (%)

Heavy VI 87.7 75.2 87.7 75.2 75.2 87.7
Light VI 77.2 72.8 77.7 72.5 72.8 77.2
Only V 87.3 72.3 87.3 72.3 72.3 87.3
Only I 66.2 59.1 68.1 50.0 59.1 66.2

The accuracy upper-bound is given by case A, in which there are no communication
issues. Some cases produce a drop in accuracy. Typically, the more severe the scenario is,
the higher the chance (and the magnitude) of a drop in accuracy. However, the accuracy
drops are bounded (the worst cases are observed in the “Heavy VI” model in which the
accuracy drops 17.9%). Taking into account the small size of the models, they perform
relatively well to significant communication failures.

7.3. Models’ Execution Time Comparison

For the experimental validation of the method’s computing requirements, node 828
is emulated in the F28379D microcontroller. For this section, both the fault detection
and computation times are considered. The fault detection part is considered as a black-
box stage, as a more detailed analysis can be found in [44]. According to the previously
explained detection method, the TW detection is carried out first, one phase at a time, and
the obtained TWs are saved. Afterward, the three detected TWs, without any modifications,
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are the input to the location process. As of now, it is not a standalone process, but both
stages are consecutive and perfectly connected. That is why the combination of both
detection and location execution times can be jointly considered to provide an accurate
estimation of the total execution time.

In this work, the performance of the model for a specific fault case was tested. The
fault data are as follows: the fault type is 3P, the fault location is node 806 (PZ1), and the
fault impedance is 0.01 Ω. As mentioned before, the fault detection method is executed
independently on a per-phase basis. The results of the fault detection stage are shown in
Figure 8. All signals are cropped in the −32/+96 samples fashion around the detected TW
arrival timestamp. As can be noticed, the match between the simulated and measured
signal by the receiver microcontroller is very good. There are some minor issues, such as
some distortion, and some offset by being inherently introduced by the DAC and the ADC.
In addition, the TW detection in phase A has a small shift of two samples.

Figure 8. TW experimental fault detection comparison between the original waveform to be repro-
duced by the sender (dashed) and the measured waveform by the receiver (solid).

The Only V model is coded into the microcontroller given that the signal processing
stage only has to be carried out once (for voltage). This process uses the bias term b(l) and
the weights W(l) of the trained models, and replicates the equation in Equation (7) in the
C programming language. Note that the communication protocols for message-passing
between nodes are not in the scope of the project. However, the communication delay can
be expected to be just tens of microseconds if technologies such as fiber-optic are used.
State-of-the-art fiber-optic latency is approximately 5 microseconds per kilometer [46],
which is several orders of magnitude smaller than the execution time of the proposed
algorithms.

The fault location method that is proposed in this paper is implemented into the
microcontroller in three distinct stages:

1. Pre-processing: Once the three arrays of 128 values are retrieved by the detection
stage, the first step is to scale them back to kV and to calculate the ground mode,
which is the only decoupled mode that is used in this work. Both operations are
efficiently executed at the same time using the following expression:

VGND =
1
3
× 21− (−21)

4096− 0
× (VA + VB + VC − 3× 4096

2
). (9)

2. Feature extraction: The voltage ground mode undergoes a three-level DWT decom-
position and reconstruction that retrieves a total of three arrays of 128 values each,
summarizing the signal’s frequency components in the frequency bands, as observed
in Table 4. Note that just 64 samples per array are retained, starting on the detected
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TW arrival timestamp. Afterwards, the PE values of such arrays are calculated and
concatenated, forming a single array of features containing 192 values. To fit the
model’s input layer, further downsampling by 2 is conducted to retrieve the final
array of 96 samples.

3. GCN model: The implemented fault location model is the Only V model, as previ-
ously defined in Table 5. There are RELU non-linear activation functions after the
two first GCN layers, while the final layer is a Log-Softmax layer that retrieves the
log-probabilities of the fault being in each of the three considered PZs. Incoming
communication from nodes 824 and 830 is required in each GCN layer. The messages
are previously loaded into the microcontroller and not considered in the execution
time, as the communication delay is much smaller than the actual execution time.

A workflow of the previously described implementation can be seen in Figure 9.

Figure 9. Workflow of the fault detection and location methods in the microcontroller.

Regarding the accuracy performance of the implementation in the microcontroller,
which includes real sampling of a TW at 1 MHz, the method accurately locates the fault in
PZ1. The output of the model, the Log-Softmax layer, returns the log-probabilities of the
fault being in each of the three PZs. The comparison between the log-probabilities obtained
in the experiment and the ones obtained from the simulated data are shown in Table 11.
For an easier comparison, the exponential of base e is used to retrieve the percentages.

Table 11. Faulty PZ predictions between the simulated model and the experimental test.

PZ1 Log-Prob. PZ2 Log-Prob. PZ3 Log-Prob. PZ1 Prob. PZ2 Prob. PZ3 Prob.

Implementation −1.1826 × 10−04 −9.0406 −25.3708 99.99% 0.01% 0.00%
Simulation −1.1849 × 10−04 −9.0406 −25.3708 99.99% 0.01% 0.00%

In Table 12, a summary of the execution time of the proposed method is attached.
The TW detection stage executes in approximately 150 µs [44], including the saving of
the cropped signal into a variable. No significant differences can be pointed out in the
execution time per-phase. The location stage starts from this same point, and executes
the three previously described stages. The signal processing stage is by far the most
computationally expensive, which takes more than 800 µs. Adding the execution times of
both fault detection and location stages, the proposed method requires an estimated total
of 1.27 milliseconds to execute.
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Table 12. Summary of stages’ execution times.

Stage Time (103 CPU Cycles) Time (µs)

Detection 30.1 151 1

(Location) pre-processing 34.6 173
(Location) feature extraction 164.3 822

(Location) DL model 24.7 124
Location total 223.6 1119

Detection + location total 253.7 1270 1

1 Note that the delay until the detection function is executed is not considered in this execution time. The least
favorable scenario is the case in which the TW arrival is on the first sample of the 128 samples window, as an
additional 127 samples were taken prior to the logic execution (constituting an additional delay of 127 µs).

For a more thorough analysis of the fault location method, a detailed breakdown is
provided in Table 13. The ground mode and de-scaling are executed in a single loop using
the expression in (9), and constitute the longest single calculation in the method. Regarding
the feature extraction stage, it can be noticed that the decomposition becomes faster as
the decomposition level increases. This is because the consecutive halving of the signal
makes the further convolutions shorter. However, for the reconstruction, the larger the
decomposition level, the more time it takes to calculate the required convolutions back.
Up to level 3, it can be noticed that each level takes a joint time of 50 × 103 CPU cycles
(250 µs), combining both decomposition and reconstruction. Afterward, the calculation
and further downsampling of the PE values are relatively faster. Finally, the execution of
the GCN model is the fastest stage. The first GCN layer takes significantly more time than
the other two because the number of parameters is much larger, as can be seen in Table 5.
Non-linear activation layers are executed extremely quickly.

Table 13. Detailed breakdown of the fault location execution times.

Stage Process Time (103 CPU Cycles) Time (µs)

Pre-processing Ground mode and de-scaling 34.6 173

Feature extraction

First decomposition level 29.8 149
Second decomposition level 16.5 83
Third decomposition level 9.9 50
Third detail reconstruction 39.5 198

Second detail reconstruction 31.9 160
First detail reconstruction 20.0 100

PE values calculation 16.7 84

GCN model

First GCN layer 14.7 74
First RELU layer 1.9 10

Second GCN layer 3.8 19
Second RELU layer 0.8 4

Third GCN layer 0.6 3
Log-Softmax layer 2.9 15

Regarding the memory allocation of the model in the microcontroller, Table 14 details
the text file size, which is the size of the .h file in the computer file explorer, and the reported
allocated memory in the microcontroller, including both the used space for the variables
and the raw data. The superscript indicates the corresponding GCN layer. Note that the
number of bytes is significantly lower on the compiled code. The total size of the model is
22.8 kB, which is approximately one-third of the available globally shared memory (64 kB).
If necessary, there are other smaller local memory registers that could be used as well.



Energies 2022, 15, 7785 18 of 22

Table 14. Memory allocation of the model’s weights and bias terms.

Variable Text File Size (Bytes) Allocated Memory (Bytes)

W(1) 117,714 18,435
W(2) 24,493 3843
W(3) 1533 243
b(1) 1229 195
b(2) 510 83
b(3) 77 15

Total 145,556 22,814

8. Discussion

The contribution of this paper is very significant for distribution power system pro-
tection. To the best of our knowledge, this is the first implementation of a fault location
method that jointly employs TWs and a DL model (in this case, a novel GCN model that
can be coded into a microcontroller). More importantly, this work also details the execution
time of the method, which is in line with other TW protection devices for transmission
systems (but that do not use any type of ML or DL models) [16].

This work is interpreted as a demonstration of the feasibility of DL models for ultra-fast
protection in distribution systems, paving the way for a future commercial application. The
reality is that the models that are evaluated in this work are just scaled-down versions of
the models that have been previously researched in [31]. This is because of the memory and
computation constraints of the employed development board (which has one of the fastest
microcontrollers that are available today). For the same reason, detection and location
methods have to be executed separately and not as a standalone method. However, it
can be expected that, given the right embedded device is employed, full-scale and high-
accurate methods can be deployed and executed in a matter of hundreds of microseconds.
Furthermore, the developed fault bench using two development boards is a simple but
reliable way of testing TW protection schemes in microcontrollers, reproducing waveforms
that are generated in simulations with complex power networks at speeds of 1 MHz.

Finally, GCN models are a promising implementation of ML/DL-based protection
relays. The fact that all nodes in the system carry the same model facilitates its training,
which takes into account all nodes at the same time, and its later deployment in the field.
For more complex systems, the method could be generalized by dividing the power grid
into several sub-graphs, allowing for either training local models, or including different
systems as part of the same training batch to create a global model.

9. Conclusions

This work proposes a set of scaled-down graph convolutional network (GCN) models
for fault location in the IEEE 34-node system. The goal is to determine in which protection
zone (PZ) the fault occurred. The system is divided into three PZs. One of these models was
later implemented into a microcontroller to measure the execution time of the algorithm.

The method uses only 128 microseconds of fault traveling wave (TW) data. A feature
extraction stage was designed including the following steps: firstly, the Karrenbauer trans-
form (KT) is performed to calculate the ground mode of the three-phase (3P) nodes. For
one-phase (1P) nodes, measurements are used directly. Then, a time–frequency decomposi-
tion of the signals is conducted using the discrete wavelet transform (DWT). This method is
focused on frequency-components between 62.5 and 500 kHz. Finally, the Parseval energy
(PE) of the decomposed signals is calculated, and these features are used to train the GCN
models. Models are trained using just the first 64 microseconds of the PE values, which is
shown to achieve good performance while reducing the usage of memory.

A total of four GCN models were trained, using either voltage, current measurements
or both. For both measurements, two models of different sizes were created. All models
have three GCN layers. The models that use both voltage and current, or just voltage,
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achieve median node accuracies in the range of 80–90%, which is a good performance taking
into account the memory and time constraints under which the method was designed. The
performance of the model that only uses the current measurement is significantly lower.
Node 828 is considered a role-model node in the system, as it performs well under several
models. This node is chosen to conduct a resiliency analysis for communication losses, and
later the microcontroller implementation. Regarding the resiliency analysis, 20 different
cases are considered in which between 1 and 3 messages from different communication
channels are dropped. Compared to the baseline, lost messages could decrease the node-
wise accuracy from 15% to 20%. A decrease in accuracy is more probable for a larger loss of
information.

Regarding the implementation in the microcontroller, the model that only uses voltage
measurements is coded in the C language. The model weights use up to one-third of
the available global memory. An experimental fault bench is created connecting two
microcontrollers. This way, one device can reproduce a TW while the second can sample
it at 1 MHz. One particular fault case in the first PZ is tested. The TW is detected using
a DWT-based approach that is used per-phase. It takes approximately 0.15 milliseconds
to detect the TW and store the data. The resulting measurements are then fed into the
proposed fault location algorithm, which is executed in approximately 1.12 milliseconds.
The measurement noise and distortion do not significantly affect the overall performance
of the method, which retrieves the same output probabilities compared to the simulated
case. The total estimated execution time of this method is 1.27 milliseconds, which is in line
with other TW protection schemes at the transmission level, but they do not use machine
or deep learning models.
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Abbreviations
The following abbreviations are used in this manuscript:

TW Traveling Wave
SWT Stationary Wavelet Transform
CWT Continuous Wavelet Transform
DWT Discrete Wavelet Transform
MRA Multi-Resolution Analysis
LP Low Pass
HP High Pass
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KT Karrenbauer Transform
PE Parseval’s Energy
DMD Dynamic Mode Decomposition
GNN Graph Neural Network
GCN Graph Convolutional Network
AI Artificial Intelligence
ML Machine Learning
DL Deep Learning
SLG Single Line to Ground
LL Line to Line
1P One Phase
3P Three Phase
LLG Line to Line to Ground
3PG Three Phase to Ground
PZ Protection Zone
CLA Control-Law Accelerator
CPU Central Processing Unit
FPU Floating-Point Unit
ADC Analog-to-Digital Converter
DAC Digital-to-Analog Converter

Appendix A

Table A1. Received message from neighbors in node 828, per GCN layer, for each case in the
communication losses study.

Case (824 → 828)1 (830 → 828)1 (824 → 828)2 (830 → 828)2 (824 → 828)3 (830 → 828)3

A X X X X X X

B X X X X X X

C X X X X X X

D X X X X X X

E X X X X X X

F X X X X X X

G X X X X X X

H X X X X X X

I X X X X X X

J X X X X X X

K X X X X X X

L X X X X X X

M X X X X X X

N X X X X X X

O X X X X X X

P X X X X X X

Q X X X X X X

R X X X X X X

S X X X X X X

T X X X X X X

U X X X X X X

Note: The subscript indicates the GCN layer in which the message takes place.
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